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ABSTRACT

Investigation of social media using social netwibriory is a new powerful tool that will aid
and ease law enforcement agencies in multi-facetags in this ever evolving digital
landscape. It is against this backdrop that thidysfocused on identifying and investigating
selected individuals on Facebook and Twitter satiatiia platforms. In particular, selected
respondents from University of Eldoret, Kibabii, M&isii and Rongo Universities were
involved in the study. The objective of the studgs to demonstrate how Social Network
Analysis (SNA) can be employed as an investigabé tto mine, analyse data from selected
online social media users and present digital feicervidence to aid law enforcement in
Kenya. Patrticularly, the study aimed at identifylmgh degree nodes in the network and their
behavioural patterns and profiles using visualoradj network metrics and user
profile/demographic information. Social network Bses experimental research design was
employed in this study. The sample size of the aedpnts was arrived at by employing
Yamane’s formula of calculating sample size. Trepoadents were guided to create pseudo-
online parody accounts in various social mediafg@iats which was used to carry out the
online data mining from the selected respondentaidoin social network analysis. The
significance of the study was to fill the knowledggp that hitherto not been researched by
previous scholars yet it is imperative area asafaicyber-security and law enforcement is
concerned in Kenya. Data mining and analysis waee desing NodeXL, an Add-in tool in
Ms-Excel for social network analysis. Computatidrcentrality measures, network clusters,
cliques were presented using both infographic Vigagons and centrality metrics of the
respondents on egocentric networks Focal commuarcgiaths through which information
flows in the network were also depicted. The fimgdirdemonstrated that Social Network
Analysis can be effectively used on social med@fpims to mine, analyse and present
digital forensic evidence of individuals under istigation. The outcome of this study gives a
new insight and techniques that can help law eefoent agencies and related stakeholders
to identify or detect important individuals, subgps, interaction patterns between subgroups
and roles they play in a given network. The findipgesented in this research illustrates how
social network analysis can be used to determi@éntierpersonal connections, importance of
actors in a given social network and detect comtrasof people and principally how law
enforcement agencies can utilize this techniquademtifying and tracking suspicious
characters and ultimately help in maintainingv &nd order. SNA ought to be embraced as
a supplement of conventional investigation, notessarily replacing it.

Key words: Social Media, Social Network, Social Network Argfy Digital forensic
evidence, law enforcement
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OPERATIONAL DEFINITION OF TERMS

Node (Vertex/Actors): Refers to people in one’s social network. Nodee ar

represented bthe circles/dots in the image.

Edges (Links): Refers to the relationships between people, shaslimes connecting
the nodes.

An Undirected Edge It is a tie that represents co-occurrence, cegiree, or a
bonded-tie between the pair of actors . Generidlimeans that the people connected
by the edge know one another.

A Directed Edge: Refers to a tie that originates in a source aamak reaches a target
actor is wusually drawn with an arrow head pointing the direction
of the relationship.

Graph (Social Graph): Refers to a visual representation of a group afesoand

edges make up a social network.

Clique: A cohesive subgroup of network nodes where evesgle is connected
directly to one another

A path: Refers to a series of edges connecting two nddasally, path’s length are
measured in the number of edges one can travensedine node to the next.

Relational ties: It refers to link actors within a network wherdese ties can be

informal or formal

Socio-centric( Complete networjslt consist of the relational ties among members

of a single, bounded community.
Ego-centric (Personal networRs This refers to the ties directly connecting theal

actor (ego) to others (ego’s alters) in the netwptlds ego’s views on the ties among

his or her alters.

Xiv



Geodesic distanceRefers to the least number of ties that must lssqzhto arrive
between two actors

Degree/Node degreeRefers to the number of connections a node.

Egocentric Networks: This is a social network focused around one indiald

Density. The degree of interconnection between actorsetivork. Low density
network implies few connections whereas high dgnsietwork means highly

interconnected actors

Cluster: Clusters are groups of nodes that have many caonedbetween them and
are more tightly grouped than others.

Homophily: Refers to a method where nodes who have reldtelduses are probable
of establishing a relationship

Centrality: It describes the collection of measures thatciugi how important a

node is in a social network.

Degree centrality: shows people with many social connections. A naite 10
social connections would have a degree centrafit0o A node with 1 edge would
have a degree centrality of 1.

Closeness centrality: indicates who is at the heart of a social netwayrkooking for
the node that is closest to all other nodes. Clesertentrality for a node is the
average length of all the shortest paths from ¢in& node to every other node in the
network.

Betweenness Centrality: Describes people who connect social circleswell as
measure that captures a person's role in allowiftgmation to pass from one part of

the network to the other.

Eigenvector Centrality: It measures the influence that a node has irvaanle. It is
high among influential people in the network.
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CHAPTER ONE

INTRODUCTION

1.1 Introduction

Social network research have gained significanhaakedgment in terms of both theory and
method in contemporary (Freeman, 2004). Passn2f@el] defines &ocial networkas a
social formation constituting of individuals heretglled “nodes”, which are linked together
for some reason such as companionship, same teresetary exchange, dislike, romantic
relationships, or associates of a particular faitigerstanding or status. This definition was
echoed by Mincera and Niewiadomska-SzynkiewicZ# 22 where they concurred that a
social network is formally defined as a set of extor social groups, and relationships such
as friendship, collaboration, business or politaffiliations. The first approach to capture
the global properties of such systems is to mdueitas graphs which nodes represent the

actors and links the relationships between them.

In quest of defining further social network andciabNetwork Analysis, Passmore (2011)
noted thatSocial Network Analysis focuses on the structuraed@tionships within a set of
social nodes in a given social media netwdrkat is, social network analysis regards social
interactions from the perspective of network theoomprising of nodes and links (also
called ties, edges, or connections). Nodes is thise are the persons within the social
networks, whereas the ties are the associatiomgebatthese persons. The resultant graphical
structures are mostly quite intricate. The defomtivas reaffirmed by Granovetter (1973) that
there can be many kinds of ties between the noddstlaat social networks functions at
different categories spanning from one’s kin uphi® category of a state. He concluded that

in any social network, ties between nodes serwata position in influencing how



difficulties are worked out, institutions are maedgand the extent to which folks thrive in

realizing their aspirations.

Golbeck (2015) succinctly defines Social networkalgsis as the analysis of social
connections a person has with others. It involvasdysng the structure of people's
connections—especially things like who is most imtgat or influential in the network and
which groups of people are closely connected. Imuashell, Gunnell, Hillier and
Blakeborough (2016) summarized that the social odvanalysis approach allows different
types of links between individuals to be explor8dcial Network Analysis is to understand a
community by mapping the relationships that contieetn as a network, and then trying to
draw out key individuals, groups within the netwdf&omponents’), and or associations
between the individuals. The increasing availapitit large-scale, real-world sociographic
data derived from social media, web pages and elstdes led, among other things, to a
renaissance of Social Network Analysis and its iappbn in new fields of enquiry. Social
network analysis allows one to measure, map andaex@verything pertaining social

network and its elements (Gupta & Brooks, 2015).

Social media constitute all the hardware and sofivilaat facilitate the end-users worldwide
to essentially create and share information wittheather. In the context of thissoftware
are the implicit spaces that allow users to intera@ke and circulate information whereas
the hardware refers to all the computing technologies that énalsers to utilize the
aforementioned hardware platform (Gupta & Brook¥l 3. Hansert al (2011) argued that
social media emerged as a pervasive platform foples’ communication, the latent ties that
connect one another and has become more visiblenactiine readable. The net effect is a

new prospect to depict social networks in detadl acale never before seen.



1.2 Background to the study

Drawing from Golbeck (2015), social media platforsugeh as twitter, facebook, instagram,
pinterest, email, discussion forums, blogs and dguare are used by myriad of users
globally. As they interact online by means of tHeramentioned social media platforms
using various applications on terrestrial and nelakvices the result is the creation of
multiple intricate social network structures. Thetide communications and networks of
relationships resulting from these technologiesrigial to persons, institutions, and society.
Comprehending how these social media networks dptesnsform, fall short, or thrive is an
interesting concern to researchers and professiofféle field of social network analysis
provides a set of concepts and metrics to systeailgtistudy these dynamic processes. The
different techniques of depicting information haakso turned out to be important in
assisting users to discern patterns, trends, ciysé@d outliers, even in an intricate social

networks.

According to a report by PewResearch Center (2GBtjal media include the various ways
and means people hook with one another througmemiteractions. Mobile devices, social
networks, email, texting, micro-blogging and looatisharing are just a few of the many
ways people engage in computer-mediated colleeitt®®n. As people connect, like, follow,
friend, reply, retweet, comment, tag, rate, reviedif, update, and text one another they form
collections of connections. These set of connestidevelops into network formations that
can be mined, investigated and the results depicsety various ways and techniques. The
result can give a new understanding of into thacstire, size, and key positions in these
networks. Social Network Analysis employs the cgtsdrom mathematics of graph theory
to examine to visualize complicated array eéirelations between actors to create visual

maps and present centrality metric scores (Free@@04). In fact, Social network analysis



focuses on relationships between the members ofea getwork rather than concentrating

on a single node characterises of those asso¢@uegre, 2013).

1.2.1 Social Networking and Media Information Secuty Concerns

According to Wuest (2010) social networks are drerant part of today’s Internet and used
by more than a billion people worldwide. They allpeople to share ideas and interact with
other people, from old friends to strangers. Thieraction reveals a lot of information, often
including personal information visible to anyoneomdaants to view it. Hence privacy is often
a key concern by the users since millions of peaptewilling to interact with others. Though
a social media user may not have populated theankitewith any of his/her personal
information, it is highly likely that third-partyssociates have. That is to say that family and
friends who are active in social media may have itimgly created or contributed to the

cyber footprint and consequently placed one’s pina jeopardy.

In a rejoinder, Zambri (2015) concurred that sogiadia and social networks have changed
how criminal and criminal organizations conduct ibass against law enforcement.
Moreover, in connecting social media and crimimadeistigations, Kerschbaum and Schaad
(2008) pin pointed that not only social media usedrganize and carry out felony but also
information that is exchanged on different platferra becoming increasingly important in
undertaking its law enforcement activities. Thusiglomedia sites and resources can be
effective means for law enforcement personnel enptevention, identification, investigation,

and prosecution of crimes.

Wright (2010) underscored that social media platfoisuch as Facebook, Twitter, or other

similar networks can be a rich source for forengiggstigations. The ever growing ocean of



data in those networks is appealing to investigatbaw enforcement agencies have already
discovered that criminals socialize online withmanals ring members, and other similar
felons network with their cohorts. A simple investiion might view just the publicly-
available text and images posted on a suspectial Jg&ge. Intense investigations may
require the investigator to be issued a permitutharity to do so. Nouh and Nurse (2015)
corroborated these findings by observing that amby does social media platforms provide
a new unexploited fountain of mining intelligenfoe law enforcement community, but it

also gives an insight of understanding behavioypatterns of covert groups.

Social networks gives a good way of understandiegabstract concept of the ever-changing
and various connections or interactions betweenvichehls in a network (Mincer &
Niewiadomska-Szynkiewicz, 2012). A highly complewestigation will look at more than
just the data appearing on the face of social mplditiorm. The research continued to give
an instance of a successful use of social meddeage in investigations and trials revolving
around a child pornography case in which a sudpeetl a minor. The charges came from a
covert police investigation carried out online wath officer posing as a 13-year-old boy. The
law enforcer achieved this by creating a pseudoiatcprofile purporting to be a 13-year-
old boy and then sending a friend request to thgpextt. Based on this preliminary
investigation, a written order was served on thaoua internet service providers, which
resulted in identification of the litigant, the I&ddresses associated his accounts and
residential address. This was subsequently usegly for a search warrant of the suspect’s

house.

1.2.2 Information Sharing and Privacy on the SociaMedia
In his comprehensive analysis of security and ggvéssues on various social media

platforms, Hudaib (2014) underscored that no @neompelled to sign up on an online



social network although a lot of networks persydmg do not oblige users to disclose their
vital primary information such their dates of bjrtontacts, or place of residence. In spite of
that, it is quite amazing to realize the magnitugled particulars of the individual’s

information a number of social media users give] aonder about how clued-up this

information divulging is. Radical philosophies cpropagate throughout the various social
media platforms and probable criminals can intateewith persons with whom they have
the same school of thought whether they live insdume locality or across the globe (Kunkle,

2012).

The ever shifting ethos or societal patterns, ggticcustomed and having trust in variety of
computing platforms, being inexperienced or mdyasa of private data by unscrupulous
felons could contribute in this unparalleled treoflinformation disclosure. Nonetheless, the
security of various social media platforms and asa®ntrols poses vulnerability by design -
to entice their significance as network productsl drelp increase their expansion by
enhancing registration, gaining access, and shasinghformation simple. In harmony,
Witnov (2011) agreed that some information on doaetworks is publicly available,
although most of it is restricted. The easiest raeah gaining entry to a one’s online
confidential data is tobefriend him/her on that social media platform, which tyaly

permits access to more restricted information.

According to Global Justice Initiative report (2Q18arious social network platforms are

progressively exploited to initiate or carry outawful acts and therefore law enforcement
agencies ought to comprehend the idea and purdodeese platforms. They also need to
understand the way social media forensic apparatagsresources can be used to thwart,

lessen, act in response to, and probe illegal mticAlthough the advent of social media has



created new investigatory opportunities for lawoeoément, it also presents ethical, legal,
and technical challenges. Depending on the countwhich the investigation takes place, it
may be illegal to gather information on social naedlia user’s profile is not public (Rice &

Parkin, 2016).

According to Everett and Borgatti (1999) onlineciab networks might be employed to
organize a unlawful-connected burst gang or arrangairglary, or radical groupings that
might utilize social media platforms to enrol fregftruits to ascribe heinous objectives.
Information stored on various social network platis could immensely help law
enforcement agencies in obtaining appropriate datzontinuance of barring criminal
activities, maintenance of civic order, and theestigation of illegal acts, as well as
suspicious terror movements. These rules are diraged partially to inculcate the
appropriate poise linking the undercover potentilsocial networks and confidentiality
requirements. This report concurred with CLEDS @01vhich indicated that information
from social network sites is largely used to coomaibe other intelligence where law

enforcement agencies undertake the active useci snedia for covert operations.

1.2.3 Social Network analysis in law enforcement

A study on social network analysis for anti-tersani Choudhary and Singh (2015),
established that Social Network Analysis has widsten applied by the investigators and
law enforcement agencies in quest of comprehenthiegsetup of terrorist networks and
coming up with well- schemed plans to interruptnthiy identifying influential leadership

and latent patterns in the illegal and terror neksoln a study conducted at North Eastern
University (Boston, USA), use of Social Network Aysas in latent pattern recognition and

employing appropriate data mining software, redeancfound it that it is likely to establish



an precise profile of a target being investigated using what that individual has shared
about his or herself on social media but by ingaging what his or her friends have posted
publicly (Russell, 2013). As stated by Johnson &wltzel (2011) Social Network Analysis

is a technique that can give investigators a spbuwferful visualizations and centrality metric

scores upon which they can swiftly unearth, exa&mrand depict crime deeds committed
online and ultimately help in coming with plansiatiercepting such vice€entrality metrics

of a network are complimented with network visuatii@ans which help in understanding the

patterns that may not be observed by just examithiegnetrics Everton, 2008).

In his quest to find out how law enforcers utilex@cial media platforms to covertly examine
unlawful movements, Wyllie (2015) established tHatv enforcement agencies are
employing the use of popular social media plat®rsuch as Facebook and Twitter in
various ways to assist in combating offences amne giervices to their societies. More
significantly is the fast growing application ofcsal media investigating means to uncover
evidence of criminal activity which the lawless imiduals on their own volition frequently

place to the online network habitually paving way $wift apprehension of themselves and
impending likely sentence. Detectives can use sawggia platforms as an investigative tool
by creating undercover pseudo accounts in ordas¢oto harvest intelligence on crimes and

suspects or get the identity and movements of stsselurphy & Fontecilla, 2013).

Piett (2012) reaffirmed that main civil securityitsrhave incorporated probe of social media
users into their ways of forensic analysis, sirglout conspirators who may exchange online
information with each other or even gathering cgpomdence online communication session
logs which evidently maps to an incident and inamimting the accomplices. Lawbreakers

have more often made work easier for law enford®rsboasting on the internet (also



occasionally sharing still and motion pictures) tbe offences they have committed.
Cockbainet al (2011) outlined that law enforcement agencies hawe® adopted Social
Network Analysis in thoroughly probing to unravieétmanner in which the accomplices are
connected. Notably, social network analysis is @&ciat means in aiding law enforcement
using various approaches. Initially, it can be ablaid probing schemes and give a hint on
suspects for interruption or arresting the culpyitNext, Social Network Analysis can give
an unbiased ways and counteract individual preggdior suppositions depending on past
knowledge of persons or of other related undergakirLast but not least, is that Social
Network Analysis is capable of finding areas ofndigance. The central scientific essence
and aim of Social Network Analysis is basically abpeople’s relations when defined as
who we are and how do things. Personalities oebfiit people, ethnicity, tribe or education
interact creating a particular pattern of relatldps. It this these patterns that Social Network
Analysis endeavours to study and answer numeroastigas about people’s sociality in a

social media network.

Fatih and Bekir (2015) succinctly puts it that sdenedia as a source of intelligence has the
capacity to provide police with access to significaolumes of material, posted by all
manner of people, and divulging astonishingly cdndformation to a public audience. This
information is often contemporaneous with eventsirgérest to police and can be
documented and traced. Such information can ptoee a source of valuable intelligence,
at times even capable of assisting in the pre-empif crime. Increasingly, social media is
used as a tool for gathering community intelligetiea could be used to inform operational
decision-making. Analysis of social media conteas lbeen used to assist with offender

apprehension and the location of missing persoh&5S, 2013).



Krebs (2002), studied and mapped the 9/11 Al-Qaextarist network by gathering publicly
available information on 19 hijackers of Al-Qaedadaapplying basic Social Network
Analysis centrality and community measures withlibg of Social Network Analysis tools
to identify the key players and leaders in the wwekwThis research gives some vision for
further work and research into the terrorist nekgoanalysis. Visualization methodologies

ease the understanding of a complex inter-connedfimodes in a network (Basu, 2005).

Elsewhere across the globe, Mateestiwal (2015) observed that the relationship between
security intelligence force and online communicatiechnologies has changed significantly
in the last ten years. More often than not, lawossgment officers are doing their work
manually, perusing public profiles, doing searcbasvarious sites, or creating profiles to
connect with targets of interest. But as Interratgtration, social media usage, and mobile
device usage have all increased, law enforcememtcags and technology vendors alike have
begun focusing on new forms of training and tecbggl including systems that would

automate social media surveillance activities.

In USA, law enforcement agencies employ Social MekwAnalysis tools to investigate users
on social media for a wide range of reasons; wimcfude strategies such as discovering
criminal activity and obtaining probable cause dosearch warrant, collecting evidence for
court hearings, pinpointing the location of crim@amanaging volatile situations, witness
identification, and broadcasting information orisiting tips from the public. Investigative
uses of social media are either targeted — focusmgndividuals and their networks — or
general concentrating on monitoring a delimited ggaphic area — either for identifying
specific incidents or producing predictions of dnal risk (Rodriguez & Rodriguez, 2005).

Social Network Analysis can be used to investiggdecific targeted nodes or networks or
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concentrate the monitoring to a given geograplacaa whenever an incident is identified or
predicted Mateescet al (2015). Sources of intelligence can include puplaccessible posts
shared by users who have not limited their privaeytings, information obtained by
accessing a user’s social network (e.g. addingnaircal suspect as a “Friend” on Facebook
to view private posts), or the use of a search awarrto obtain a user's private

communications from social media platforms themsslv

Similarly, Keenan, Diedrich and Martin (2013) reated that law enforcement agencies need
to be able to respond to criminals who are usimfprielogy for their criminal enterprises.
Today, law enforcement agencies have numerous mdugh-technology tools including
license plate readers, digital voice recorders, ilmoldata terminals, electronic control
weapons with high-quality digital cameras, and dajientification devices. While some
agencies have successfully used these tools, mare/ lteen caught off guard by criminals’

growing use of online social network platforms.

1.2.4 Social Media and Law Enforcement in East Afda

According to CIPESA (2015) internet access rep#&rnya’s is far ahead with 69%
penetration rate representing 29.6 million of ipplace whereas Rwanda came second at a
distance of 31%, Tanzania (22%) and Uganda athHquusition with penetration of internet
access at 20%. With regards with to mobile accatesythe same pattern was depicted with
Kenya maintaining the lead at 84%, Rwanda (74%ihz&aia (71%) and last but not least
was Burundi at 31%. Thus as the number internetimogs to grow exponentially, the
content created also grows tremendously. Howevesst riast African governments have
enacted laws that imperil the right to freedom mpression which consequently abuses
internet freedom including surveillance and intpta® of communicating devices. For

instance, towards the end of 2014, Ugandan governereacted a bill that tampered with
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privacy rights of her citizens. Almost at the satmee, Tanzanian government passed a

cybercrime act that left loop holes for violatimgarnet users’ rights of citizenry.

A comparative analysis reported by CIPESA (2015)thmn perception of whether the East
African nations are monitoring and carrying outv&iltance on its populace, an overall 61%
of respondents believed that law enforcement @genwere monitoring their online
communications, Kenya was the highest at 91% falbwianzania at 80%. At least 75% of
respondents in Rwanda believed that their goverhndeh not intercept or monitor its

citizen’s communications.

1.2.5 Social Media and Law Enforcement in Kenya

Social media web pages can be a rich repositocyunial data for investigating workforce as
they accomplish their civil security enhancing gseients. Waters (2012) advises that law
implementing officers can utilize social media twronunicate with the civil society, crime
investigators can have their ways into variousrenkocial networks to aid in recognizing
and arresting of suspects, forensic crime inveirgacan use online networks tools piecing
together digital evidence pertaining crimes comeditand big data analysts can also make
use of social media platforms to help in designamgl creation of diagnostic appraisals.
Social media evidence includes, among other thipstographs, status updates, a person’s
location at a certain time, and direct communicwti®o or from a litigant’s social media

account (Murphy & Fontecilla, 2013).

According to the report released by the Kenya Camuoations Authority (2016), there were
an approximately 30 million online users in Kenyarbid year of 2015, with an estimate of

70% of the Kenya’s populace having access to tteynat connectivity. Social media is
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widely used in Kenya. As cited by KCA, Bloggers Asition of Kenya (BAKE) in their
June 2015 report indicated that popular social agtvplatforms are becoming a valuable
resource in which Kenyans can express any subfaaterest to them and also performing
their freedom of speech. The report further ingidahat the most preferred platforms such
as Twitter and Facebook were 10% of its populatiomth almost one
million established periodical loyal users on Teitin which the mainstream part of it are

daily Twitter members.

In Kenya, access of online data by law enforcensestill unclear because there is no proper
law that supports it. According to a report by Kergommunications Authority (2016), the
state has not so far enacted a law relating péatiguvith cyber crime. For instance, section
thirty one (31) of the Kenya Information and Comnaation Act, stipulates that licensed
telecommunication practioners are lawfully forbiddeom carrying out any technological
requests necessary to permit legal interceptionusdrs data on transit or in storage.
Furthermore, section 15(1) of the same Act butlasisliary of Consumer Protection under
regulations of 2010, loosely translates that “aiwgrise holder should not be obliged to
scrutinize, reveal or permit any individual to peobr divulge the subject matter of any
information of any service consumer communicatetbubh the licensed systems by
eavesdropping, storage, or other type of tappingneestigation of communications and
related information.” However, the recently adopiehya Information and Communications
(Registration of Subscribers of Telecommunicati@rviges) Regulations 201427 allows
access to personal or classified information oant§ without a court order. The report gives
the current state of affairs by Security and laiomrement agencies. It gives an account of

two intelligence agencies in Kenya that deals withercrime.
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Currently, the key intelligence body in Kenya isS\NWwhich was instituted by the 2012 NIS
Act. It is both the internal and external intefiice body of Kenya which as has an extensive
authorization. Its core task is to collect, assemnbkamine and convey or disseminate with
the applicable state bodies, security intelligeaoel counter intelligence with an aim of
discovering and recognizing threats or possibleats to the state security. The Kenya police
also has a unit vested with powers to carry ouvesliance. The unit was setup in the
National Police Service Act 201127 and the Natidhalice Service Commission Act of
2011. According to Apantech (2017) however, NISed#tes employ various techniques to
retrieve both call logs and call data records aweneintercepting mobile calls. In fact,
Privacy International reported that they (NIS) alegally and covertly stationed at

telecommunication operators’ precincts.

Jambo news spot (2015) recounted of how the Easgtaif Data Handlers (a city data
company) conducted an independent forensic inwestig and revealed the social media user
who leaked the photos of the school girl arrestét hang hidden in her underwear. The
investigation was independently carried out with llope that it will aid the law enforcement
officers to be able to track the original sourcésh@ indecent photos and that to inform
Kenyans that all their actions online can be trdclkend they should use technology
responsibly. Regardless of above aforementionedtitotional and legal developments on
privacy protections, Kenya's most telecommunicatiperators often gives out their clients
data both law enforcement agencies and detecthMeanfech, 2017). According to Mutung'u
(2012), over 17 million Kenyans are internet useeating voluminous content across the
various social media platforms. However, it is cleeny countries notably the developing
countries like Kenya still use conventional reallddaws and adhoc policies to deal with

social media criminality concerns.
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However, it is important to take cognizance thdteo social media platforms are more
willing to surveillance than others. Features sastilefault privacy settings play a role in the
revelation of the individual posted or shared amlicontent to law enforcement bodies.
Moreover, social media platforms such as Facebaakensocial networks discernible beyond
their contiguous cohorts. These attributes posshfrgueries about how social media
monitoring and law enforcement investigative praged on the basis intersect and shape
each other. Towards the end of 2016, the commuait#uthority of Kenya contracted an
Israeli firm to be carrying out real time surveili@ on social media users and map ties
between them Apantech (2017). The tactics and tqohs used by Kenya’s law enforcement
agencies to monitor and carry out surveillance @npopulace included but not limited to use
of FinFisher (surveillance software), cracking aspwords, use of Geographic Position
Systems technology to monitor and track the locati@and movements notably using
Subscriber Identity Module (SIM) cards, scrutingzicommunications by use of Internet

Protocols and call logs among others (CIPESA, 2015)

It is against this backdrop that there was needtudy and bring to light the tools and
techniques for investigating and gathering intelige from social media platforms to aid

Kenya's law enforcement community.

1.3 Statement of the Problem

This study sought to present the application ofi@oNetwork Analysis techniques in
investigating and retrieving meaningful informatiwom Facebook and Twitter social media
platforms from the selected individuals in orderaimalyse mined data and present digital

forensic evidence and intelligence that can aiduwnenforcement agencies in Kenya.

15



The research revolved around an ego. The egocamalysis entails the examination of a
single node within a given social network platfamoluding all the actors the node is linked
to. Social theorist postulates that influence betwsocial network friends goes up to three
degrees or three intermediary levels (Campbell,liD&gNVeinstein, 2013). In criminology
and law enforcement, Social network analysis has Ipgoved to be a powerful tool to learn
the structure of a criminal network notably in sdenedia platforms. It allows researchers to
understand the structural relevance of single antdrhis/her connections amongst members
of a given social network by defining the key camteeto characterize network structure and

roles Ferrarat al (2014).

Social media has become an indispensable tool miramication in contemporary society.
Rather than meeting and communicating in persomyersations are increasingly occurring
on social networking sites like Facebook, TwittélySpace and YouTube. Individuals are
spending more and more of their time online, and¥ishing their public and private
identities through cyberspace mediums. The rewahaty increase of Kenya’s populace in
embracing and using online social media platforongiteract and communicate has posed a
serious challenge to law enforcers in obtaining diggtal forensic evidence of the cyber

criminals.

In essence, the evident increase in the sophisticatf cyber criminals has a significant
impact that can threaten the national securityt fjdes unabated. Presently, use of social
media in mining crucial digital or forensic evidenisy law enforcement bodies in Kenya is a

novel idea that needs to be explored and implerdente

16



1.4 Purpose of the Study

To perform experiments on real life social netwoakailable in commonly used types of
popular social services such as Facebook and Twittguest to demonstrate how Social
Network Analysis as an invaluable tool can be ermygibto extract latent knowledge or

information from networks encountered in natur@eeglly networks formed by people.

1.5 Specific Objectives of the Study

The objective of the study was to demonstrate hmw¥estigate social media in quest of
acquiring forensic evidence to aid law enforcenag@ncies in Kenya.
The Specific objectives of the study were:

i) To visualize social networks and clusters to uncowe patterns of the social
relationships of people in investigating crimes autted over selected popular social
media platforms in Kenya.

i) To demonstrate the use of social network anatgsils over selected popular social
media platforms in analysing and identifying thestnionportant actors in a network
using known metrics derived from the user’s netwaaika in Kenya.

iii) To determine how demographic and other relatednmétion of social media users

can aid in tracking the online offenders in Kenya.

1.6 Research Questions

The questions for the study were stated as follows:
i) How can social network analysis aid in depicting &isualizing patterns and
connections of people in investigating intelligescenes committed over selected

popular social media platforms in Kenya?
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i) How can social network analysis tools help law estément agencies in analysing
and identifying the most important actors in a retwsing known metrics derived
from the users’ network data in Kenya?

i) What can demographic and other related informgtimsted by social media users’

aid in tracking the online offenders in Kenya?

1.7 Significance of the Study

There is significant increase in the number of cgpace profiles, making social media
platforms important research repository for stugyatbout almost everybody’s deeds, likes,

and way of thinking.

Therefore, this study is hoped to benefit the Kenlgav enforcement agencies in adopting or
intending to embrace social network analysis tbglproviding them with a new perspective
of looking for network forensic evidence in theieais social media platforms. This way, the
law enforcement agencies will be able to make saleuwision based on the findings of this
research alongside the existing investigating tegles. This is because the findings
obtained from this study is expected to provide dtakeholders in the field of social media
and other related technologies a concrete undelisgof how intrinsically mine and
analyse data from the various social media platsoamd use it as court evidence against the

subject or target under investigation.

Thus the justification of the study lies in the tfélcat there is a paradigm shift of Kenya’'s
populace of all ages embracing the use of varioasakmedia platforms. When appropriate
tools are employed in social network analysis, il empower the demanding needs of

intelligence analysts, law enforcement, investiggtoesearchers, and information workers
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because it provides insights into patterns aadds hidden in the social media data. For
instance, NodeXL data visualization platform praddand depicted quick to see multi-level
links among entities and model different relatiapstypes. Furthermore, Social Network
Analysis metrics revealed the most interesting peass” in complex webs in the context of

this study.

Since Social Network Analysis methodologies are eginto determine the pattern of
relationships between online network social mediers, they are well endowed to be used
by law enforcement agencies in detecting clustergarthing their patterns of relations,

isolating important and central individuals in #mire network structure.

This study is therefore significant in that it hiighted the pertinent underlying issues that
could immensely help in mitigating crime rates aethted vices that are committed over
online social media platforms. Based on the findid this study, recommendations was
made which is hoped to help the Kenya’s law erorent agencies adopt social network

analysis in investigating and even interceptingpstious online characters.

1.8 Scope of the Study

This study only focused on popular selected sooi@dia platforms in Kenya using
egocentric network of selected respondents frora Bwiversities in Migori, Uasin Gishu
and Kakamega counties. Consequently, analysingge lsocio-centric network of users of

social media platforms in Kenya was beyond the sadjhis study.
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1.9 Limitations of the Study

More specifically, the challenge for social netwarnkalysis Social Network Analysis is that
personal Twitter networks can only be mined tormaitéd extent. Currently, the Twitter
application programming interface (API) imposeseseMimits on this activity. Let's say, for
instance, that you are interested in who is foltayva particular account rather than in what is
being tweeted. Twitter imposes strict limits on homany links you may download in a 15-
minute time span. In practice, that would mean th@vnloading a meaningful Twitter
account network would take days—and often the Allout off your access in the middle.
Efforts to streamline the Twitter API are underwblpwever, at this time, the limits are still
in place (Kwak, Park & Moon, 2010).

Other limitations of this research are core legalies that emerges while mining data from
social media platforms . These include a persagist to privacy and the investigator

violating a site's terms of service (TOS). Funthere, the TOS of a website provide a set of
rules that users agree to follow when they usetea 8i site might also use them to offer

disclaimers or deny legal responsibility for sonsamns. Each social media site has its own
TOS, and so, there is no single rule an investrgeda follow in order to ensure he or she is
within the bounds of allowable activity on everyest-except that it is important to read the

terms for each site.

This study created pseudo-accounts online accdonisvestigative research purposes only.
However, the main issue that arises with resped@a8 is that of creating profiles with fake
identities. If you are investigating someone, itolsvious that you would not want to use
details from your personal account. You may nottwarpersonally add someone as a friend
or otherwise reveal your true identity as someohe & looking at what the target posted.
Thus, creating a fake or anonymous account can sewion (Narayanan & Shmatikov,

2009).
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Facebook registration and security of account eipliexclude fake accounts. Aside from
the explicit requirements, the requirements of kagpontact information upto-date, not
sharing passwords, and not transferring accoungs przhibit many activities investigators
may take with fake accounts. However, Twitter hasrules about using a true identity.
Google, and its social media services including Mdae and Google+ used to have a real
name policy, but they eliminated that policy in 20Moreover, Social network analysis as a
methodology essentially deals with mined data kizet already been exchanged online - not

real time data mining and analysis (Kirchner & Ga@811).
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CHAPTER TWO
LITERATURE REVIEW

2.1 Introduction

Since social media has now been integrated in dagrjife to a myriad number of online
users across the globe, the internet of today ifabwg different place from the online world
of yesteryears. In particular, social networkirgs Hremendously turned out be a trendy
means of communication on various social medidqgitas. Gone are the days of invariable
information on a social media site that was modifigadually. Nowadays, social media has
transformed the cyberspace into a thriving, ‘always environment of continuous acts,
almost at the same time interactive communicataon myriad of motion pictures uploads

to popular platforms every minute (Gudaitis, 2015).

Wasserman and Faust (1994) define ‘social media’ @snstruct from two areas of research,
namely communication science and sociology. A madim the context of communication,
is simply a means for storing or delivering infotioa or data. In the realm of sociology, and
in particular social network theory, Social Netwdkkalysis and social networks are social
setup that constitute of an array of social actmch as individuals, groups or organizations
with a complex set of dyadic ties among them. G&uf2013) highlighted that by employing
network analysis, one is able discover crucial nmi@ion pertaining the network
communities because it revolves around the relgkips between nodes or subgroups of a

network.

In recent years, social media sites have emergeduseful tool for friends, coworkers, and

families to keep in touch and interact with onetheo Persons and groups can share still and
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motion pictures, organize meetings or arrangemfamtshe particular days of the week or

provision of information on newsworthy events teitiriends, family, or customer base.

2.1.1 Social Media

Gupta and Brooks (2013) defined social media thatviolves the creation and sharing of
information. Information on social media is meambe promiscuous—it can be and often is
created by numerous people at different times,cangumed by numerous people at different
times. Specifically, Williamson and Ruming (201%searted that regardless of whether
sharing is broadened or focused, every social meedianology allows for the spontaneous
creation and sharing of information. This abilitgshled to the creation and sharing of
petabytes of data—more digital information is nawated in a day than existed in the entire
written works of mankind from the beginning of reded history. Figure 2.1 below depicts

the definition of social media.

n-way _Creatior_l of
interaction information
Social Media
Computer Sharing of
devices information

Figure 2.1: Definition of Social Media

Source Gupta and Brooks (2013)

Given this colossal amount of data on social meBiamberg (2012) advises that law

enforcement agencies can capitalize on some optbeedures, tools and methods already
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employed by business firms to investigate whatvildials are saying about criminal activity
and local services. With the right technology, films lawbreakers exploit to disseminate
their information can also be investigated to avleeir next offence. With proliferation of
smartphones, easy access and quick internet cavitygatirtually any information is within
reach or fingertips of every possible criminal-neddndividual. Law enforcement wants to
know how suspects are talking to each other, bey tieed an enabling technology so that
they don’t have to sift through individual sociakdia sites and pages. The fact is, social
media can be a great repository of information aredlium of communication, but can also
contain crucial evidentiary information for computdigital forensics, social network
interactions, and cybercrime issues. Social melditigpms forms an online social network
that enables individuals to interact and exchangeties as well as facilitating the users to

search for one another then establish a link aa®fiiends.

2.1.2 Social Network Structure

The Internet has become a central point for infaimnasharing in today’s world. A strong
part of the so-called Web 2.0 is represented byabaetworks. A social network is an
interconnected network of individual entities whadtare a mutual interest and gain a method
of interaction or information sharing through therdce. Social networks come in many
different facets. Some are strong in a particukoggaphic location like Orkut in Brazil,
VKontakte in Russia, or Mixi in Japan. Others amdlwnown globally, like Facebook and

Twitter (Wuest, 2010).

Kirchner and Gade (2011) gave a synoptic basic sanyof a social network that it consists
of nodes (vertices) that are connected to othexteelnodes by links (relationships). The

connection between two nodes is called an edgall the nodes in a social network are
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connected to each other, it is called a fully-carte@ network. A path refers to a collection of
nodes that are connected by a link. De Nebwl (2005) defines social network as a finite
set or sets of actors that share ties with onehanotvhile social network analysis involves
the detection and interpretation of the patternsasfial ties among actors. Some actors are
generally embedded relatively deeply within a sobgr while others sit more on the
periphery, serving as bridges between subgroupsr{@&v, 2008).Network scholars have
studied a wide array of categories of ties. Thestude communication ties (such as who
talks to whom, or who gives information or adviee whom), formal ties (such as who
reports to whom), affective ties (such as who likdeom, or who trusts whom), material or
work flow ties (such as who gives money or othepugces to whom), proximity ties (who is
spatially or electronically close to whom), and wibige ties (such as who knows who knows

whom).Figure 2.2 depicts a theoretical social network.

Figure 2.2: Sample Social Network
Source Author

Gupta and Brooks (2013) noted that social netwgrkilatforms emphasize and enable users

to create relationships and foster their persondia business networks—to meet and get to
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know others. They put the social in social mediae Tost popular social media platforms
employ some sort of social networking functionalitgcause humans crave the ability to
network with others. This craving and tendency tintain relationships seduces users and
keeps them coming back regularly over a long pewbddime. Social media evidence
includes, among other things, photographs, stapastes, a person’s location at a certain
time, and direct communications to or from a deéatis$ social media account (Murphy &

Fontecilla, 2013).

With reference to social media usage, Murphy andtéailla (2013) described that there
were hundreds of social networking websites witbhegatering to a different demographic
and providing a different type of content. Moreqvéreir users are constantly creating
massive amounts of data. Twitter users send otierbiweets every two and a half days,
Instagram users upload forty million images eveay,dl0 Facebook users share 684,478
pieces of content every minute and YouTube uselsadpforty-eight hours of new video
every minute. Social media users create more tngtrphotos, videos, and tweets. They share
other information, such as their location as w&ls of 2012, seventeen billion location-
tagged posts and check-ins were logged.” The mymticontinually changing ways to share
information via social media has resulted in atdiggoldmine of potential evidence, such as
profiles, lists of friends, group memberships, rages, chat logs, tweets, photos, videos,

tags, GPS locations, likes, check-ins, and logiretables.

According to Jamali and Abolhassani (2006) a saoglvork is a social structure between
actors, mostly individuals or organizations. Iticates the ways in which they are connected
through various social familiarities ranging fromsaal acquaintance to close familiar bonds.

Social network analysis is the mapping and meaguinrelationships and flows between
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people, groups, organizations, animals, computeosher information/knowledge processing
entities. The nodes in the network are the peoplé groups, while the links show
relationships or flows between the nodes. Map@nd examining social networks can
unravel the identity of the significant nodes aelhtions as well as monitor the propagation
of ideas (Gupta & Brooks, 2015). Whenever behagair observed nodes are analysed on
social media, detectives can classify these bebevi@as either group or node-level
behaviour. The Node level behaviour belongs to diquéar actor whereas group level

behaviour is exhibited by a network sub group ast@r (Zafarani & Liu, 2014).

Actors in a network can possibly become onlinenfilie if they happen to be close
geographically (Kadushin, 2004). Social network lgsia provides both a visual and a
mathematical analysis of human relationships. $ddswork Analysis either requires data
on the ‘whole network’, in which case boundariestlod population of interest must be
drawn, or upon ‘personal networks’, where all thes tof an individual ‘ego’ are recorded

along with the ties between their ‘alters’ whicle aalled ‘egonetworks’.

Since a social network consists of actors and pimatations between them, it may be
modelled as a complex network, or graph, in whiclos of the social network would
correspond to nodes in the graph and relationsdvoardrespond to the edges. Then, applying
the methods from graph theory would become possibleocial network data (Semenov,
2013). Whenever all the individuals and relations astablished, the numerous statistics

generated gives crucial information about thevoek (Golbeck, 2013).

The proliferation of social media is an indisputakdct. Never before has so much sharing

occurred between people of every walk of life, &kilitated through this modern
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communication medium. Over the past few years asocedia has become an integral part of
the social, cultural, business and political preaasmost parts of the world, affecting almost

every facet of life — including criminality (Blombgg 2012).

2.1.3 Social Networks: Privacy Analysis

In analysing revelation of information on socialtwmerks, Gross and Acquisti (2005),
concluded that fears on confidentiality on variamine social media sites have been an
issue to worry about because the development gamding reputation of various social
media platforms. Issues relating to trailing, stepaland using one’s information, sexual
offenders and employment constantly give on indénggsas well as the moral values
pertaining storage of information and the handiamgl dissemination of the aforesaid data
than an individual who only utilizes the web pagsaurces. The findings supported theory of
privacy by Moor (1997) which highlighted that proyaconcerns doesn’t actually have to
entail security violations. The probable damagea ®ngle online user actually zeroes down
to the extent in which that user connects and acteon social network and also the extent

and measure of the information that they are valuigtwilling to expose or publicize.

Drawing from Witnov (2011) social network sitesdilfacebook or Twitter are becoming a
large databases of self-reported information hawiagous kinds of information including

from images of themselves to evidence of frauthé details of criminal conspiracies. An
individual having numerous followers or friends articipating on various clusters has a
high likelihood of being hurt by a contraventiorathan individual who only utilizes that

social network platform. Users share private cantemich as personal information or
photographs, using online social networks appliceti Online social network clientele ought

to have faith on the platforms they are using geimg the protecting of their private
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information although such online networks offdsenefits from examining and sharing that

information.

In essence, regarding data of interest, the gragith dan reveal friendship connections,
communication patterns and common group membershiphermore, activity data can
inform the investigators of time, frequency of limgin a particular and typical behaviour on

social media user.

2.1.4 Social Network Analysis (SNA)

Johnsoret al (2013), pin pointed that Social Network Analysisan assessment and evidence
provision tool that can be employed to depict, drand determine social associations.
Through quantifiable measures and powerful andrinédive visualizations, law enforcers
can employ Social Network Analysis to uncover, fimdden patterns and depict the social
networks of crime offenders. This way, Social NatwAnalysis acts as crucial tool for law
enforcement agencies in apprehending the lawbreakdthough Social Network Analysis
seems to be complex when integrated with technoldgyas shown to be simple to use.
Thus, utilizing the accessible data, law enforcamieodies can gather and analyse a
lawbreaker’'s social network using different meagshhiques that hitherto not employed.
Johnson and Reitzel (2011) posit that Social Nekwmalysis is a social science technique
that can provide investigators with a series oitredity metrics and powerful visualisations
on which they can swiftly discern, analyse andtpagr crimes committed by network

members with the aim of coming up with meticigobiarring schemes.

Rahim, Amalina and Sulaiman (2015) while studyimdjtizal bloggers, acknowledged that

Social Network Analysis offers both visual and nesttatical techniques of analysing online
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users relations. Social Network Analysis methodgehbeen successfully employed to a
range of problems to unearth relations that cowd mave been understood using other
conventional techniques. Kriegler (2014) concuttet indeed Social Network Analysis can
be used to gather profound information pertainimg structural network formations being
mapped. This way, latent patterns in data can beated to enable and facilitate law
enforcement agencies use the findings to take & oourse of action. Thus the main
purpose of employing Social Network Analysis tecugs is to comprehend network
communities by mapping the relations that link th@sna network and thereafter determine

key players or groups and ties between the nodass{R Fitzhugh, 2012)

Drawing from Ravindran and Garg (201&ta mining volume, Social Network Analysis
techniques are derived from sociological and squsgtchological theories and take into
account the whole network (or, in case of very damgtworks such as Twitter -- a large
segment of the network). As stated by Gupta & Bso@015), since social media entails the
creation and sustainability of social networks aeldtions between nodes, comprehending
Social network analysis is as good as discernirgabonedia. Use of online social media
platforms is swiftly taking a centre stage globaMining, analysing and disseminating the
findings is becoming complex because it transceysigyraphical boundaries. Conventional
modes of investigations are no longer the effedtiveapturing the nuances of criminalities
committed especially by online users. Social nekwanralysis methodology is a prospective
technique to address this gap. Therefore, socialark analysis proves to be a prospective
diagnostic tool for mining and analysing relevaatadwith respect to patterns of relationships

among actors under investigation in a given network
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With a significant growth in the number of onlinseus, the data created has expanded
considerably, prompting the necessity of discerrtnm@n the unexploited rich source that is
social media repository. Social Network Analysisaispowerful methodology when the
appropriate tool is applied in research. It helpddp the tremendous amount of valuable
social data in Facebook, Twitter, LinkedIn, and @lee. This agrees with Mincer and
Niewiadomska-Szynkiewicz (2012) that Social Netwohkkalysis is a significant and
effective tool for extracting knowledge from amoopis big data. It aids one to discover
who’s making connections with social media, whatytre talking about, and where they're
located. Furthermore, it enables one to learn howdmbine social web data, analysis
techniques, and visualization to find what youe=b looking for in the social haystack—as

well as useful information you didn’t know existed.

Choudhary and Singh (2015) portrayed Social Ngtwbnalysis as an application of
network theory to analyse social networks in tewhsocial relationships. It comprises of
nodes (actors, persons, organizations etc.) witti@ network and ties representing
relationships (friendship, kinship, conversatianahcial transaction etc.) among the nodes.
Social relationships may be in the form of real affline social networks (like friendship,
kinship, communication, transaction etc.) or it n@yonline social networks (like Facebook,
Twitter etc.). Various Social Network Analysis meees has been used for representing
interaction among actors, examining strong or wieask identifying key/central players and
subgroups in network, finding topology and strengftimetwork (Karthika & Bose, 2011). In
his study entitled The Strength of Weak Tie&ranovetter (1973) underscored that important
channels of communication to be closely monitonedithe ones that are rarely utilized and

usually located at the network’s periphery and atsmprise of quite dense cliques.
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A similar illumination was resounded by Mincestal (2012) that social network analysis is
a group of graph theory based techniques that earséd to retrieve meaningful knowledge
from networks formed by various actors. They arginred data about relationships of people
are commonly available like never before, and applanalytical methods to them became a
source of unique and valuable Knowledde a nutshell, needless to say that a common tool
for the criminal investigator is social network bs#s. It graphically depicts the suspects and
their connections to other people or artefacts alavs the computation of certain metrics.

Not all the facts composing the entire picture chae may be known to one investigator.

2.2 Relating SNA and Social Network in Law Enforcerant

The rapid growth and availability of technology @dated with social relationships in the
cyber world is changing the traditional contextcoimpeting oppositional interest between
law enforcement and criminality. Johnsehal (2013) advises that physical inspection of
social networks is likely to be challenging, wagttime and discretionary rendering it highly
error-prone. Instead, SNA offers a methodical metfar probing voluminous quantity of

data on individuals and their relations. It enhandaw enforcement usefulness and
competence by employing intricate information caong®ey persons socially associated to
suspected criminals. This generally paves way tbaeced quick way of terminating

numerous offences and advancement of improved atetexrence schemes.

The numerous social media platforms have turn @bieta tool that offenders are employing
for wicked and unlawful reasons. Such-like crimiaativities on social media comprise of
persons organizing a criminal-linked random crintsngroups or using a social media
platform to plot a burglary, online users who exggl®mthers getting connected to a social

media website to recognize and communicate witlsiptes sufferers, and terror clusters by
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means of social media to sign up fresh memberstakel up criminal acts. Social media
might be a crucial probing tool to discover andravmlawful acts. Social media has been
used for society outreach proceedings which compaigailing crime aversion inklings,

offering offenders maps, and beseeching clues apamtling offences. The enormous
expansion in the use of social media is echoedhénamount of attention worldwide now

being given to its role in law enforcement (Pi2@12).

Law enforcement has begun to recognize how hetpege websites can be as a source of
valuable insight, particularly into public sentimeitn many cases, law enforcement can
capitalize on some of the processes, tools andnigabs already used by commercial
organizations to find out what people are sayingualzriminal activity and local services
(CLEDS, 2013). However, Fatih and Bekir (2015) gaveaveat that the high visibility of
young people and their activities on social mediso acomplicates surveillance and

interpretation of online speech.

According to a 2015 Pew Research Survey, 90% ohg@dults (ages 18 to 29) are active on
social media, and another Pew study found teenss(&8 to 17) are active across a wide
variety of social media platforms. As a result,eononcern is the potential over-
criminalization of youth, particularly minority ytlu On the one hand, monitoring youth on
social media can provide opportunity for interventiMateesctet al, 2015). Ego-centred
network analysis focuses upon an individual agedtlas/her relationships with others. This
approach allows the researcher to depict the nadtaisain of power. It establishes node’s
connections and unearths the nature of those sntrinelations. This approach, concentrating
on the specific actor, is worthwhile when frontiease difficult to delineate in a large

network.
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Johnson, Reitzel, Norwood, McCoy, Cumming andeT2013) summarily underscored that
Social Network Analysis has not only been demotedrdpe an effective investigative tool
for law enforcement community, but also helps ¢eithe gap between detectives and other
organs such as legal fraternity. In Kenya, a caulihg on 8" February, 2017 declared that
there will be no charges for online posted offeasimessages as the judge termed it
unconstitutional the section of the penal code thaated criminal defamation (KTN Prime

News, 2017).

CLEDS (2013) report indicated that the use of daukedia for law enforcement purposes is
growing worldwide and it is apparent that sociabmenas the capacity to be a wide-reaching
and engaging law enforcement tool. Law enforcenag@ncies recognise that in order to
obtain the benefits of social media outcomes, thegd to participate in social media and
social networking platforms, most of which are decdily more open and dynamic than they
are accustomed to. Thus Social media sites andnmass should be viewed as another tool in

the law enforcement investigative.

2.2.1 Successful Application of Centrality Measurem Forensic Law Enforcement

In the context of social network, power is measurgdneans of centrality metrics obtained
by use of mathematical relations which computesgatfor every node on the basis of the
node’s rank in the social network. When appliec@tffely, Social Network Analysis can
reveal the relative importance of each entity bglgsing power as conferred by links to
other network members, rather than individual peasity traits (Hanneman & Riddle, 2005).
This can identify important associations contaimeside the criminal setup as main aim of

interruptions. In United Kingdom for example, lawforcement officers have benefited from

34



the chronicles of mapping ties between nodes andchraedise implicated in crime
specifically planned crime, in conformity with sgsts such as Organized Crime Group

(OCG) mapping (Borgatst al.,2009).

According to Johnsort al (2013), the centrality of actors compromising #ospresenting
law-breakers, distinguishes the reputation of imhligls to the general working of the
network system. It implies their significance tce thriminal network, position, degree of
activity, be in charge of the flow of informatiorgnd associations between nodes.
Fundamental centrality metrics gives additionatdabegreemeasures the number of ties a
specific user have, wheredmtweennessneasures how essential it is to the flow and
closenessignifies how fast the actor accesses data framdbcial network setup. Actors are
sorted and given position according to their cdityrawith topmost playing the most
important responsibility. These measures do natrinfan investigator what the criminal
makeup ought to be but nevertheless, they givalgleta the real composition of the social
network. The worth and litigable intelligence ofckaof these metrics is influenced by the

information the investigators needs.

Choudhary and Singh (2015) demonstrated the usso@#l network analysis and media
based evidences in quest of finding the possiladdeafter Bin Laden by examining the Al-
Queda terrorist network. By applying various sba@twork analysis measures they
recognized profiles of high rank criminals, variazrgminal communities and public groups
on Facebook. Knowing the persons one associatiés oan easily help the detectives to
know the ambitions the node has (Semitsu, 2011msléhat detectives can slight efforts to
gather crucial and non-crucial information that lisked to the individuals under

investigation.
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Social Network Analysis and centrality measuresliappimmensely in investigation of
various dubious groups in revealing crucial leddg tan ultimately aid the law enforcement
agencies. As stated by Koschade (2006), the nattietlve highest level of betweenness will
almost certainly be the critical node within thewark. For instance, in Krebs’s (2002)
calculation of members involved in the 9/11 tesbmttacks, Mohammed Atta scored the
highest on degree and closeness centrality, bub&twteenness centrality, where he scored
the second highest, and in Burgert and Senekal4)2MWoordin scored highest on all three
measures of centrality. While these three cemyrafieasures provide different perspectives
on the roles played by entities, when taken togetreentity that consistently scores high on

all three can be considered a key figure in anrorgdion.

Although peripheral entities are not very activeéha network under consideration,

they are often part of other networks that arecootently considered, and because

they provide ties with other networks. Naglal (2008) reasoned that nodes on the periphery
receive very low centrality scores. However, pegih nodes are often connected to

networks that are not currently mapped. The outmtes may be resource gatherers or
individuals with their own network outside theisurgent group. These characteristics make

them very important resources for fresh informatimot available inside their insurgent

group.

2.2.2 Analysis: Metrics and Visualization

Social network metrics play an important role iralgsing a social network’s dynamics.
Density and other related measures can help rdszargain an overall understanding the

overall “shape” of the network (i.e., its topogrgjlcentrality measures can help identify key
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and peripheral actors within a network; clusterialgorithms can help locate various
subgroups within the larger network (and also mevadditional information on the network
as a whole); and brokerage measures can help fidewtiors and ties between actors that
serve as channels for the exchange and flow ofrnmdtion and other resources (e.qg.,
financial, affection). Social network analysts gatly use a variety of metrics (rather than

just one or two) in their attempts to gain an ollenaderstanding of a network.

In a typical network and information flow, the immeost circle nodes signifies a more
stronger social relations of the ego while the outest circle are typified by fluctuating level
of friendliness - also called sympathy or activénwek groups Arnaboldi, Conti, Passarella
& Pezzoni, 2013). By studying how information flewn a network, one is able to detect
nodes that serve a pivotal role in a criminal neknar having links to different subgroups
(Ferrara, De Meo, Catanese, & Fiumara, 2014). Shaamd Strategy (2008) notes that
although nodes at the periphery have less interactith the entire network, they may be
having links beyond the network and as resuly tem be a reservoir of new information.
By studying how information flows in a network, oreeable to detect nodes that serve a
pivotal role in a criminal network or having links different subgroups (Ferrara, De Meo,

Catanese, & Fiumara, 2014).

2.3 Visualization as Forensic Evidence

According to Mulazzani, Huber and Weippl (2012)uakzations can be a very effective tool
in forensic investigations of social networks. Hemnisualizations is a crucial tool in Social
Network Analysis because it enables the law enfoerg agencies understand the behaviour
of social media users from analysing and visualzgocial networks. Law enforcement

agencies can benefit a lot from visualization bseathey can predict criminal activity by
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monitoring connections between suspects, undergtandynamics such as discovering the

leaders, followers and new individuals being in&gd into a group.

The network visualizations are created by analysiaigset containing actors (suspects) and
ties (relations) between them. Investigators caea 8scial network analysis metrics to
examine these links to infer and derive cruciabinfation about the nodes and subgroups of
a given network. They can also find leads to engoyr mapping known connections between
crimes. This concept was corroborated by Mena3p@tat a social network can be easily
understood and explored in a graph format, usimopleeas nodes, relationships as edges and
additional information (characteristics, preferenoe affiliations ) as properties. With Social
Network Analysis visualization techniques, theraipossibility to detect clusters, identify

the most important actors and their roles and uinvgiractions between nodes.

Moreover, Denny (2014) pointed out that while sboitwork theory can be readily applied
in theoretical research, there is a general emphasithe use of software to analyze and
visualize network data once they have been colledthis way, visualizing social networks
will provide a clear overview of a complex netwaka glance and furthermore, furnish law
enforcement agencies with an insight into patteamsl trends hidden in the data.
Visualizations empower Social Network Analysis saksts to discern unseen social network
structures and patterns the nodes (Tayebi & GIa26&6). Centrality measures of a network
that have a small number of hubs with many tiesiaiepa network free of scales and
therefore has the power law of degree distribu¢en der Hulst, 2009). Visualization using
social network analysis has proved to be a valualdgethat allows investigators comprehend
the structural importance of single nodes and k& amongst members, when viewed as

individuals or actors of one or more cluster(s).
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Ferraraet al (2014) observed that amongst the more frequerggd tanalytic techniques,
there is the mapping of interactions among the neemiof the organization and their
activities by means of a graph which allows therewsv the network structure, to identify
the cliques, the groups, and the key players. Hansarised and underscored that the
possibility of mapping the attributes of data anetmes of the network using visual
properties of the nodes and edges makes this tpehr@ powerful investigative tool. Thus
visualization as technique for investigating sostalictures on online social media can speed

up discovery of digital evidence and help in laioecement (Freeman, 2004).

Fundamentally therefore, mining and visualizingwoek users data can help researchers to
unearth intrinsic patterns, groups and other rdlatéormation in both simple and complex
networks (Hansen, Shneiderman & Smith, 2011)ua&ligation functionality aid the law
enforcement agencies to unearth hidden inteligesuch as clusters, identify central nodes
and give better understanding of network struchyreutilizing limited information from a
large dataset from a complex network (Yang, L8u,Sageman, 2006). In quest of
apprehending or disrupting a suspicious netword,itlvestigators can seek to single out the

actors who play pivotal role in network (Sparro®91).

2.3.1 Network Clusters

Hoppe and Reinelt (2010) outlined a cluster asbgswp of closely connected members of a
network having similar attributes. Himelbloiet al (2017) posit that networks visualizations
that depict low density and few isolated nodese said to be community clustersThe
algorithms for generating clusters aid in identifyia range of subgroups contained in the entire

network as well as giving supplementary informatmertaining the whole networkEyerton,
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2008). A dense cluster having numerous interactia®s suspicious that warrants
investigations to illuminate or discover more im@tion Krebs (2002). Thus clustering
networks into communities enables detectives tatifle specific subgroups and if an
individual belonging to a particular community coitsra crime or he/she is a suspect, it will
help the investigators to confine themselves tpecilic subgroup Zhu, Watts & Chen,

2010).

According to Zafarani and Liu (2014), nodes tenddonect to clusters if they have several
friends in that community. Clustering coefficiestapplicable to both a single node and the
entire network. If one’s alters are familiar to omeother, then that actor will have a high
clustering coefficient score and the opposite iset(Johansson & Tenggren, 2015).
According to Tayebi and Glasser (2016) advisesdbtgctives can establish who main actors
of the network are and then start probing profoundiccording to Newman and Givran

(2004), the modularity score of a network indicates qualities of clusters in that network.

The main aim of social network analysis is to disaodes in clusters that highly dense and

have strong relations between themselves (WasseSnkaust, 1994).

2.3.2 Community Detection

Researchers have found that network density idipelsi related to the likelihood that actors
within the network will follow accepted norms anehaviour, which is why a primary basis
for moral order is highly-connected social networks Himelboim, Smith, Rainie,

Shneiderman and Espina (2017), nodes within a tiensanected clusters are likely to have
same attributes, a concept known as homophilyoamatstheory. The main reason is that in
dense networks it is easier for people to monibe behavior of others and prevent them

from engaging in deviant behaviour (Everton, 200B)us denser online networks spread
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behaviours faster. The attributes of clusters atih@phigh density usually comprise of few

interrelated or connected ties (Voigt, Hinz & Jansz013).

The detection of network communities is a concepictv entails dividing the network into
distinct subgroups is a crucial subject in the wsialof networks and investigation landscape
(Mincer & Niewiadomska-Szynkiewicz, 2012). The teitfjues of detecting and identifying
communities helps to know groups of nodes densehnected than other in the entire
network (Tayebi & Glasser, 2016). There are sevagarithms for detecting communities in

a large network (Blondel, Guillaume, Lambiotte &febvre, 2008).

2.4 Network Centrality Measures Metrics

Social network researchers measure network actfeitya node by using the concept of
degrees - the number of direct connections a nade Ffreeman (1978) defines centrality as
the collection of measures that indicate how imgodrta node is. Degree entails the
aggregate sum number of ties a user has to otlees.us node with bigger degree value in
contrast to its peers signifies more prominencenftuence in the network. These centrality
metrics gauges the rank and importance of an asiibr respect to other actors in that
specific network(Johnson & Reitzel, 2011). Thus centrality can btemeined by degree,
closeness, betweenness and eigenvector metrica¢Bbn 1987). The objective of analysing
the centrality measures of nodes is to establistkédly nodes in a given network in order to
know their reputation, prominence or power in thére network (Tayebi & Glasser, 2016).
The higher the centrality score of a node, the mavacious that actor is in the network

(Ergiin & Usluel , 2016).
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Nodes that are positioned at the epicentre of war&tstructure tend to be more connected
and therefore exert more power over others (Hanne&aRiddle, 2005). Centrality metric
measures is a concept which refers to how impogasgecific node and his /her rank in the
whole network. In essence, it is a metric that dees and measure the attributes the specific
node’s position in a network (Wasserman & Faus§4)9The greater the degree centrality
score is, the more significant this actor is to foeial network because he/she might be
representing a centripetal for information and vese flow inside that network (Van der
Hulst, 2009). Borgatti, Everett and Johnson (20&8pmmend that in general, the effective
way of investigation is to target several actorthwiigh centrality metric scores rather than

isolating a lone actor.

According to Hopkins(2010), centrality measures of an individim a network gives
knowledge about that node’s position in the netwaorkereas relations between centrality
measures of all actors unearths the general steuof the network. As mentioned elsewhere in
this study, numerous centrality metrics do exisithWwegards to importance of centrality
metrics to investigators, Wu, Carleton and Davia314) resonates that centrality helps to
identify pivotal player in a network because it wisohow deep rooted that actor is to the
entire network in conjunction with other nod&se centrality of an actor such as criminal, is a
score showing the importance or significance of tiwale in the entirety position of the network

(Johnson & Reitzel, 2011).

2.4.1 Degree Centrality

Centrality measure is a network metric used to ligbh actors that cover relevant roles
inside the analysed network. It shows people witlnynsocial connections. The degree

centrality for a node is simply its degree suclt thaode with five (5) social connections
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would have a degree centrality of five (5). A noti¢h one (1) edge would have a degree
centrality of one (1). Hence this metric is thestbasic network measure and captures the
number of ties to a given actor. For un-directed this is simply a count of the number of
ties for every actor. For directed networks, actoas have bothndegreeand outdegree
centrality scores (Denny, 2014). Hanneman and Ri¢2D05) argues that whenever a node
exhibits several ties, that actor is said be haviiglp prominence or is prestigious and that
several other nodes would one to have a directtbrtkim/her. In particular, nodes with very
high out-degree centrality scores are capable dhaxging or interacting with several other

nodes in the network.

In this metric of degree centrality, higher valnesan that the node is more central.

These show that while degree centrality accuratelis us who has a lot of social
connections, it does not necessarily show who ishan “middle” of the network. Thus
centrality measures shows how central or well-cotete an actor is in a network. This
theoretically signals importance or power and iasegl access to information or just general

activity level and high degree centrality is gellgreonsidered to be an asset to an actor.

According to Berzinji, Kaati and Rezine (2012), astor with the highest degree centrality
score is placed at a strategic position with regaodconnectivity and therefore plays a focal
role of propagating information in the network. Aoding to Mainas (2012), actors with
highest degree centrality scores are likely be akdawr planners or controllers. The
gatekeeping position of an actor with high centyalralue position him/her to be the

controller of information or resources in the emtietwork (Wu, Carleton & Davies, 2014).
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2.4.2 Closeness Centrality

Closeness centrality is a metric that depicts tbeenwhich is closest to all other nodes. It
indicates who is at the heart of a social netwakanise it measures how many steps (ties)
are required for a particular actor to access ewg#rgr actor in the network. The measure will
reach its maximum for a given network size wheraetor is directly connected to all others
in the network and its minimum when an actor is cminected to any others. Denny (2014)
advises that this measure is sensitive to netwia& and is decreasing in the number of

actors in the network.

Closeness centrality for a node is the averagetheofyall the shortest paths from that one
node to every other node in the network. In thee cafscloseness centrality, unlike with
degree centrality, smaller values mean that the n®dnore central, because it means that it
takes fewer steps to get to other nodes. Closaraggality corresponds the closest to what
we see visually. Nodes that are very central by tineasure tend to appear in the middle of a
network. A node with strong closeness centralispdaknds to be close to most people. This
measure goes beyond what degree offers and empbldbiz geodesic distance between the
nodesIn Wasserman and Faust (1994), connections witlesibdving high closeness scores
when put together with nodes having low degredrabty values can have indirect impact
on the behaviour of the other nodes in that netwdfith regards to structural similarity of
nodes in a network, McPherson, Smith-Lovin and C(#f}01) underscored that interaction

between nodes with structural similarity, prolif@snetwork connectivity.

Leadership can usually be identified using the redity score of an individual in the
network. According to Everton (2008), most socielworks contain people or organizations

that are more central than others and becauseenfgbsition, they often enjoy better access
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to information and better opportunities to spre#drmation. In an investigation, that means

the person will be in a good position to hear fnmwst friends of friends.

With regards to actors scoring highest closenesgralgy metrics, Hanneman and Riddle
(2005) claim that such nodes are capable of regabtiner nodes at shorter path-lengths, or
can easily be reached by other nodes in the netwdHey will be a good source of second
hand information since it can reach him/her quésilg. The likely role that actor(s) scoring
high closeness centrality scores is that of b@ngorganizer because he/she can quickly
reach many other actors in the network (Kaye, &mat Metz, & Proulx, 2014)A node
with a bigger closeness centrality value can gagread information across the network

than a node with a smaller valumlhansson, & Tenggren, 2015).

2.4.3 Degree Betweenness

Betweenness centrality is a network metric measyrerson's role in allowing information to
pass from one part of the network to the other.oAding to Denny (2014), this metric can be
described as the number of shortest paths betwss that go through a particular actor.
Betweenness centrality is usually interpreted as of finding the most important entities
in a network, for without these entities, the natmoses coherence and becomes fragmented

(Everton, 2008).

It is worth mentioning that betweenness is a meastihow important the node is to the flow
of information through a network. In an investigati a node with high betweenness is likely
to be aware of what is going on in multiple soctaicles. Such a node with high
betweenness has great influence over what flows doe$s not in the network. Thus it

describes people who connect social circuits. &, fidirchner and Gade (2011) advises that
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one can use this centrality to identify the notifed are pivotal to the success of the dubious
network and, in turn, focus resources on inveshgathese suspects with crucial leads in

social network.

According to Xu, Marshall, Kaza and Chen (2004)waenness centrality is helpful measure
to law enforcement agencies or detectives. In &asiigation, it is important to know who

are the individuals that other actors need to conineorder to link to the entire network and
gather other valuable leading information. Boundspanners supports information flow
between network members who are either not in corda have no trust for one another
(Long, Cunningham & Braithwaite, 2013). A node wilkie highest betweenness centrality is
a threat if that node somehow ceases to exist filmennetwork because interaction will

disappear in that network all of a sudden too (dekan & Tenggren, 2015).

2.4.4 Eigenvector Centrality

Eigenvector centrality is a centrality metric thaheasures the influence that a node has in a
network. Thus eigenvector centrality measure ish hegnongst influential people in the
network. Denny (2014) defines this metric thangasures the degree to which an actor is
connected to other well connected actors becausapiiures the value of having a lot of
friends in high places. A node with high eigenvect@tric score is linked to numerous nodes
who are themselves tied several nodes (TsvetovaKauznetsov, 2011). This was
corroborated by Nouh and Nurse (2015) that an awithr high eigenvector centrality metric

is one that is closest to other actors that In&yle eigenvector scores too.

A node may have a low-degree centrality and or ggestweak closeness centrality as well as

betweenness centrality but notwithstanding thatait still be influential in a network. This
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intuitively implies that, even though a node tlsatentral by one measure is often central by
several other measures, this is not necessarilgyaslihe case. Wu, Carleton and Davies,
(2014) that eigenvalue centrality score of an ssgthat actor is placed at strategic position
in the network and therefore can be an influergiison to his/her neighbouring actors as
well as being the focal player in the network. Aacting to Hansen, Shneiderman and Smith
(2011) a node connected to a few number of otbdes who are ranked highly with respect

with eigenvector scores could himself registeegy/\high eigenvector value.

2.4.5 PageRank

PageRank is a quality metric measure which idestifkey actors in a network by
determining its importance based on the numbernefoming connections to the node
(Kwak, Lee, Park & Moon, 2010)n essence, PageRank is said to be an algorithimlof
analysis that gives number weights to each acttr am aim of computing and evaluating
their significance in the networlRageRank is a regarded as a centrality metric kec#u
combines both direct and indirect connections betwbe nodes of the network (Heidemann,
Klier & Probst, 2010).The main concept regarding PageRank is to permeitsgpread of
influence amongst the nodé&/anget al (2013) underscored that PageRank regards users as
website whereas connections between nodes is @vadichs links. The significance of
employing PageRank metric is because it considetonly the quantity of ties between
actors as it is in Eigenvector centrality, butlgoatakes into consideration the quality of such

ties between actors (Nouh & Nurse, 2015).

2.4.6 Social Network Density

Wassermann and Faust (1995) articulated that geissihe common position of connection

point between the social network actors. It is &atnas the number of edges in a part of a
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social network to the highest number of edges thgiothetically constitute the social
network. Thus network density is a characteristi@ametwork as a whole. Formally it is
defined as the total number of ties within a nekwdivided by the total possible number of

ties.

Network density is a useful property that is use@dssess the general potency or power of
activities and interactions within that networls formulation can be given as follows:

Density(network) = t
{(t-1)

Source: Faust(2006).

Wheret is the number dfiesbetween nodes of a given social network

Tsvetovat and Kouznetsov (2011) defines density @mnections present in a social
network possibly to all other connections in theéwwek and shows the rate at which
information streams from or between the actohés Was corroborated by Faust (2006) who
succinctly summed up the definition of density ohetwork that it is proportional to the
probable number of connections in that network.wéek density is proportional to the
probable number of connections in that network $EaR006). This concurs with Wolfer,
Faber and Hewstone (2015) which expressed thatomletaensity mirrors the general
connections in a network by associating the currembhber of links against the theoretical

probable figure of connections between the ovenalinbers of the network.

Density metrics helps to predict the flow of infation between nodes of a given network
and it indicates homogeneousness of the commundynades’ interactions with one another
(Martino & Spoto, 2006). Hansen, Shneiderman andtls (2011) summarizes network

density as a cumulative measure that describesraéfdgonships of nodes and that it is a
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guantifiable way of capturing cohesive conceptsadiology and network affiliation. The
authors concluded that the essence of network il to make a comparative analysis of
communities in order to establish the communitied aire either more densely interlinked or
sparsely connected. According to Campbell, Dagl @reinstein (2013) a community refers
a sub network cluster of actors that have stroeg within that cluster and weak ties across

clusters of a network.

In Waskiewicz (2012) majority of community detecti@lgorithms for determining and
depicting the density between actors helps to iffemdividual nodes with high degree
centrality scores. The speed at which informatiow$ within a network is dictated by the
density of that network (Himelboim, Smith, Raini§hneiderman & Espina, 2017).
According to Everton (2008), research has showhn ttiea density of a network is strongly
correlated to the possibility that nodes insideadipular network will go along with the
established standards and conduct hence formingthacal order that is greatly linked in
social networksGranovetter (2005) expounded this concept by iriigahat in a network with
high density, it is easy for the nodes to monikta behavioural patterns of each other and hinder
them from indulging in unusual demeandeaust (2006) concurred that networks or subgroups
of network with high density are more likely to &slish connections or relations that they do
not want to let go. When the density of a netwarksparsely formulated, it is bound be

deficient of social relationships that will hindee members from being unruly.

2.5 Demographic and Related Information

Nearly every social media site has some profileedagits users, and that page has
some essential demographic information such as gegeler, location, and a short personal

description. Some sites have very long personafilgsp while others have very brief
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personal profiles. With regards to pseudo-accolRédbins (2012) pointed out that not all
social media platforms are strict that a persoe& name or handle reflect their real name. In
such circumstances, he advises that there is needaW enforcement to gather more
evidence that supports their claims that an accpumtides useful verification in solving a
case and is owned and operated by the individugjuestion. In order to have a concrete
proof against an individual under investigationw l@nforcement officers should collect
enough evidence that can really confirm that th@adonedia account in various platforms

belongs to the suspect (Robbins, 2012).

People can use social media to reveal their omdiestity such as sharing life events or their
lifestyles. This way, they leave crucial tracesw@hibeir personality, friends, activities they
like, patterns of behaviour and actions. For instaron Facebook, one is likely to find a
user's current location and a list of all the otblaces they have lived and other demographic
information such as education history, work histagntact information, family members,
political preferences, relationship status, religicand more. On the other hand, the
microblogging site Twitter has very limited demaghée information. It can be a name, city,
and a short self-written biography. That makesaauedia a powerful tool for investigators
(Sparrow, 1991). Nodes whose attributes such asafdbirth, tribe or religious background

are similar are focal in creating network relatiamsl co-perpetration (Nouh & Nurse, 2015).

Fundamentally therefore, individuals and groups ceow be easily identified using

demographic information consisting of names, slafebirth, phone numbers, relationships
status, level of education and other crucial infation even if they use pseudonyms or
aliases ( Flynn, 2002). Rice and Parkin (2016) maoends that inaccessible social media

user accounts can logged onto by obtaining a carder. Terms of Service (TOS) of most
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social media platforms prohibit individuals who ates fake accounts or impersonate other
users. Despite such rule, there is no effectivensiéa check whether one’s profile is fake or
not, unless a complaint is lodged by someone taricplar social media platform (Robbins,

2011).

2.5.1 Social Links and Acquaintances

Social media profiles can be a crucial tool fomitikying a person's friends, family members,
and acquaintances. Most sites support the creafi@xplicit social connections with other
people which come in two forms eitherfasnding which implies a mutual relationship that
requires both parties to acknowledge the relatigpnséind the second type of connection is
following which can be a one-way relationship. A persotoved someone on social media
when they are interested in what that person pdsis.person being followed does not have
to approve the relationship in most cases, noheset a requirement or expectation that the
follow is reciprocated. Certainly, two people mdyose to follow one another, but unlike

“friending,” it is not required.

A person's social connections, regardless of h@y #re created, are often visible on social
media. Usually, a list of friends or followers isked from a user's profile. This list tends to
have a profile photo and name for the person. d&sssocial connections, other crucial
information such as photos ltkes or commentgosted on social media sites that allow such
can reveal much about the person being investigaseevell as his/her close associates.
According to Miller (2011), study on social mediadractive patterns shows that phatic
gestures such adikes pokesand commentson status updates gives a means of some
evidential online presence, even when those conuatians tend to be lean in the amount of

information they offer. Ego-centric networks arevant vis-a-vis social media because they
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comprise of social units such as individuals mugs and embedded social relations such as
family or friends and assist an investigator tmprehend the structure, closeness, and

density of individual-to- individual or group-to-@up social worlds (Freeman, 2004).

2.5.2 Mapping and Time Stamping Location Data.

Hansen, Shneiderman and Smith (2011) underscoa¢dhiére are innumerable ways users of
social media and social networks leave behind sra¢e¢heir identities that form an intricate

web connecting them with other people, locations, digital objects around them.

According to Fusccet al (2010) technology has made it possible to deveepgraphic
profiles of individuals by tracking and aggregatthgir location information and depicting it
on map. Location-based social network applicatisunsh as GeoSocial Footprint or Google
latitudes, Loopt, and Brightkite, employ technoldbgt pinpoint an individual's location and
tracks his or her movement. It is worth mentionthgt digital cameras and smartphones

automatically geotag pictures with the exact lanaiwhere the pictures were taken.

Zambri (2015) concurs that when law enforcemenheigs are armed with these profiles and
using the appropriate tools, they are likely racé social media user’'s geographic footprint
and potentially predict future movements. For ins& investigators can map out the time
when an individual is at home or not, locations person frequents and times the he/she
frequents them, preferred types of food, and gameéshe plays. Buccafurri, Fotia and Lax
(2013) advices that if a suspected person clamnéave been in some place when a
particular took place, the investigators can hdarvaformation from his social media
accounts and analyse the location of the devidheatime of the incident to be used as an

alibi.
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It is important to note that several social medigsssupports geotagging which is a
technology that allows one to associate GeograpRiasitioning System (GPS) coordinates
or other location data with their posts. Such ggge¢a information will help to verify and fix
a suspect in arresting or arraigning him/her imurcof law (Vicente, Freni, Bettini & Jensen,
2011). Geotagging can help in corroborating aldridinking a person to a criminality scene.
There is so much that can be done with locatioarmétion. It can tell you where a person
claimed to be, when, and what they were doing thei@an also help you establish patterns
of behaviour. For instance, with an individual’'s ifter username, information can be
collected about GPS coordinates form every avalgast and use it to plot on a map to
depict where the person had visited (Hanson, 2(8dme uploaded or tagged photographs
associated to a particular node can give hintswdrat that individual loves, places he has

visited, people he has been with and activitiey the together (Vicentet al, 2011).

2.5.3 Behavioural Patterns

Besides collecting and analysing demographic in&tiom, investigations can still be carried
out to discover behavioural patterns of social megiers. Behaviour pattern information can
be obtained by scrutinizing and investigating whbabple do online, when and with whom.
For instance, a series of posted photos can bgsauthto reveal the conduct and activities of

people online as well as how they interact witheagh

Furthermore an individual's personal and behavioypr@ference such as health status,
favourite movies, online gaming systems and faveuonline games, reading preference,
locations frequented and even military or technégderience can also play a big in deducing

one’s behavioural patterns (Zambri, 2015). Acawgdio Vercellone-Smith, Jablokow and
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Friedel (2012), one’s descriptions online socialdm profile account as well as provision of
location related information can be plotted on g@na disclose more about the behaviour of
a particular actor. With regards to evaluating aadying out mental assessment status of
some suspects, De Choudhury, Gamon, Counts anditHd2013) proposed the use of
information they posted on their social media actsdor crucial leads and conclusion on

their mental soundness.

Moreover, biographical descriptions from one’s peo&nd location data can be depicted on a
map to divulge more about the demeanour of socaliawusers. People are fond of posting
their daily activities unknowingly reveal their lmhour and movements to others notably the
investigators (Bradbury, 2011). In situations, vehgreople use pseudonyms or alias,
stylometric techniques can be applied to identiy author based on the characteristics of the

textual content (Vercellone-Smith, Jablokow & Fee®012).

Zambri (2015) concurs that uploaded and tagged esagsociated with social media and
social networking outlets document what users likk places they have been, and things
they do. An image also connects those picturesheg@and connects the people in the image
with the user who uploaded the image. Fraser (2608)marized that besides use of logs of
activities, preferences and favourites, timelingahniag which entails the timestamps can be
used to match the timelines of different users, tindreate an exact timeline for an entire
cluster of friends or even a larger group whichiagate where a person was and when can
invaluable lead for investigators in gathering cautorensic evidence. Klerks (2001) advices

investigators to target actors in the network waitharticular expertise in a given discipline.
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2.5.4 Shared and Posted Information

The content of people's posts such as the textwinigy, what it says or the content of their
photos and videos, and the ratings they assigrbeancrucial lead investigators can find on
social media. Thus the content of the posts alwhere people detail their thoughts, feelings
and ideas reveals what they are doing, what theyadaout, who they interact with, and why.
The contents shared or posted on social mediaacs®unts can be used by investigator to
detect crime-related behaviour, help in singling the eye-witnesses, confirming alibi,

presenting evidential proof in an investigation @ad be utilized during court proceeding to

confirm or disapprove witness (Rice & Parkin, @D1

By looking at the content of the posts people aeking, one can uncover a lot of leading
intelligence information about their actions. Th@ncided with Zambri (2015) findings that

it is possible for an individual to reveal persondgbrmation or interests by association, a
social profile signature, rather than directly pagtor establishing a social media or social
networking profile or footprint. Robbins (2011) cormanded that most online users are
nonsensical whenever they post their items onliaeabse they leave tracks which can
seriously incriminate them. This susceptibilityeafs not only the common populace but also

the other law enforcement officers.

Rice and Parkin (2016) gave an exemplar of a caséhich detectives in USA apprehended
a teenager who posted information with the intentd joining some radical Islam in the
Middle East. More particularly, was a scenario imch a policeman was killed in New York
City immediately after the criminal posted what had intended to do on social media
account. Sometimes, unscrupulous social mediaasepost information online that act as

an harbinger of his/her intention, which if captliren time by investigators, they can
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intercept and prevent the act from taking placea hejoinder, Blomberg (2012) underscores
that by harvesting and analysing data from souedia accounts of individuals, investigator
can detect signs and perceive any atrocious gcthat is about to be committed. Nouh and
Nurse (2015) however cautions that a node thatedgtpost the most contents on online

social media platform may not be essentially thatmafluential in the network.

2.6 Empirical Literature Review

In their study of analysing and visualizing crimimeetwork networks, Xu, Marshall, Kaza
and Chen (2004), applied cluster analysis in qoesletecting network sugroups as well as
detect the central nodes and interaction patteetaden the communities. Their findings
established the general network structures which paovide lead information for
investigators. The study however failed to repbe metrics or visualizations that can be

used by detectives to zero in to the suspects.

Basu (2005) employed Social Network Analysis toegate a linkage terror map in India.
The author employed only the centrality and betwesa indices to unearth the influential
nodes in the terror network. The shortcomingshié study however, is that it did not

employ other centrality metric scores in identifyithhe key actors in the network.

L'huillier, Rios, Alvarez and Aguilera (2010) empénl a social network analysis
methodology to carry out a topic —based text minimgjuest of pinpointing important or
influential members  in virtual network communstieThe research yielded an insight
comprehension findings that helped law enforcemmrhmunity in coming up with a
counter-terror framework. The study however didengploy the visualizations and centrality

metrics to isolate individual influential nodesametwork.
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Perliger and Pedahzur (2011) underscored that wken8ocial network analysis is

employed, we evaluate the investigated social pinema as a product of a (social)
framework, which includes actors (groups) and frekations or interactions between actors).
Hence, in contrast to other quantitative methodghvkend to focus on the description and
aggregate analysis of the attributes of those scidro make up the research population,
Social network analysis assumes that in order taptehend the social phenomenon, it is
more conducive to map out and analyse the systetieobmong the various actors and the
ways in which these relational patterns shape sictmtivity, decision making and group

dynamics and eventually, the outcome of the groagpfkective action.

In their study of attempting to identify the mosfluential actors in a network, llyas and
Radha (2011) used the technique of principal corepbranalysis in comparison with
eigenvector centrality metrics. Although princigaimponent analysis is a new technique of
measuring the centrality of a node, it failed togaint individual nodes that are influential in

that network.

Acquisti, Gross and Stutzman (2011) did an experntbat involved aggregating the
anonymous network with another network by recogigziodes that correspond to the same
individual. In a similar experiment at Carnegie MglUniversity, using publically available
online social network data, researchers were ableverlay virtual information with a
person’s real identity to break down anonymity tayeln their hybrid study approach, Huber
et al (2011) employed a web crawler to harvest socihokk data from users as snapshots.
However, the study failed to clearly show the caityr scores for each actor in the network

and their respective visualizations of communicatibannels.
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Mincera and Niewiadomska-Szynkiewicza (2012) urmiét a simulated experimental
research in quest of applying social network anslgsinvestigate interpersonal connections.
They performed multiple experiments using data sedufrom widely used social network
platforms and simulated the findings by comparwg social network algorithms namely
Clauset & Newman and Blondel Algorithm®lore specifically, the experiments were
performed for data about interpersonal connecti@sjuired from two commonly used
platforms Facebook and Twitter. The results disced that both platforms are typical social
networks, that is, scale-free and small-world neksoThe study gave a new perspective of
how to investigate interpersonal connections onatamedia platforms but it failed to

highlight the network metrics of main actors in tregwork.

In quest of demonstrating how to detect network memities, Staudt, Marrakchi and
Meyerhenke (2014) underscored that unearthing m&tveommunity structures reveals
remarkable realistic patterns of the real worl@nattions. According their study, detection of
a community starts with a modest number of seegraéts input which ultimately generates
other actors revolving around and communicatindnilie seed node. In Resonance, Yang,
Liu and Sageman (2006) advises that detecting @aubwkring network subgroups helps to
comprehend the function of each network commumty that identifying groups such as this
assists a detective to quickly unearth the assmtiatiminals when a small number of
suspicious characters are known. According to Marshall, Kaza, and Chen (2004), a
highly dense group is more susceptible and exptiséiv enforcement officers for further
scrutiny and identification of the main actors waie most likely to be the leaders of a

particular cohort of felons. They concluded tHathe density of various groups keeps on
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fluctuating from high to low or vice versa, thenntplies that the groups are competing for

leadership positions.

Rice and Parkin (2016) highlighted a scenario iniclvhdetectives utilized the posted
information to apprehend and charge the nodes umglegstigation, in USA. They
underscored that sometimes, unscrupulous socialnusedr can post information online that
act as a harbinger of his/her intention, whichaptured on time by investigators; they can
intercept and prevent the act from taking placechSaformation cannot only be used for
identification the suspect and or witness(s), lbsb ghey can be used to substantiate alibi or
used as evidence in court of law. In a terror netwmvestigators usually go for actors with
the highest degree centrality scores because tleeyha most connected and possibly the
most influential nodes in the entire network. @ae easily identify a subgroup of a network
communities that particular belongs by visuallyegsseng the links amongst network actors

(Wu, Carleton & Davies, 2014).

Gunnell, Hillier and Blakeborough (2016) conducéedexamination on how to apply Social
Network Analysis techniques by utilizing the dshble police intelligence data, as a tool to
more systematically understand gangs and to hegztdiaw enforcement activities. Using
five individuals chosen as focus group, the oljestof study was undertaken to unravel
what Social Network Analysis can reveal abouimanals and establish how useful the
social network analysis outputs were to the polidee research findings revealed an overall
network of 137 individuals were identified, frometlstarting point of five (5) individuals
identified as having gang links. The relativelyg@metwork identified contained only a small
number of people explicitly linked together by tipelice as being in a gang. This

demonstrated the importance of understanding hberdtinds of connections inside a social
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network may work and how aversion meant to intdraugriminal network might be more

useful if they take these relationships into coasation.

2.7 Theoretical Framework

Few network theories was highlighted in order tmw how scholars explain why nodes
establish, keep, break and probably re-estabkgtvark relations and who is probable to
establish relations with wholetwork theory’s development in the twentieth ceptoccurred

in parallel with developments in intelligence arsady The roots of Social Network Analysis
(the social branch of network theory) are usuathged to Jacob Moreno, whose publication

of Who shall survive (1934) was “a signal event in the history of social networklgsia”

Borgattiet al (2009).

All these early studies somehow neglected the itapoe of network visualization and
network metrics, stressing aspects related morstatistical network characterization, or
interpretation of individuals' roles rooted in sddheory. Kadushin (2004) argues that social
network theory is the only social science theorgt tis non-reductionist because it can be
applied to numerous types of network sizes. De Nbdbyar and Batagelj (2005) opined that
Social Network Analysis is both confirmatory andpkxatory. In particular, exploratory
analysis entails use of quantitative metrics arglializations while confirmatory analysis
involves the test of hypothesis. Social networklysia is fundamentally a multi-theoretical
approach. It is a unique methodology since it isthiyaconcerned in the connection between

network nodes.

According to Raab and Milward (2003) Social Netwdkkalysis is a set of techniques and

theories the gives pragmatic information as fas@dal structures are concerned. It has been
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fruitfully applied to various scenarios where sbadielations are involvedSocial network
analysis has its mathematical origin in graph theord matrix algebra however it has been

applied to various disciplines.

According to Jamali and Abolhassani (2006) soc&ivorks open up a whole new world of
information, because at least as much value isagoed in the relationships between entities
as in the entities themselves. This concurred Ritiab and Milward (2003) social network
analysis, then, is a collection of theories anhnéques that provide empirical content to
social context which explain varieties of behaviguterms of constraints and options that
are inherent in the way social relations are omgohi Borrowing from the sociology theory,
Waskiewicz (2012) stated that in the ego-centienfit of a friend dichotomous relations and
influence can be felt up to 3 degrees. Hannemad ®&iddle (2005) postulates thaiet
boundaries of a given network are bound for expantom 1 degree ego-network around a
single actor whenever ego selects or connect thfuseare deemed to be members of that

network and this ultimately diffuses to a highegrkee ego-network.

Wasserman and Faust (1994) made a rejoinder tegirdtedure of scaling and rhyming the
social network setup is summarized using twofollvprocedural resolutions. The initial
methodology gives answers to the question of whiodes to incorporate whereas the
subsequent methodology or procedure deals wittblestang the way connections between
nodes should be measured or classified. Two negessathods are general in Social
Network Analysis examinations for unravelling timial problem. The initial one is centred
on the node’s oneself of the limits of the netwaolster. Those that are regarded by the

associates as fitting to the cluster are incorgokaflthough this method can be useful in
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situations in which the research worker has actesthe clusters affiliates, it can be

challenging when handling undercover networks.

The largely general methods for assessing the sa@sponsibility or influence inside the
social network are measures of importance (locsetylar to centrality measures). A number
of the important appropriate measures, which cahefgful in the learning of brutal clusters,
are degree of centrality, closeness and betweenfisdiger & Pedahzur, 2011). An
analogous measure was initiated by Branal (2006) who came up with the idea of power
as a function of the node significance within tleeial network which consequently is

established by the extent of their linkages andation comparatively to other nodes).

Bramset al (2006) gave a more complex method utilizing dimew! links in a bid to unravel
the patterns of information within the social netwand ultimately the level of power of
every node on other nodes. Seigel (2009) underd¢bed fundamentals features of the social
network are connected with the group results, esidcial means and procedure as well as

members’ conduct such as the choice of whetheobtortake part in its actions.

A resounding observation was made by Koschade {2006 summarized that the Social
Network Analysis literature gives an array of meamsd ways which facilitate the
investigator to unravel these attributes. Firstly measures that offer data on the level of
unity and degree chain of command within the sodetwork such as group degree
centrality, density and inclusiveness. These measare crucial for comprehending the
inside influence and workings within the socialwetk, patterns of interaction, and the kind
of decision-making process within similar clusteffiey are also vital in proofing some

fundamental premises concerning the attribute®wéit social networks.
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Generally, the majority of social networks ought ftod an equilibrium point linking
competence and robustness/survivability (high densgiigh number of redundant ties).
Somewhat paradoxically, however, in the case ofhddatine network it seems that high
numbers of redundant ties lessens the chanceswbmesurvival. Clandestine networks are
interested in secrecy, hence high levels of derasity group centrality increase the chances
that the group is exposed. Then again, high derattitates effective indoctrination, a

crucial element in the radicalization process efrtietwork.

As showed by Krebs (2002), one of the ways to byphese contradicting needs of the
clandestine network is by deactivating strong tidsle the network operates in hostile
environments. In this case the density of the nkw® being lowered when the network
becomes active and prepares to act. Another immos&t of tools refers to the uncovering of
internal cohesive subgroups within the whole nekwdihe theoretical importance of such
subgroups stems from the causality found in varipo$itical and sociological studies

between cohesiveness and the tendency for grouprumiy, intensive socialization and

radicalization. The concept most often used is tuntext is clique - when each actor in the
subgroup is tied to all other actors and thererareactors who are tied to all the clique
members. Duijn (2016) defines a clique as a sulpgod@ network in which nodes are tightly

knitted and connected together.

However, sometimes there are less cohesive subgiaupe network; hence, they do not fit
the definition of a clique. That is, in order temify these other types of subgroups, other
methodological concepts are often used, such dgues (n geodesic distance between

members) or k-core groups (every actor has tiest teast K actors within the subgroup).
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According to Duijn (2016) such a geodesic distance scores betveetors implies that

information travels swiftly and it also indicatdsat largely, information goes via the central
nodes so as be availed to other nodes in the nletwdentifying the subgroups allows us to
detect different functions of the network (foundecsllaborators, passers-by), network
recruitments paths, operational characteristicspatebrns of flow of information. Moreover,

by looking at the attributes of the subgroups, &e evaluate ideological homogeneity and
level of solidarity within the network and how thigluences the activities and development

of the unlawful network ( Bonacich, 1972).

Social Network Analysis could be of high value fanderstanding the relations between
different target groups worldwide especially byngstheories of structural balance (which
assume that actors will forge ties in cases of rgltemterests such as positive ties to other
third actor), homophily and hetrophily (Freeman£00 Making use of Social Network
Analysis in order to add a social dimension tolibeic socio-demographic profile by looking
at their patterns of social interactions, as wellbg distinguishing between different roles
within the network, which in turn are reflected different profiles (Gunnell, Hillier &

Blakeborough, 2016).

Psychological theories focusing on social learmpragess could also benefit from the use of
social network analysis focusing on ego-networksatukilly, the growing literature
emphasizing the role of social processes withinlisméormal groups and involvement in
violent activities is well suited to the use of @bdNetwork Analysis (Klandermans, Bert &

Oegema, 1987).
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In summation Wasserman and Faust (1994) outlinas Sbcial Network Analysis is both

theoretical and methodological in itself. Theoralli, Social Network Analysis assumes the
rules of sociology that all nodes are arranged affected by greater social networks.
Methodologically, Social Network Analysis providgeaphs and arithmetic techniques that

be used to map and measure relationship pattetwede actors in a social network.

2.7.1 Application of SNA and Security Issues indgial Media

There are an assortment of tools are employedosial media to generate a colossal
qguantity of information which is subsequently subgel to analysis to better unravel the
patterns of the individuals, groups and societied utilize them. More specifically, they
create relational data: information about who knoersis friends with, whom; who talks to
whom; who hangs out in the same places; and whoygnjhe same things (Hansen,
Shneiderman & Smith, 2011). Social media sites leawerged as a method for instantaneous
connection among people and groups; informatiominbt from these sites can also be a
valuable resource for law enforcement in the pragan identification, investigation, and

prosecution of crimes (Global Justice, 2013).

The pervasiveness of both social media and soeislarking and the high pace with which
it keeps on advancing cannot be played down. l& isocietal and technical trend that
permeates virtually all facets of human every dastence. Therefore it is important to
emphasize the integration of social media and baeitavorking in criminal activities and the
sophisticated threat that they pose (Zambri, 20Ib)the age of information prevalence,
individual data cross over an astounding arrayoofiguter systems and networks. Moreover,

there is also increasing security challenges asik rio the users of social media. Most of
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these threats linked with social networking arevgmy concerns and spreading of false

information (Punjabi, 2014).

According to Hudaib (2014) majority of Facebook @aoat holders have been known to
easily consent to friendship invitations from othstrange users just because each has
numerous friends in a circle. Whenever they actiegse requests from friends of friends,
users unsuspectingly reveal their confidential datanfamiliar persons. Upon obtaining the
user’s data, strangers can harmfully utilize theredaid data both in the World Wide Web
and in the real world. These dangers rise whemusees happen to young people who are by
nature more predisposed and susceptible than madopde. Dinerman (2011) affirms that as
long we continue using online social media anddaasingly get entrenched into the daily

lives of users, private data will be prone to expesand abuse.

Despite the fact that the application of social ileshd Social Network Analysis is still
undeveloped in law enforcement landscape, it isldyigaining popularity considering that
many users are utilizing variety of social mediatfgrms. For example, in the Los Angeles,
investigators use social media and social netwtwksingle out and eventually arrest sex
predators, drug barons, gangsters, thieves andnailsnof different types heinous crimes
committed over the internet. Crime investigatorsthe children department have utilized
social media and social networking to instigateectly cyber operations, using non-existent
personalities and parody accounts, to pretend asgyohildren in order to isolate, trail, and
finally apprehend risky sex predators. Narcotidecdke/es have also used the same technique
to identify and contact drug dealers, set up dmagsactions, conduct a “buy and bust”
operation, and ultimately have used the open soufoemation as evidence in subsequent

court proceedings (Zambri, 2015).
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Gupta and Brooks (2015) underscored that secuni&jyats should know how to use social
media to improve security locally, nationally aridlaally in a cost-effective manner. Social
media data can be analysed to map the social netvadrvarious types of offenders. In the
cyber world all information is interconnected andividuals can be located via indirect non-
linear links. Social media, social networks andi&lodetwork Analysis techniques are just
as accessible to criminals and criminal organiratias they are to police. Law enforcement
has embraced the use of social media and socibrighg in a number of areas, including
recovering evidence, locating and apprehendingesitspconducting intelligence collections
using social networking to conduct crime analysid atelligence trend analysis (Phillips,
Nurse, Goldsmith & Creese, 2015). As a tool forlysia, Social network analysis regards
nodes and actions as interdependent entities, mexesy that connections between nodes

provide channels for transfer of information betw#ee actors.

Numerous scholars researching on security issues dy@plied Social Network Analysis and
social network theories to analyse variety of sgesanotably the terrorist communication.
Borgatti et al (2009) note that of all the disciplines that nawedrporate network theory,
security is probably the field that incorporatéhié most. For instance, soon after the invasion
of Afghanistan, studies using Social Network Anay® map terrorist networks emerged.
Krebs (2002) initiated the application of SocialtMerk Analysis to map the terrorist
networks by applying its centrality measures met elsewhere in this study. Similarly,
Koschade (2007) used open-source software to ddpacties between the USA September
2011 hijackers, in which the results showed thahdMomed Atta was the mastermind and
instigator of the conspiracy. Rodriguez (2005) nepihe network responsible for the March

2004 Madrid bombings, while Nagk al (2008) gave crucial recommendations on how to
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apply Social Network Analysis for military intelkgce investigation, where he praised
Social Network Analysis as a tool for understandthg organizational dynamics of an

insurgency and how best to exploit it.

2.8 Conceptual Framework

Golbeck (2013) provides a framework for the analydipublic data currently available and
being generated by social networks and social mékeFacebook, Twitter, and Foursquare.
Access and analysis of this public data about geapd their connections to one another
allows for new applications of traditional sociattwork analysis techniques that let us
identify things like who are the most importantimifuential people in a network, how things
will spread through the network, and the naturepebples' relationships. As a tool for
analysis, Social network analysis regards nodes aottbns as interdependent entities,
recognizes that connections between nodes providanels for transfer of information

between the actors.

2.8.1 Research Gap

In essence, the aforementioned research studiesordtrates the possible application of the
Social Network Analysis technique in building a mmonuanced and a methodical
comprehension of a neighbourhood crime nuisanaggudetectives or intelligence database
which can be employed or augment police investigaactivities. This could also be
employed to other similar kind of crimes in whiacel networks are readily available. The
technique gave crucial information about personstniéely endangered from criminal
association. The added value of using intelligedat, rather than just focusing on crime
data, was highlighted by the wealth of non-crimilivaks in the overall network. This shows

how important it is to understand these non-crimlin&s if disruption activities are to work,

68



and to identify people at risk of gang associatmmeenable preventative policing. However,
the limitations of this study is that the exactnessl understanding of detectives or
intelligence data is indeterminate as well as theggaphic location of individuals in the

network was not included.

Nevertheless, the aforementioned previous studiescial network analysis on social media
emanates to from developed countries. In esseheg, studies are based on countries with
established cyber security legal framework with aatbed technologies. There is a
conspicuous failure by Kenya’'s detectives to addgtial Network Analysis methodologies

or techniques to investigate crimes committed dkierinternet, notably the social network
platforms. Therefore, this study was carried outamdy to fill this gap of knowledge but also

to demonstrate how law enforcement agencies casessitilly adopt this technique to their

advantage

As depicted in Figure 2.3, three key variables dgnmetwork visualizations, network
metrics and user’s profile/demographic and relatéarmation are the key attributes that can
aid an investigator to systematically establistspnee or lack of criminality activities of the
individual(s) under investigation. It is importatd note that the findings of network
infographic visuals are consistent with computedues of network centrality metrics.
Demographic and related information only act aghirlevels of investigation after isolating
suspicious online characters. In order to arriveaaound conclusion, it is advisable to
employ a combination of different social networkabysis centrality metrics (Williamson &

Ruming, 2015).

The study was informed by the conceptual framevebidwvn in Figure 2.2 below.
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Network visualizations

« Toidentify actors and ties between actors.

+ Mapping connections between suspects’

» Clusteringto locate various subgroups.

« Detecting clusters and identifying crucial actors.

» Depicting latent patterns and trends hidden in the
data.

« Unearthing the leaders, followers and new
individuals being integrated into a group

A

h 4

Network Metrics

= Degree Centrality.

= Closeness centrality.
+ Degree betweennes.

« Eigenvector Centrality

Forensic evidence of

A

v

Demographics and related user update information

* Personal profiles or a short self-written
biography.

» Social connections and acquaintances

* Mapping and time Stamping location data.

* Behavioural patterns

» Shared and posted information

Independent variables

Figure 2.3: Conceptual Framework.

Source:Researcher

With regards to intervening variables, ethical sugere observed by obtaining consent from
the respondents and permit from National Commisdion Science, Technology and
Innovation (NACOSTI). However, the researcher hadontrol over specific social media’s

terms of service. Terms of service for the sociatia platforms employed in this study was

- Kenyan law

-Social media Terms of
Service(TOS)

- Ethical rules

Intervening variables

b

Law enforcement

Dependent variable

obeyed mutually when creating accounts as well asng mining of data from the

respondents.
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CHAPTER THREE
RESEARCH DESIGN AND METHODOLOGY
3.1 Introduction
This chapter presents a detailed description otquores that was used to answer the
research specific objectives. Emphasis is placethemethodology which includes research
design, sampling techniques, data collection proedand instrumentation and data analysis
techniques. It highlights the how the pilot studgsaundertaken and its outcome as well as

ethical considerations adopted in this study.

3.2 Research Design

Social Network Analysis experimental research desigs employed in this study. Initially,
selected respondents treated as focus groups ulgiected to a brief interview and thereafter
persuaded to create pseudo-online accounts infigaesocial media platforms which were
used to perform online mining of the selected oesients to obtain data that ultimately
aided in social network analysis. Social networklgsis is the study of the social structure
known as social networks comprised of individuaisl gheir relationships. Social Network
Analysis employs mathematical and graphical tealmesq that utilizes online relations
between nodes to map out their individual rolethaentire network and ultimately present

those who are highly connected or and more vitahe network.

A social network can consist of the relationshipwaen two people or of the relationships
between everyone globally. Because social medal isbout creating and sustaining social
networks and relationships between people, undeistg Social Network Analysis is

essential to understanding social media. Sociawbiét Analysis enables you to map,

measure, and describe almost anything about alswet&ork and its components. Social
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Network Analysis can provide information about widuals, a few relationships, or large-

scale networks.

One can use Social Network Analysis to understaeddeas of interest of social networks,
how individuals gain influence in social network&w individuals form relationships with

others, how the relationships evolve over time, laod the relationships affect the behaviour
of individuals in the social network. Social Netwa@nalysis is very useful for understanding
how law breakers use social media to develop cglakips with at-risk populations,

forecasting how the social networks of they evabwer time. It is a method that reveals
unseen network patterns in an unlawful network prekent related information as set of

nodes.

Thus, Social Network Analysis has evolved as a [apstandard method for modelling
meaningful, often hidden structural relationshipscommunities. Existing Social Network
Analysis tools often involve extensive pre-procegsor intensive programming skills that
can be challenging. NodeXL, an open-source templiateMicrosoft Excel, integrates
metrics/visualization tools to spark insight ofiaity of online users on social media and
shed light on individual behavior, social relatibips, and community efficacy (Bradbury,

2011).

3.3Location of the Study

The study was carried out in Uasin Gishu, Keridkakamega and Migori Counties. More
specifically, the study area which the responder@e drawn was selected using purposive
sampling technique. The rationale of choosing tlteeeanentioned study areas was due to

financial cost implication and time limit of thiesearch. The power of purposive sampling
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lies in selecting information which is in depth¢hriand related to the central issues being

studied (Kombo & Tromp, 2006).

3.4 Population of the Study

Target population refers to the population to heligtd to which the investigator wants to
generalize his results. In research, it is impdrthat the researcher finds out as much as
possible about the study population. It is beliewbdt the greater the diversity and
differences that exist in the population the larges researcher's sample size should be.
Capturing the variety in population allows for moediability of the study (Kombo & Tromp,
2006). Thus putting all these factors into constlen, the population for the study was
drawn from five selected universities in Migori, aéin Gishu and Kakamega counties in
Kenya. The study targeted a population of 124ected students from Rongo University,
Moi University (annex — school of law), Kisii unirgity (Eldoret Campus), University of

Eldoret and Kibabii University.

3.5Sampling Procedure and Sample Size

As cited in Passmore (2011), Dunbar (2002) sugddsiat the typical size of an egocentric
network is constrained to about 150 members dugossible limits in the capacity of the

human communication channel. The rule arises fromssecultural studies in sociology and
especially anthropology of the maximum size of #age (in modern parlance most

reasonably understood as an ecovillage). It isribed in evolutionary psychology that the

number may be some kind of limit of average humahtyto recognize members and track
emotional facts about all members of a group. Hearew may be due to economics and the
need to track "free riders"”, as it may be easielamger groups to take advantage of the

benefits of living in a community without contrilig to those benefits.
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3.5.1 Sampling Procedure

While developing a sample design a researcher paistattention to the type of universal
sampling unit, size sample, parameters of intaardtbudgetary constraints (Kothari, 1990).
An effective population must also take into consiien representation. It is important for
the researcher to identify and select respondéas fulfil the questions that research is
addressing. It is important that the majority of fhopulation came from same environment.
An effective population is the one that is accdsstb the researcher (Kombo & Tromp,
2006). All these factors were put into consideratichen the researcher was developing the
sample design. Accordingly, this study employedppaive sampling technique to select a
representative sample from the respondents in gaiclersity which was later subjected to a
sampling formula. This was ensuring that each membthe target population has equal and

independent chance of being included in the sample.

3.5.2 Sampling Size
In order to obtain the subjects for the samplethar five selected universities, Yamane’s
formula for calculating the sample size was em@tbiy this study (Yamane, 1967).

n= N
[1+Né]

where:

n= Sample size

N=Population size

e=Sampling error (0.10 was adopted in this study)

The above formula was chosen because it fits iragans for sampling various groups when
one wants to analyse and compare especially wheplesdrame is wide. Table 3.1 shows

how respondents were obtained from each selectedrsity.
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Table 3.1 shows how respondents were obtained &ah selected university.

Table 3.1: Sample Frame

University Name Population Sample
size size

Rongo University & Year Students 18 15
Moi University 3¢ Year law students 42 30
Kisii University (Eldoret Campus 2 Year 18" 15
Information science Students

Kibabii University 29 Year Criminology Students24 19
University of Eldoret 1 Year tourism Students 22 18
Total 124 97

Source Researcher

* Population per faculty/school of a given univéysi

It is important to note that, the choice of selegtrespondents pursuing specific degree
programmes, was purposefully chosen because tbmdis and recommendations made by
this study is include Social Network Analysis imetcurriculum of the aforementioned
programmes. This way, criminology students foranse will appreciate, embrace and know
how to investigate, mine, analyse and presentai$reevidence of criminalities committed

by online users.

3.6 Instrumentation

Initially, the researcher used interview schedulefacus group and later NodeXL software
was used to mine data from the respondents’ socélia accounts. The data was mined
three months retrospectively. The management ofitkeeselected universities were notified
of the intended research and also assured of @ontfadity of the information obtained. Upon
consent, the researcher engaged the respondemtsate or open social media accounts using

the given pseudo-names and passwords.
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3.6.1 Pilot Study

The main aim of carrying out a pilot study was teck for the reliability and validity of

research instrument. A total of 72 respondentgweed in the pilot study.

3.6.2 Validity of the Instrument

Hence in order to evaluate the efficacy of Sociatvwbrk Analysis approach, interview
schedule for focus group was carried out and tifteredhe demonstration of NodeXL
software to mine social media forensic evidence vasied out. Further validation of the
NodeXL instrument was done by consulting expedsfiCodeplex.com, a social media and

network consultants from California, USA.

3.6.3 Reliability of the Instrument

Reliability is a measure of the degree of whickesearch instrument yields consistent results
after repeated trials. Reliability ensures thatehie a precision with which data is collected.
If the same results are gained time after timematter how many times you conduct a piece
of research, this suggests that the data collestedliable (Hesse-Biber, 2010). Hence in
order to establish the reliability of the NodeXLfts@re as research instrument, pilot study
was carried out a using his workmates social mddta. The findings the pilot study were
affirmative and supported the effectiveness, rdltgtand validity of this methodology. An

excerpt of pilot study findings are shown in apgees Il to V.

3.7 Data Collection Procedure

NodeXL is standard Social Network Analysis softwtrat helps in analysing and outlining a
general social network at a glance, detection anthér examination. The software employs

automated algorithms that iterates on a numbetepisscommencing from mining data from
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selected social media site, generates results nm fof visualizations and other related

metrics. It also lets novel users to speedily poedimportant network statistics such as
degree and cluster metrics as well as use of dpesial charts using the Excel spreadsheet
environment. Easy to comprehend separating andtauapdisplay characteristics can be

employed to draw attention to crucial structuresetworks easily.

NodeXL also assist in the investigation of the stelé social media with import properties
that mine social network data from a variety ofadegpositories such as individual emalil
archive or database or from popular social medessich as Twitter or Facebook. Moreover,

other NodeXL can also obtain data imported as @3l, or GraphML files.

3.8 Data Analysis

The data from the selected popular social medi#fgoias were collected, cleaned and
analysed using NodeXL software and findings suclwoek statistics metrics and
visualizations generated. Many of these standaildmeasures were mapped to a variety of
network display characteristics. Furthermore, Nddexiery was configured to request an
“edge” to describe the connection between socediemnodes which is created whenever
they follow, reply or mention one another. The GettNewman-Moore clustering algorithm

was employed to create sub-groups from the largeulation.

An exclusive report in where all the actors in slogial network come into view as soon as it
is generated too in a separate “vertices”. In tuatext, a “vertex” refers to a node that
constitutes a network structure. The network metmeported a variety of attributes
concerning the place and link pattern of very nadede the bigger network. “Degree”
indicated the count of all unique connections easdr has, whereas in-degree or out-degree

reports the number of connections to and from eweoge. Other metrics such as
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betweenness, Closeness, Eigenvector Centralitids paige rank was also is generated.
Nevertheless, clustering coefficient which detemsimow densely associated every node’s
associates are related to each other was depigtedimlizing it in the using other modest

sized network graphs that reports only the paiicuiode and the ties in the midst other

immediate connections.

3.9Ethical Considerations
All respondents involved in the study were assufecbonfidentiality of the information they
gave. The researcher duly informed them that infdion gathered during the study was to

be used exclusively for academic purposes only.
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CHAPTER FOUR

DATA ANALYSIS, PRESENTATION AND DISCUSSION
4.1 Introduction

This chapter gives an analysis and interpretatioth® research findings of the egocentric
online social media users. From the initial see@4fespondents selected for the study, the
social network expanded exponentially to 29295 dkwerthree months of study. The analysis
was done with particular reference to the threeifipeaforementioned research objectives of
the study using Social network analysis. The figdinvere used in the explanation of the

results and in suggestion of the recommendations.

As mentioned earlier, the social network analysisedon the data mined from the selected
study participants was done using NodeXL Versio®.11373. It computes statistics for
individual vertices which are then used for viszaiion and also calculates graph metrics
that help explains the visualizations results. &semce therefore, NodeXL was chosen
because it provides a variety of display prefersrioespecify the outlook of individual edges
(connections or relationshipsand nodesréspondengsand ultimately the entire network

layout.

4.2 Unearthing Key Social Network Actors Using Visalizations and Clusters

NodeXL was employed by the researcher in the aisalgs visualize and identify subgroups
(clusters), generate set of graph metrics usiagous actors’ interactions using either force
directed algorithms such as Harel- Koren fast racdtie or Fruchterman —Reingold or using
geometrical algorithms such as spiral, verticaig,ghorizontal or circle. Therefore, social
networks was depicted differently over time duestouctural changes as a result of increase

or decrease of network membership
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In essence, ties between actors was analysed andlized using various social network

analysis metrics.

The researcher employed the use of visualizatiahcunsters so as to aid in focusing and
identifying individual nodes that exhibit importanetwork properties to the rest of the
network. Use of network visualizations is cruclacause it reveals patterns that are

otherwise invisible by other means of analysigwgestigations of a network setup.

4.2.1 Egocentric Seed Network

Figure 4.1 depicts the egocentric network of thedseactor whose pseudo-name was
“samsonpeter9252'tilis name has been by truncated as “sams~"in thisl\s) is visualized
and positioned at the epicentre of the social n&twbhe seed actor’s initial connections to
the selected respondents are illustrated by tloavarpointing outwards and inwards the main
or seed node. Hence it is a directed graph. Thehtgaertices were grouped by cluster using
the Clauset-Newman-Moore cluster algorithm while ¢gmaph was laid out using the Harel-
Koren Fast Multiscale layout algorithm. The findsnijustrates that at a 1-degree egocentric
network comprising of the initial 55 seed corresgences out of the targeted study sample

size of 94 from different selected universities.
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4.2.2 Identifying Communities

The visualizations result in Figure 4.2 shows h@spondents have regrouped themselves
into three distinct communities (labelled C1, C2 &B8). This is an important findings which
was achieved by employing the force directed allgoriin the visualization so that the
connected actors draw to every other while non-eoted actors are separated. This means
that the highly linked actors are drawn towards @p&entre of the graph. Evidentially, the
findings clearly portrays that in the three comntiesi detected, there is one main influential
node in each community. Their pseudo-names doe-(elodiel, wilf~(wilfredkipkos)and
deno~@enokisaka The results are closely related to study dop&taudt, Marrakchi and
Meyerhenke (2014) on detecting communities. In eamhmunity, the primary distributors

of information were identified. In conformity, Yangiu and Sageman (2006) underscores
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that identifying groups such as this assists actigee to quickly unearth the associated

criminals when a small number of suspicious characire known.

Markedly, in these aforementioned detected comnas)itespondent velo~ has the highest
degree centrality, followed by respondents wilfd @eno~ in that order. This means that
the three actors are not only powerful in the nekwbut it also shows that have great access
to information in their respective communities. $@dindings are in conformity with that of
Wu, Carleton and Davies (2014) which advises that terror network, investigators usually
go for actors with the highest degree centralityres because they are the most connected
and possibly the most influential nodes in theremetwork and that one can easily identify a
subgroup of a network communities that particutzaes belongs to by visually assessing the
links amongst network actors. In a rejoinder, Berliand Pedahzur (2011) stressed that
discovering the communities enables the investigato identify the various roles of the
nodes in the network such as leadership or brakedshow information flows in the entire

network.

Besides examining the roles of several membershefrtetwork, investigators ought to
concentrate on specific subgroups in order ftedirt particular duty. Usually, network
members come together with an obligation of acc@hipig their heinous acts and therefore
identifying the subgroups who are interconnectedlcc@nhance the chance of detectives
comprehending the intention of the entire netwdmkan investigation scenario, the objective
of identifying communities in a suspicious netwaskto detect their groups and social
structures they belong. In Faustand Fitzhugh (R@dial Network Analysis techniques
helps to comprehend network communities by mappie relations that link them as a

network and thereafter determine key players ouggand ties between the nodes.

82



. madmkah' aIredkTE ®
& amo254 infokfch @ . ® caeleyl al StE”E"'I-'nI'I a,a:.\.
T II' ® ?Dnsuf'emkmﬁ [ ] f‘x’ﬁkaL:' 'ancéll.f?‘l‘é:ﬁﬁ e
jac:lqrp.cmhm \; dclsmr .'II ; thisi; i haracimbam_;l ‘ 3 o .’/J'D” yhrio

bﬂhm"mré“ é Id 'S'GIE_'!‘*:: ® willamsruto~__ kﬁ”g“gj;”‘:‘ \ |€‘§ ﬁﬁlcpmnmaina k‘nlkenga
edwardom % = josamu264 g, . \. |t|ch,c,r‘<edv g
K%ﬂ “"'”'alﬁngat'i ® i Ja'}-e—-da”'m%uq- 2 ? L NerdPPBrEsmusyegon

& E g& 5Lrter nathan @ @ Mentions — == r\?g‘::gtt:‘ljnd

gldeonmnks Q%"%-

-winny_waunit nﬂn’ﬂs i
'“—x’rﬁa aaﬂ‘m" Juﬂe»huapﬁi‘ﬁ f \Lﬁt £

\.\ql{redhpkonmugﬂbp ) ah I'ChIJ' phockal

|mmhul|1ussa|n .

b M tﬁ "‘Ebh CI.MI'IC- ~@
_mumbuza = rorvicior -~ o = |Ifx
©__pfeniions itsloftus ancamratc angrawlings41
- stefanifﬂﬂ%w — Menti % leaku asm,us na‘rH u'lngﬂ—n 3
myron_rotich ﬁ\:j. 3 ek, = zerenawiliams - %
=TT . ;nnahmechw Imoc
?M . i -"'.'-_ J’ tech _insyders L] Jotewd‘ \m \. i
A ! syd & / : &
3 L % X I | PR K i - . jessy 3r‘].E ‘ l 'I -n #nmhufhplﬁr,_
m . ¥ = = l‘a{ t o '--.‘
piciohy -ﬂn{iﬁdﬁ: % - %’5‘.. ‘ Ayumail § . mr':umk‘;
CQ ;‘% ‘%%. CDGEOD' it=chebomwo ; ,C‘ [LFITeg F'IE\""'JI' jesaﬂg_ o
g 3 % . B -f‘ / fﬂ’% d‘unsluemnu:u T L.
g % h" A allanmasmdelu ~u kenmulkdhebil
"“mdkﬁ'ﬁ.a nyamm TR . Fon.. SexBl M- oliver323566
3 e smunh ® nivkenya,y findaiohnian — F A F
@ f . T ¥ pmnrasly ® & Fallows —— == ‘,‘;':J‘_‘E_‘_’“lo dawd_pmnee:—-
basledd? nas_wenanyana | \ brian_| EmcksonSEEEGGB? ,!n\;m\—: denolusaka Fo'ffwg ___peoedmns
1 / [ \ __dishonigariura @p"‘ i \ h—\"“*.
. | | 1 . - ‘( L} !
|amqueenlahfah | N & alekeenb dianamakatiani o L victor_kiteki~ fmSUﬂﬂEtEFBQEQ
mtamlammuun polycarp609 feliodercd ianfgnzid kuceps_official
C
!

Ci

Figure 4.2: Identifying Communities and their Main Actors

SourcelResearch data (2017)

4.2.3 Community Densities

The findings in Figure 4.3 shows varying densibésix communities or subgroups densely

connected in one network, each identified by latmlings D1 to D6. Necessitated by the

need to portray the insight phenomenal of how mfation visually diffuses amongst the

actors in the network, researcher employed the Wdaksurumi algorithm to generate the

network densities of the detected communities. Ailar approach was employed by

Waskiewicz (2012). The research findings indicateat as the size of the network
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exponentially increased over time, the densityhefietwork expanded but not uniformly for

each community.

More specifically, the study results in Figure 4e%ealed that relationship or links exist
between the detected communities. Notably, theitlenef D2, D3 and D6 communities are
visually more or less equal which implies that memsbof these three aforementioned
communities communicate more frequently about anes) they are all familiar with and
probably know one another most. However, the degnisitslightly higher for the D1

community in the entire network and visibly hasoa@ with the high degree centrality score.

Borrowing from Krebs (2002), a dense cluster havingerous interactions is suspicious and
warrants investigations to unearth or discover mgicemation about the group. Last but not
least, the D4 and D5 community members are scdteard also depicted the least density in
the whole network. These results closely relatebhaostudy done by Staudt, Marrakchi and
Meyerhenke (2014) on community detection in quégtevealing structures or patterns of
interactions between nodes in a network. Furtheemibre findings conforms with (Hansen,
Shneiderman & Smith, 2011) comparative analysisdetermining communities that are
highly related or sparsely connected. Density iwetrelps to predict the flow of information
between nodes of a given network and it indica®dgeneousness of a community and
nodes’ interactions with one another (Martino & &po2006). By employ the density
measure, detectives are able to a holistic undelistg structure of the entire network under

scrutiny.

84



m

4

Figure 4.3: Network Density Isolation
SourcelResearch data (2017)

Therefore, the visualization of network communigndities has not only helped to portray
the interconnections of individuals and subgroups isocial network, but also it has also
aided to expose communities who possibly domisateral ranks in the network are likely
to be influential or close and bonded than otherthe network. These illustrations concurs
with Mulazzani, Huber and Weippl (2012) that vispafions can be a very effective tool in
law enforcement agencies investigating socialvogts because it enables them understand
the behaviour of social media users and they cadigir criminal activities by monitoring
connections between suspects, understand the dgmasuch as discovering the leaders,
followers and new individuals being integrated iatgroup. The techniques of detecting and
identifying communities helps to know groups of esdlensely connected than other in the

entire network (Tayebi & Glasser, 2016). In a nej&r, Faust, K. (2006) outlined that the
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density of a network is proportional to the proleabumber of connections in that network.
A conspicuously dense community is susceptibleexpibsed to law enforcement officers for
further scrutiny and identification of the main @st who are most likely to be the leaders of

a particular cohort of felons (Xu, Marshall, Ka&&#&hen, 2004).

4.2.4 Detecting Clusters of Communities

Figure 4.4 shows the generated visualizations tesilsix distinct interconnected clusters
equivalent to the number of network communititee (clusters are labelled S1 to)S&he
size of the visuals indicates how active a nodenishe cluster or the entire network.
Evidently, S4 community cluster density is the lgihand its members are seemingly well
connected and active too, hence the tight bondisgals. Voigt, Hinz and Jansen (2013)
outlined that the characteristics of clusters prgsg high density scores are usually
attributed to few interrelated or connected nodée. cluster labelled S6 is the second highly
active group in the network although it slightlyattered to vaguely overlap S5 cluster in the
network. Except for one isolated member, all memlwd#rS3 cluster are dependent on one
actor who connects them to the rest of others énrtetwork. By employing such Social
Network Analysis visualization techniques, thereaipossibility to detect clusters, identify
the most important actors and their roles and unweractions between nodes (Mena,
2003). The findings can be related to Hoppe anitcidRe(2010) observation that clustering
helps to unearth important communities of a netwbdt were not known previously. This
was corroborated by Xet al (2004) in cluster analysis as a way of detectiog anly

network subgroups but also the central actors amdthey interact with other communities.

If a network community depicts a strong connectietween its members, then it can aid to

know the associates that belong to that network neonity Krebs (2002). This way,
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detectives can narrow down the list of suspiciousracters under investigation. Moreover,
identification of gatekeepers connecting to a paléir subgroup (community) is also
important in unearthing specific dubious character&hu, Watts and Chen (2010), network
clustering helpgdetectivesto narrow down their investigations to a specifubgroup or

community.

Figure 4.4: Clustering Network Communities
SourceResearch data (2017)

4.2.5 Degree Centrality Distributions

Betweenness Centrality Visualizations

Figure 4.5 shows the corresponding degree distobsiof the network actors under study. It
clearly illustrates that actor wilf~ has highesgaee and betweenness centrality and therefore
is the most influential person in the entire networhis implies that respondent wilf~

probably knows what is going on in multiples soc@lsters of the entire network.
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Identifying the actors with the highest betweennessrality in a suspicious network helps
detectives to focus their attention and resouncgsofoundly investigating those nodes in the

entire network (Kirchner & Gade, 2011).

The research findings further portrays that respahavilf~ act as gatekeeper by connecting
the cluster that he belongs to the entire netwakabse communications emanating from
other clusters from the rest of entire network npesds through him. This means that actor
wilf~ is capable of influencing the entire netwdslit he is more susceptible to detection.
Besides node wilf~ other actors namely 2279837e#i26dvelo~, nico~, deno~ and kiptal~
scored considerably higher degree and betweenmsgsalities after wilf~ from second to
sixth positions respectively in the entire netwbikK first in their clusters. This implies that
these main actors are leaders or hubs of theirectisp subgroups in the social network.
Intuitively therefore, the six actors act as intedmaries in their network subgroups because
information must flow through them. The findingsncars with advice of Xu, Marshall,
Kaza and Chen (2004) that while carrying out amestigation, one needs to know which
nodes other actors have to connect to in ordénkao the entire network and gather other
valuable leading information. Nodes acting as deglto their subgroups create structural
holes which help investigators to easily detea@rfds of the influential nodes (Hanneman &

Riddle, 2005).

Boundary Spanners Visualizations

It was also necessary to establish the boundamyngpa in the network. By doing so, the
researcher was able to know the actors that corsasetral other clusters as this will imply
that they are more central in the entire networ&cakdingly, Figure 4.5 further reveals the

boundary spanners as actors wilf~, 2279837eb26d4#d;-, nico~, deno~ and kiptal~ who
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bridge their respective clusters and thereforestragegically placed to get information from
other clusters. Furthermore, these actors aretabigegrate concepts and information from
other clusters. The results are closely consistgtit Long, Cunningham and Braithwaite
(2013) that the boundary spanners act as condunfaination flow between network nodes

or individuals who cannot communicate directly avé no or little trust to each other.

[
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Figure 4.5: Degree Distributions
SourcelResearch data (2017)

Closeness Centrality Visualizations

Figure 4.5 visualization results also indicateg #wors sams~,wilf~, deno~, velo~, kipatal~,
ntvk~ and 2279837eb26d4al had almost equal anitbsipattern of closeness centrality
measures in the entire network. Connections wittheschaving high closeness scores when
put together with nodes having low degree cenyrabiiues can have indirectly impact on the

behaviour of the other nodes in that network (Wiasaa & Faust, 1994). This implies that
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the aforementioned respondents were highly conddotether individuals in the network. It
is important to note that the thicker the edgehtigher the frequency interaction between any

given actors in a network.

Regarding structural similarity, the researchezrafited to depict and find actors who are linked
to more other nodes connected to the influentitdraa the network. This implies that if two or
more actors have similar friends, then this implieat all of them are friends in real world.
Actors 2279837eb26d4al, velo~, nico~, deno~ and kiptals Wand to have structural
similarity because they largely share a numberrighfls as shown by the edges in the
diagram and also they are leaders of their resmeatiusters too. This agrees with
McPherson, Smith-Lovin & Cook (2001) similarity ids interconnections between nodes

with structuralsimilarity.

4.2.6 Information Flow between Network Actors

It was also imperative for the researcher to vigudepict how information flows in a

network between actors/respondents under study.

Figure 4.6 was generated using geometric spirariggm. It clearly illustrates the flow of
information in the entire network between actorsit#e epicentre of the information flow is
the subgroup members labelled A3, spreading teekend layer. It is densely surrounded by
the Al subgroup members. This implication heréa the network members of both A1 and
A3 could be sharing similar information or have samterests with each other. The A2
subgroup members are somewhat spreading to theohthe communication flow of the
network and also found at the periphery of the caomcation labyrinth.The results

resonates with Nagl, Amos, Sewall and Petra@098) reasoning that nodes on the
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periphery receive very low centrality scores aace often connected to networks that are not
currently mapped but they are important links sitttey may be resource gatherers or
individuals with their own network outside theiolated group. These characteristics make

them very important resources for fresh information available inside their isolated group.

Equally significant is the A6 and A4 subgroups,uhlo a little blurred, they are also
similarly positioned at the hub of the communicatitow and spread heavily to the second
layer after epicentre to the periphery. Cluster i&3diminutively encircled halfway by
subgroup A6 which spreads heavily to periphery.sT¢tonforms with Arnaboldi, Conti,
Passarella and Pezzoni(2013) observation tleatrtnermost circle signifies a more stronger
social relations of the ego while the outermostleirare typified by fluctuating level of

friendliness (also called sympathy or active netignoups).
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Figure 4.6: Network Concentridnformation Flow
SourcelResearch data (2017)
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The A7 clusters, on the periphery of these visabss are the isolates in the
communication flowHeeding the advice of Granovetter (1973), thatitip@ortant channels
of communication to be closely monitored are thesothat are rarely utilized and usually

located at the network’s periphery, cluster A7 mermslelicits more scrutiny.

They seem to be recipient of the information frdme &ntire network or they only share
information specific to themselves and their indéseThis visualization results correlate with
Sharma and Strategy (2008) that although noddsegpdriphery have less interactions with
the entire network, they may be having links belthe network and as result they can be a

reservoir of new information.

Drawing and concluding from Figure 4.6 therefotasiapparently evident that Al, A3, A6
and A5 subgroups are the most influential actorr @thers in this network. This concurs
with Ferrara, De Meo, Catanese and Fiumara (20h4) by analysing the flow of
information pattern in a given network, one can aistte actors that play key role in a
criminal network or have connections to differemisters. Visualizing and identifying
subgroups of a network enables investigators t@watrrich information pertaining the
nodes, network recruitments paths, operational adaristics and patterns of flow of
information (Bonacich, 1972). Hence, an investigatn narrow down his/he probe to those

aforementioned subgroups to gather more valuabdenration and reveal their activities.

4.2.7 Network Communication Channels

The visualization results in Figure 4.7 shows thammels of communication between the
various subgroups of the entire network under stiMdyice that group one (denoted G1) and

some members of group 4 (G4) have two major comec@mnmunication links between
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themselves. This implies that some members in G& mvlly not be prominent in that cluster
knows each with the most influential member of Ghe two groups (G1 and G4) also share
some influential or common actor in cluster G5. ldwer, the influential node in G1 is

conspicuously in touch with periphery members obtdr G6. Noticeably, G1 has the most
members while G6 has the least. Nodes that areteldcaat the terminals of the

communication channels are likely to influence aothehereas those found in-between the
channels of communication paths are likely to lfermation conveyance belts (Waskiewicz,

2012).

In Figure 4.7 the findings also showed that nodegarious clusters frequently communicate
with actors within their clusters than with thosetside their clusters. By deriving such
information, investigators can easily identify ceive clusters and ultimately establish part of
the network where information moves faster and alduch cluster(s) closely keeps

information to themselves.
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Figure 4.7: Network Communication Channels
SourcelResearch data (2017)

4.2.8 Network Cliques

In quest of gaining deeper insight into the netwdHe researcher generated a complex
network visualization shown in Figure 4.8 depictimgv actors of a network over time, can
ultimately fragment into interesting groups calleliques. Thus Figure 4.8 shows the
visualization findings of network cliques generafemin the now complex network. Notice
that the network has now fragmented into subgrooipsliques (denoted as G1, G2,
G3,...... up to G23and each clique is labelled with the topics threguently discuss. The
Clauset-Newman-Moore grouping algorithm identifi@@ cliques within this network.

However, some cliques such as G1, G2, G3, G4 drdhave further but minute fragments
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within the respective cliques. These findings iatkcthe nodes in the entire network are
highly diverse. This implies that as time elapseswork users tend to slowly degenerate into
fragmented interactions and eventually form thewnocliques according the nature of

information exchanged between themselves as wéalta®sts.

Stemming from these findings, the results are ebest with Bonacich (1972) on the

painstaking examination of characteristics of saltues for homogeneous ideologies and
the strength of their cohesion with that netwakwell as how this influences the activities
and development of the unlawful network. This waych information can assist an

investigator to tell if they are still an healthgnamunication or leadership roles have been
changed and splinter groups emerged. Thus, théhgrag generated not only to depict the
number of cliques in the network but also to ugilthe visual properties to map the attributes

of the network showing the interaction of the ato

The network visualizations depicted in the findisgsfar discussed above, underscored how
important Social Network Analysis visualizations tis law enforcement agencies in
unearthing leading information from a large setlafa, which could otherwise been difficult
or impossible to tell using conventional methodsnekstigations. While backing up the use
of Social Network Analysis, Rahim, Amalina and Sulan (2015) emphasized that
visualisation methods are crucial because it hetimlars to comprehend social interaction
or patterns of online relations and who commungat&#h who more or less frequently.
Hence cannot comprehend the trends and conceptxiall networks without employing the

use of computerized visualizations as presentéadisrthesis.
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In an investigation scenario, the detectives otgltbncentrate their probe efforts to specific
actor under scrutiny then traverse the network lasy texamine for crucial leads.
Visualizations makes this investigation process mmdwrthright because it enables the

discovery of unknown interactions and relationsltijz exists between actors.

Social media network connections among Twitter users

Gl: i i gtinfokfcb  G3: askkirubi capitalfmkenya G6: africald G9: boni i G10: piersmorgan trump now  G11: carolinemutoko thank
mugokibati good kerfya kfcb gréat sunnysunwords archiVes gado kenya juliegi kenya fréechall bmunbounded book keny# thank LDl -one.kénya the
ckirubi one business people weareallkenyans join oday p

Figure 4.8 A 2.5 - degree Network Cliques
SourceResearch data (2017)

4.3 Identifying Significant Actors in a Network Using Centrality Metrics

Besides using visualisations to depict interespiatjerns of interactions between respondents

(actors) of the study, the researcher also emplagedocial Network Analysisnetrics as
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buttress of visualizations findings. In this sectiberefore, centrality measures which are be
used to identify crucial actors with the values addseness, betweenness, degree and
eigenvector centralities were computed and tabdilaiée network metrics generated has

been used to describe either whole network orispemdes within the network. It is also

important to note that the number of vertices etiges kept on growing over time.

4.3.1 Summary Statistics of One Degree Ego-centidetwork

Table 4.1 shows global information that summarides main actor’s initial seed network
mapped to Figure 4.1 in previous section. The figdiindicate that at 1-degree egocentric
network, there were 55 vertices having 66 uniqueneations (edges). The graph density of
the initial 1 degree egocentric network was 0.02&su implying that the initial dyadic
connection of initial seed respondents (actorghéthen main actor in this chapter , was

2.3% links to the rest of actors in that network.

This percentage does not only demonstrate theqpres# ties between actors, albeit low, but
it also shows that few actors in the entire netweeke in communication. It is also important
to note that the density values lies between O andvhere 0 means there was no
communication between actors. Thus network demsi/crucial ramifications for the actors

communicate.

Table 4.1:Graph Statistics of Initial se€ld DegreeEgocentric Network

Metrics Value

Vertices 55

Unique edges 66

Graph density 0.0232323232323232
Average Geodesic Distance | 1.927934

SourcelResearch data (2017)
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4.3.2 Summary Statistics of One Degree Ego-centidetwork

Table 4.2 demonstrates the overall results of garcded network from the initial seed of 55
vertices to 483 vertices in a directed graph. Nessgjlto pinpoint that the results clearly
indicates that there was no isolated vertices éndiitire network as exhibited by a score of
zero(0) of single vertex connected components. fiftaéngs indicates that the shortest path
between actors of this network had the value @fs4given by the maximum geodesic
distance (diameter) score, which is 0.8 shy abbeeaverage geodesic distance score of 3.2.
For instance, the shortest path between actor \aitfet actor deno~ is 4 hops. This implies
that connecting any two furthest actors in the oetwvould need 4 links. Other geodesic
distances between the rest of the actors in theanktis small. Just like density scores range,
modularity values also lies between 0 and 1. Inld 4?2, the results indicates the modularity
value of approximately 0.6, which implies that thetwork clusters were fairly separated

from each other in the network as shown by thealizations in the previous section.

The average geodesic distance score 3.2 in Tal@eaBove implies that the whole
community membership was slightly detached sugggghat the nodes in this network did
not know one another directly. This can be explaibg the fact that the actoneépondenis

in this network were from different geographicatdtions and perhaps initial connections
were through acquaintances or friend of a frieadi®s Nevertheless, the overall network
graph density score of 0.003 implies that vertieese loosely interconnected hence low
density, but high density at cluster level. Neeslle® say that the graph metrics was

calculatedusingNodeXL version 1.0.1.373.
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Table 4.2: Graph Statistics df.5 DegreeEgocentric Network

Graph Metric Value

Graph Type Directed
Vertices 483
Unique Edges 565
Edges With Duplicates 198
Total Edges 763
Self-Loops 22
Reciprocated Vertex Pair Ratio 0.15819209

Reciprocated Edge Ratio

0.273170732

Connected Components 1
Single-Vertex Connected Components 0
Maximum Vertices in a Connected Component 483
Maximum Edges in a Connected Component 763
Maximum Geodesic Distance (Diameter) 4
Average Geodesic Distance 3.15864
Graph Density 0.002641684
Modularity 0.52856
NodeXL Version 1.0.1.373

SourcelResearch data (2017)

Centrality Metrics

In quest of demonstrating how Social Network Analysn be used to identify the most
important actors in the network, the centrality mostwere computed for all actors in the
network. The centrality metric score was used émiily the importance of an actor in
network. centrality measures of an individual ineawork provides an idea the actor’s role in
that network and the connections between node®alethe general structure of the network

(Hopkins, 2010).

As mentioned in chapter two of this study, numercestrality metrics do exist. Wu,
Carleton and Davies (2014) underscored the impeeta centrality metrics to investigators
that it helps to identify key actors in a netwonkce it portrays how connected is that node is

to the whole network alongside other actors. Tayabd Glasser (2016) succinctly

99



highlighted that the objective of analysing thetcality measures of nodes is to establish the
key nodes in a given network in order to know tleputation, prominence or power in the
entire network. Generally the effective approach detectives is to investigate numerous
nodes with high centrality metric scores rathentfsmlating a lone actor (Borgatti, Everett,

& Johnson, 2013).

4.3.3. Degree Centrality

Table 4.3 shows the findings of degree centratityas of the top seven actors in the network
under studyDegree centrality was calculated to determine tlstnpopular actor in the
entire network having the most link&vidently, actor wilf~ has many direct contadtan
other actors hence he is the most connected acttinei entire network with a degree
centrality score of 196 which is almost twice te #entrality score of nico~ who is second
prominent actor in the network with a score of BBus wilf~ has the highest influence in this
network. The findings resonates with Berzinji, Kaad Rezine (2012) that an actor with
the highest degree centrality score is placed sdtadegic position and plays a focal role of
propagating information in the network. The possibbles of nodes with highest degree
centrality scores include controllers, plannerbrakers (Mainas, 2012).

Table 4.3: Top Eight Scores Actors for Degree Centralities

Vertex Degree
Wilfredkipkogei 196
Nicokoech 93
Velodiek 82
2279837eb26d4al 73
Denokisaka 54
Kiptalambrian 39
martha_kirika 9
Samsonpeter9252 7

SourcelResearch data (2017)
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4.3.4 Respondents Betweenness Centrality Scores

Table 4.4 shows the computed results of betweenregssality scores of the first seven(7)
respondents or actors in the network under stutdgs@& scores were computed in in order to
determine which actor in the network act as bridgeveen subgroups of the entire network.
As can be seen from Table 4.4, actor wilf~ has ésgjibetweenness centrality score of
69302.912, whereas actor Kiptala~ has the lease s1f013802.640. Other important bridge
and gatekeeper actors in this network worth memtgfrom the results include actors nico~
and velo~ among others because they form the sih@gréghways of communication in the
entire network. The findings therefore signifiesattiwilf~ is the most central actor with
respect to the communication to all other actorthenentire network. This conforms with
Xu, Marshall, Kaza and Chen (2004) that betwessientrality is useful for investigators
to understand the crucial nodes that other actoght to link in order to connect to the rest
of the network in quest of gathering invaluablediag information. Betweenness centrality
can be used to identify the actors that are eatitic the success of the suspicious network
and, in turn, redirect one’s attention and resesiron investigating these suspects with

crucial leads in social network (Kirchner & Gadel,2))

Table 4.4: Top Seven Scores Actors for Betweenness Celeralit

Vertex Betweenness
centralities

Wilfredkipkogei 69302.912
Nicokoech 37752.733
Velodiek 31198.671
2279837eb26d4al 27026.598
samsonpeter9252 22823.611
Denokisaka 19777.960
Kiptalambrian 13802.640

SourceResearch data (2017)
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4.3.5 Respondents Closeness Centrality Scores

Table 4.5 demonstrates the closeness centralitidseaop actors from the entire network.
The study results tabulated shows that the valudasieness centralities of a node to other
nodes is a uniform score of 0.001. These scorefrna with Denny (2014) that closeness
measure is sensitive to network size and is deiloigas the number of actors in the network.
There is a trade-off whenever nodes with high ¢less scores are connected with nodes
having low degree centrality scores (Wasserman &s£al994). This study outcome
specifies that network actors were not only elpdinked to each other but they were also
able reach or access one another in the netwoekjual steps. These closeness scores also
mean that the efficiency of broadcasting infornraiio the entire network was relatively low.
Kaye, Khatami, Metz and Proulx, (2014) observiedt the probable role that node(s)
scoring high closeness centrality scores is thateing an organizer because he/she can

quickly reach many other actors in the network.

Table 4.5: Top Seven Scores Actors for Closeness Centralitie

Vertex Closeness Centralities

Wilfredkipkogei 0.001
samsonpeter9252 0.001
Denokisaka 0.001
Velodiek 0.001
Kiptalambrian 0.001
Ntvkenya 0.001
brian_baclay 0.001

SourcelResearch data (2017)

4.3.6 Respondents Eigenvector Centrality Scores

Eigenvector centrality was computed to measureitflaences of an actor in the entire
network. Table 4.6 shows the results of eigenvectntralities for top seven actors.

Respondent Wilf~ tops the rank having a maximunemigctor value of 0.057. This implies
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wilf~ is the most influential and most popular acbecause he has the highest eigenvector
score in comparison to other actors in the netwdtks concurs with Wu, Carleton and
Davies, (2014) that eigenvalue centrality scorarokuggest that actor is placed at strategic
position in the network and therefore can be atuamitial person to his/her neighbouring
actors as well as being the focal player in thevagk. Notice that as opposed to the previous
centrality scores, actor deno~ has jumped upeilheer to second position with a score of a
score 0.013 at par with actor velo~. The achoign_ba~and2279837eb26d4al both have
the lowest score of 0.06, implying that are legkiemtial and less popular in  amongst the
top network important actors. This coincides witasserman and Faust (1994) that
connections with actors having high closeness soateen put together with nodes having
low degree centrality values can have indirect ichjpen the behaviour of the other nodes in

that network.

Table 4.6: Top Seven Scores Actors for Eigenvector Centesliti

Vertex Eigenvector Centralities
Wilfredkipkogei 0.057
Denokisaka 0.013
Velodiek 0.013
Kiptalambrian 0.009
samsonpeter9252 0.007
brian_baclay 0.006
2279837eb26d4al 0.006

SourcelResearch data (2017)

Centrality Metric Scores Summary

In summary, node wilf~ consistently scored highmiost centrality values whereas most
actors swapped positions in most categories. Biimg position overall in all centrality

measure values, respondent wilf~ implies thatshéhe strongest, popular and influential
actor in the entire network in comparison to th&t ki the network actors. In Wu, Carleton

and Davies (2014) stronger actors possess a fidibesty, power and influence, but their
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redundant connections cannot make them good brokensever, actors having fewer ties

are the most secure, although their capacities ats in accessing information.

4.3.7 Respondents PageRank Scores

In order to establish the actors’ centrality scomesg their connectivity in the weighted
subgroups of the network, the researcher empldyedgse of PageRank, which is a variant of
Eigenvector centrality measure. Presentation®iltg in Table 4.7 hitherto gives respondent
wilf~ a leading edge with a score of 81.686, fakal at a far distant with nico~ with a score
of 40.995. The results are clearly different frohatt of Eigenvector centralities. These
concurred witiNouh and Nurse (2015) recommendations that tip@itance of employing
PageRank metric is because it considers not belygtiantity of ties between actors as it is in
Eigenvector centrality, but it also takes into dadagtion the quality of such ties between
actors.It also confirmedKwak, Lee, Park and Moon (2010) findings thidgeRank is a
quality metric measure which identifies key actaons a network by determining its
importance based on the number of in-coming coimexto the node. In essence, PageRank
is said to be an algorithm of link analysis thategi number weights to each actor with an aim

of computing and evaluating their significancehe hetwork.

Table 4.7:PageRank

Vertex PageRank
Wilfredkipkogei 81.686
Nicokoech 40.995
Velodiek 33.346
2279837eb26d4al 29.795
Denokisaka 20.860
Kiptalambrian 15.584
martha_kirika 3.594
samsonpeter9252 2.595

SourcelResearch data (2017)
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4.3.8 Respondents Clustering Coefficient Scores

In contrast to measures of centralities, the resesrcomputed the clustering coefficient to
show how connected friends of main actors wereh& ego-neighbourhood. Interestingly,
unlike in previous centrality scores, the resulisTable 4.8 placed actors brian_ba~ and
itsdavid~ as top actors with a clustering coeffitief 1.00 apiece amongst many other actors.
This signifies that friends of actors brian_ba~d aitsdavid~ and other actors with similar
clustering coefficient scores knew each other vw&lirprisingly, the main actors of centrality
measures were nowhere to be seen near the toge afluktering coefficient results. More
specifically, actor wilf~ scored clustering coeféint value of 0.001, actor velo~ registered
0.05 and actor deno~ recored 0.016. The implinatib these findings is that friends of
actors like wilf~, velo~ or denok~ and othersingvow clustering coefficient scores, were

most likely not acquainted each other.

Table 4.8: Clustering Coefficient

Vertex Clustering Coefficient
brian_baclay 1.000
Itsdavidkyalo 1.000
Railaodinga 1.000
jave_dan 1.000
Umutkatirci 1.000
Mayo_austine 1.000
allanbiil 1.000
Ntvkenya 0.500
samsonpeter9252 0.333
Missbobo 0.333
Larrymadowo 0.333
Ukenyatta 0.333
Kiptalambrian 0.020
Denokisaka 0.016
Velodiek 0.005
Wilfredkipkogei 0.001
2279837eb26d4al 0.000

SourcelResearch data (2017)
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4.3.9 Respondents Reciprocated Vertex Pair Ratio &es

Table 4.9 shows an excerpt of the reciprocatecexgair ratio results. Recall that in Table
4.2, the overall network score for reciprocatedteserpair ratio was 0.15819209. It also
important to note that these results always oseiletween 0 and 1 such that if all edges are

connected, the score is 1 and O if the networlotsconnected.

Table 4.9: Reciprocated Vertex Pair Ratio

Vertex Reciprocated vertex
pair Ratio
Umutkatirci 1.000
mtukenl 1.000
sangrawlings419 1.000
Rugby_rep 1.000
Cephasteinzz 1.000
samsonpeter9252 0.857
brian_baclay 0.750
Itsdavidkyalo 0.500
Missbobo 0.333
martha_kirika 0.333
Denokisaka 0.269
Wilfredkipkogei 0.211
Kiptalambrian 0.205
Velodiek 0.113
2279837eb26d4al 0.096
Nicokoech 0.055

SourcelResearch data (2017)

4.3.10 Overall Graph Statistics of 2.5 -Degree Egentric Network

Table 4.10 above demonstrates results of 2.5 -deggework cliques as depicted previously
in Figure 4.8 visualization findings. Once agae vertices and edges have tremendously
increased from 483 to 29,295. These numbers dertbtegelationships between actors
around the ego. There were a lot of isolated nétsvas explained by single vertex connected
components score of 15 as supported graphicalfgrdiit cliques. The maximum geodesic

distance or diameter of the network increased woti7 a slight increase of its average to of
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approximately 3.5. The results closely relates Dwijn (2016) observation that a high
geodesic distance scores between nodes meansftratation flows faster in the netwark
Moreover, the overall network graph density score of 6.113EH3dicated that actors’
interconnections were quite scattered in the dgtio# the network but there was a high
density at the network cliques. It also denotes ithdhat network, each actor has almost 6

other actors connected to him/her.

Table 4.10:Overall Graph Statistics Final5 -DegreeEgocentric Network

Graph Type Directed

Vertices 29295
Unique Edges 39202
Edges With Duplicates 129975
Total Edges 169177
Number of Edge Types 4
Mentions 90361
Tweet 32817
Replies to 31406
Follows 14593
Self-Loops 32817

Reciprocated Vertex Pair Ratio
Reciprocated Edge Ratio

0.174827524
0.297622452

Connected Components 16
Single-Vertex Connected Components 15
Maximum Vertices in a Connected Component 29280
Maximum Edges in a Connected Component 168997
Maximum Geodesic Distance (Diameter) 7
Average Geodesic Distance 3.453219
Graph Density 6.11174E-05
Modularity 0.203981
NodeXL Version 1.0.1.373

SourcelResearch data (2017)
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4.3.11 Respondents In and Out —Degree Centrality 8ies

Figure 4.9 shows the results of degree centraliEse specifically, it depicts and tabulates

the findings of in-degree and out-degree centesliof the network actors for 2.5 degree
egocentric network shown in Figure 4.8. The maximuordegree score was 1828 recorded
against actor safari~. This implies that the actmeived the highest attention from other
actors. On the other hand, the maximum out-degabgewvas 2121 recorded against actor
koinang~ suggesting that this actor interacted rbgssending out the most information to

other actors in the network. Nodes scoring higliegree centrality scores signifies high

reputation and on the other hand, nodes with highdegree centrality scores implies that
they are influential (Mainas, 2012). In an invgative scenario, Sparrow (1991), advices
detectives to identify nodes that play importakésand remove them so as to immobilize a

suspected criminal network.
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Minimum Out-Degree 0

Maximum Out-Degree 2121
Average Out-Degree 1.825
Median Out-Degree 0.000

Figure 4.9: In and Out Degree Centralities &f5 -DegreeEgocentric Network
SourcelResearch data (2017)

4.3.12 Respondents Summary Betweenness Centrali§cores

Figure 4.10 demonstrates the findings of 2.5 degmentric betweenness centrality. The
maximum score 148196529.709, a value recorded sigaictor sams~ in the network.
Therefore, the research concluded that actor sdmggrbetweenness centrality score made
him a controller and an information bridge of tleeial links between actors of the entire
network. Nevertheless, the maximum score of betness centrality gave, study hinted a
possible existence of a connection on geodesicdmtvactor sams~ and any other node in
the network. According to Johansson and Tenggrédl5R a node with the highest
betweenness centrality is a threat if that nodeetmw cease to exist from the network

because interaction will disappear in that netwadtlof a sudden too.
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Maximum Betweenness Centrality 148196529.709
Average Betweenness Centrality 71794.481
Median Betweenness Centrality 0.000

Figure 4.10: Betweeness Centrality @f5 -DegreeEgocentric Network
SourcelResearch data (2017)
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4.3.13 Respondents Summary Closeness Centrality $&®

The closeness centrality results in Figure 4.11steged an average closeness of an actor to
other actors was a score of 0.00, a similar regalitss maximum and minimum closeness
centralities. The inference drawn from these resigltthat there was slow communication
between actors of this network and probably allnbdes were not in a position to observe
information flow in the network. Another implicatiofor the results is that since the
maximum or average closeness score is the samssactben it was somehow difficult to
propagate information. This agrees widlolfansson and Tenggren, 2015) timaaetor with a
highest closeness centrality score can easilylate information throughout the network
than a node with a smaller scoreaiminvestigation scenario, a node with high betwess

is likely to be aware of what is going on in mukésocial circles and has as great influence

over what flows and does not in the network.
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Figure 4.11:Closeness Centrality d2.5 -DegreeEgocentric Network
SourcelResearch data (2017)
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4.3.14 Respondents Summary Eigenvector CentralitycBres

The findings in Figure 4.12 shows the maximum ewgetor centrality value for the 2.5-
degree egocentric network was 0.03 recorded agespbndent mugoki~. This means that
actor mugoki~ is connected with other well conngat®des of the network because the
eigenvector centrality metrics put into considenatithe degree centralities of the node
together with those that the node connect$itting connected to a prominent node is far

much better than getting connected to a lonelyrgétansen, Shneiderman & Smith, 2011)
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Minimum Eigenvector Centrality 0.000
Maximum Eigenvector Centrality 0.003
Average Eigenvector Centrality 0.000
Median Eigenvector Centrality 0.000

Figure 4.12: Eigenvector Centrality oR.5 -DegreeEgocentric Network
SourcelResearch data (2017)

4.3.15 Respondents Summary Clustering CoefficientScores

Figure 4.13 shows the clustering coefficient scofeego- neighbourhood of the entire
network. The findings reported a maximum clusteroggfficient of 1.00 and minimum
clustering coefficient of 0.00. The implication dfe results indicate that whereas some
friends of other actors knew one another, otheoracfriends were totally not acquainted
with one another. This concurs with Johansson Tardygren (2015) that if one’s alters are

familiar to one another, then that actor will havéigh clustering coefficient score and the
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opposite is true (Johansson & Tenggren, 2015)st€tung coefficient is applicable to both a
single node or the entire network. According toydla and Glasser (2016) advises that

detectives can establish who main actors of thevork&t are and then start probing

profoundly.
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Figure 4.13: Clustering Coefficient of2.5 -DegreeEgocentric Network
SourcelResearch data (2017)

4.4 Demographic and Other Related Information of Scal Media Users

In this section, the researcher used the backgrodadnation of the actors who scored high
centralities scores to demonstrate how differenigeaof intelligence information can be
harvested from social media users. This informatiam be harvested directly or using traces

the actors leave as they traverse the variouslsoeidia platforms.

4.4.1 Demographic and Related Information

In order to demonstrate how social media user'«dracind information can be invaluable

tools that are able to give a leading intelliget@wenvestigators, the researcher sampled the
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social media account details of actors who were regsibthe top seven (7) in network

centrality scores.

Figure 4.14 depicts the facebook profile of the smadhose pseudoname was Nicoko~. The
picture reveals that the actor has an attachmemiptarticular institution of higher learning as
shown by the inset picture. Another point we cadude about this actor is that the use of an
image similar to that of virgin Mary as used by Beman catholic church. The presumption
here is that the actor is more likely to be sulieg to Christian doctrines, notably a
Catholic by faith. This corroborates with Hudail®12) that when creating a social account
a lot of social networks persuade users to disclbsir vital primary information such their
dates of birth, contacts, or place of residence sduite amazing to realize the magnitude
and particulars of the individual’'s information amber of social media users give, and

wonder about how clued-up this information divutpare.
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Figure 4.14:Nicoko~ Facebook Profile Picture
SourcelResearch data (2017)
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Moreover, the researcher also took an extra lendlstudied actor Nicoko~ twitter profile
picture and other details. As shown in Figure 4i¥btter micro-blog did not reveal a lot
about the node in question. Nonetheless, Figurg didplays crucial information about the
actor. The information that was extracted includeairthis actor likes discussing about as
exhibited in his tweet dated Februaf§; 2017. The same actor also has tweeted 34 tintes an
few follows but hefollows a lot of other social media users. This meansttietctor is less

likely to be a leader of many as supported by thalver of hisfollowersandlikes
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Figure 4.15:Nicoko~ Twitter Profile Picture

SourceResearch data (2017)

Figure 4.15 portrays an overview profile informatibelonging to Nicoko~. The profile
evidently reveals the actor’'s important informatwhich comprise of phone number, date of
birth and the city he lives in. From the date othhiwe can infer that the actor is a teenager.
The findings closely relates to Golbeck (2015} thiadividuals using online social media

platforms create and paint their online identificat
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About

I Overview

Figure 4.16: Nicoko~ About Facebook Information
SourcelResearch data (2017)

As a furtherance of actor Nicoko~ ‘s profile, ttentact and basic information revealed his

gender as male teenager as depicted in Figure. 4.1

oreo

Contact and basic infa
7 Fabruary 19655

Felenhin

Figure 4.17:Nicoko~ Facebook Contacts and Basic Information
SourcelResearch data (2017)

Figure 4.18 shows the actor wilf~ profile pictutbg pictures has been concealed security
reason3. Nevertheless, the profile picture of this adwm@a milestone intelligence lead for

investigators as this will enable them know whomytare probing.
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Figure 4.18: Wilf~ Facebook Profile Picture
SourcelResearch data (2017)

From Figure 4.19 shows the Twitter profile pageaofor wilf~ which was extracted and
examined by the researcher. The Profile page revegbortant information that can aid
investigators about the actor. More specificallyg actor revealed much information such as
his real photograph, his professional inclination daily basis and the date he joined the
micro-blogging site twitter. Moreover, the numbérfalowers and tweets also explains why
this actor was quite influential as demonstratedh@yhighest centrality metric scores he had
elsewhere in this thesis. Yang, Liu and Sagem@0gRadvises that a good investigation
process is to start from some known actor, scazgitihe links he/she has with other actors
and of some crucial relationship is revealed, drahta detective can follow that lead and
continue with expansion of the associates untitucial connection is unearthed between

actors who seemed unrelated in the first instance.
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Figure 4.19: Wilf~ Twitter Profile Picture
SourcelResearch data (2017)

Figure 4.20 displays more profile information ab@agtor wilf~. On examining profile
overview of this actor, the researcher discovemsdluable information such as date of birth,
where university he attended, the course he delcitly he lives, two sets of mobile numbers

and the number of his family members.
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Figure 4.20: Wilf~ Facebook Overview Information
SourceResearch data (2017)

Last but not least, the researcher scrutinizedl&meographic details of the third important

actor whose pseudo-name was velo~. From Figute drizavelling the profile picture alone
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reveals that the actor is most likely to be a fiermath a taste of fashion trends as depicted

by display of shoes and some clothes.
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Figure 4.21:Velo~ Facebook Profile Picture
SourcelResearch data (2017)

Actor velo~ twitter profile page continued elictirthe researcher’s attention in obtaining
more information about her. As can be shown in Fegu22, the actor reveals her likely true
picture concealed for security and study ethics reaya@rsl her likely real name is also
posted here. Rice and Parkin (2016) advices thtdctves can use the social media for

investigating criminal activities either as reaetw proactive means.
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Figure 4.22:Velo~ Twitter Profile Picture
SourcelResearch data (2017)

A background check of actor velo~ revealed addiianformation about her. The date of

birth, the current city where she lives in and tméversity she attended are freely harvested
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from Figure 4.23. Nouh and Nurse (2015) advidest tactors whose having similar
attributes such as date of birth, tribe or religidaackground are likely to be vital creating

network ties and co-offending.

About

Overview -
| Self-employed 16 January 1999

@ Studied at University of Fort Hare
Lives in Nairobi, Kenya

It's complicated

Figure 4.23:Velo~ Facebook Profile Information
SourcelResearch data (2017)

The findings above demonstrate how myriad of infation about specific targeted online
actors can be harvested to a point of revealingriine identify. The above results concurs
with Flynn (2002) reflection that nodes or clusteen easily be identified using profile
information such as date of birth, names, phonebsus) education or work history among
other crucial leads. In a rejoinder, Sparrow (198thtes that individuals on various social
media platforms can divulge their true online idignby leaving vital leads or traces about

themselves either knowingly or unknowingly.

4.4.2 Social Links and Acquaintances
In this section, the researcher extracted vitabrimiation from actors that can be used help
investigators know how to probe and understanchtides being investigated and whom the

node associates with. Waskiewicz (2012) concurh tie research topic of this thesis that
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the investigation of ego-network entails the precetprobing of a particular node in that
specific network as well as all the actors the n@mleonnected to. This way, the study
analysed the connections and associations of féevsawho sored highly in both centrality
metrics and visualizations. Using the advice of &lbd2014) that Facebook account holders
have been known to easily consent to friendshiptations from other strange users just
because each has numerous friends in a circlegi®archer circumvented with this idea and

obtain wealthy information for investigators.

The researcher practically tested the old ad&j@W me your friends and | will tell you who
you aré, to reveal crucial information the selected astof high centrality measures. Figure
4.24 exhibits twitter followers of actor Nicoko~igHollowers are likely to be football fans
implying that the actor is also a football fanat@ne of his friends seems to be a reggae
music fan too. The attributes of a particular nadea cluster or not so crucial than their
connections or the associations between the nodbsmwhe network (Berzinji, Kaati &

Rezine, 2012).
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Figure 4.24 :Nicoko~ Twitter Followers
SourcelResearch data (2017)
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From Figure 4.25, Nicoko~ has 69 friends. A cuysloiok at these friends divulges more
about the kind of individuals that Nicoko~ assaesatvith. A good number of his friends
seems to be influential given the number of frietieksy have. For instance, two of his friends
have 302 and 1,276 friends respectively. Intuitivéherefore, Nicoko~ seems to be
associated or has good rapport with celebrities samlor people of various institutions.
Semitsu (2011) opined that knowing the individualat a node in question associates with
can easily help the detectives to know the amistiti,e node has and this ease their
investigative efforts in gathering important and/id information that is linked to the
individuals under investigation. This agrees wig@man (2004) that when investigating a
particular node on social media, one ought to eramelationships which comprise of

friends, relatives, clerics, acquaintance(s) s&eacher(s).

Al friends ©o  Mutual friends  Recently added  People you may know  Following

+" Frignds

Figure 4.25 :Nicoko~ Facebook Friends
SourcelResearch data (2017)

Figure 4.26 shows the number of Facebook on acilbr wrofile friends page. Respondent

wilf~ whose centrality metrics and visualizatioroes were majorly the highest amongst
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the actors/ respondents of the network, apparetitlhemerges to maintain the same status.
Evidently actor wilf~ has 1449 friends to his Faoek account, almost 30% of the maximum
5,000 friends that Facebook allows. This actotamelly has a lot of individuals interested in
him. Some category of his friends seems to be hgldenior positions in various institutions
as exhibited by profile briefs. Knowing the persame associates with can easily help the
detectives to know the ambitions the node has dinchately use little efforts to gather
crucial information that is linked to the nodes entchvestigation (Semitsu, 2011). Kunkle
(2012) accentuated that extreme ideologies canagaip throughout the various social
media platforms and probable criminals can intateewith persons with whom they have

the same school of thought whether they live insién@e locality or across the globe.
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Figure 4.26: Wilf~ Facebook friends
SourcelResearch data (2017)

Nevertheless, more important traces continued toalpeested from actor wilf~. In particular,

Figure 4.27 has a wealthy of pictorial leads to @amyestigator after this actor. He has
uploaded 28 photos from his mobile phone and 24gsheosted on his profile gallery among
other sections of his facebook account. An ingasdr would examine these photos and

deduce so many information about this actor. Fstaimce, these photos can tell us what kind
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of people actor wilf~ associates and hang arouitll. Whe detective can also get to know
and isolate individuals that appear most in thdsatgs. Furthermore, investigators can also
take keen interest on other actors wiii®@ or commenton the posted photos and the
frequency they do it. This way, they will get todw his true associates. This agrees with
advice of Miller (2011) that patterns of interacsobetween actors can be harvested from

phatic expressions such as likes, comments andspoiess social media account updates.

Photos

Phodos ol Wiltred  Willred's Pholos Albums

Lictile Uploads Prodile pichures Cimver phodos Tirneline Photos
Figure 4.27:Wilf~ Facebook Friends in Photos
SourcelResearch data (2017)

Golbeck (2015) succinctly states that any individusocial links and their online network
accounts irrespective how they were created wiiimaltely be visible on various social
media platforms either througbllowers or friends connected to one’s profile. However,
Krebs (2002) cautions that criminals usually do ogeate various new connections that is

external to their network and rarely activate tieher associates within the network

4.4.3 Mapping and Time Stamping Location Data.
In quest of demonstrating how more court readyatauiedia information can be gathered

pertaining the actor under investigation, the redea typified this concept by use of various
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available techniques of mapping and showing titaenps as well as locations data of the
actor(s). Therefore, the researcher illustrated hmwarvest information of the actors’ by
either checking and analysing their posts onlinbyoextracting embedded information that

are usually automatically fixed on photos that cae post.

Location Mapping

Figure 4.28 shows twitter profile page of actolove When creating an account with various
social media platforms, one is prompted to supply Ibbcation informationtough not
compulsory in some platformsOne way of getting such information is that mestial
media users knowingly or unknowingly supply locatinformation, making it easier to trace
where that actor hails from. Scrutinizing actororelpage carefully, one would clearly see

location on the bottom left, underneath the actpriile picture. The actor most likely hails

from Bomet, Kenya.
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Figure 4.28:Velo~ Twitter Profile Page
SourcelResearch data (2017)

Time Stamping

Besides location mapping, time stamp of posted agesswas also be extracted from the
actor's tweets/retweets or timeline. For instanice Figure 4.28, the actor retweeted a

message on February"8 2017 at 9:19PM. In Twitter, such time stamp igaoted by
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pointing at the date the message was tweeted weegtd. This concurs with Fraser (2008)
that timeline matching which entails the timestaropa be used to match the timelines of
different users, and to create an exact timelimexfoentire cluster of friends or even a larger
group which indicate where a person was and whanroaluable lead for investigators in

gathering crucial forensic evidence.

EXIF Metadata

In situations where actors failed to supply theication information on the social media

platforms they used to create their online accquhts researcher checked if they have ever
posted photos or similar graphical objects on tleiine social media platform accounts.
Figure 4.29 shows a concealed photo extracted &otor samso~ facebook account. This
way, photos will still provide its Exchangeable peaFile Format (EXIF) metadata showing
various important information such as Global Positcoordinates indicating the location
where the photo was taken as well as time and dateng other numerous crucial
information pertaining the gadget that was usedagature the said photo(s). Digital cameras
and smartphones automatically geotag pictures thighexact locations where the pictures

were taken (Fuscet al, 2010).

A
-
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=
=

Figure 4.29:Sams~ Facebook Photo
SourcelResearch data (2017)
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GPS Coordinates
Table 4.11 shows the GPS coordinates and otheahaunformation extracted from the

picture in Figure 4.5. The picture depicted wasithploaded to a free Onlif&xif viewer
which generated important results shown in Tabfe Zhe result gives auto-encoded GPS
location of where the picture was taken, the daié tame of when it was captured using
Apple iPad device. Particularly, the GPS coordisatenerated comprised of latitude,
longitude and altitude (i.eGPS Latitude = S 0° 10.21' 0", GPS Longitude = E 35.88' 0"
and GPS Altitude =1898.00mWhen interpreted, it means that Latitude is zgrees and
10.21 minutes to the South of the equator (denbtedero), longitude is 35 degrees and
57.88 minutes to the East of the Greenwich Meri@&hT) or longitude zero and altitude is
1898 meters above sea level. The findings coneiilsHanson (2011) that harvesting and
using embedded information contained in a graphatgéect like a photo or video can
provide crucial information about the location bat individual at that time as given by GPS
coordinates, same information will also serve aglence of where the individual was,
versus where he/she claims to have been at thatand date and possibly what he/she was
doing there. This concurred with Vicente, Frdeftini and Jensen (2011) that geotagging

can help in validating alibis or linking a nodegt@rime scene.

Table 4.11:Extracted Photo Exif Data

Exif data
Camera make Apple
Camera model iPad
Date/Time 2015/07/17 16:05:20
Resolution 1936 x 2592
Flash used No
Focal length 4.3mm (35mm equivalent 35mm
Exposure time 0.0034 s (1/296)
Aperture f/2.4
1SO equiv. 80

! hitp:/lwww.verexif.com/en/index.php
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Whitebalance Auto

Metering Mode Pattern
Exposure program (auto)
GPS Latitude S0210.21'0"
GPS Longitude E 35257.88' 0"
GPS Altitude 1898.00m

SourcelResearch data (2017)

Figure 4.30 depicts the location map generated therExif viewer to show the place where
the picture was taken from and other crucial detdihe Exif viewer results clearly shows
that the picture was taken in Nakuru, Kenya. THesings concurs with Fuscet al (2010)
observation that nowadays, smartphones and digédaieras are becoming helpful tools
because they automatically geotag and embed mataddocation information where the
photos were capture, including time and date. Tihesabove location related findings is
support by Zambri (2015) assertion that any updaok tagged photographs associated to a
particular individual suggests what that persore$) places he has visited, people he has

been with and activities they did together.
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Figure 4.30: Sams~ Place Where Picture was Taken
SourcelResearch data (2017)
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Extracting intelligence from Check-in details

Figure 4.31 shows actor wilf~ Facebook check-intaitlee The actor’'s check-in details
indicates to have visited Mombasa city on Novenif; 2016. In Investigating a particular
actor, a detective can also uSkeck- in if any, to locate exact location where thabac
was while posting his/her message(s). This way eeaily know where the actor in frequents
and his/her tastes. In gathering important foeresiidence about a particular suspect,
timestamps can be used to match timelines wherpdlson was and at what time (Fraser,
2008). Similarly, the second check-in informationeg a lead onto about the institution this
actor is affiliated with. An individual’s locatiorfsequented plays a big role in judging and

determining one’s behavioural patterns (Zambri,301

w, Check-ins
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Figure 4.31: wilf~ Facebook check-ins
SourceResearch data (2017)

The findings in section so far strongly confirnkdansen, Schneiderman and Smith (2011)
reflections that actors on social media indeedddashind innumerable traces of trails as
they traverse and connect with other individualsyvenfrom one place to another as they
become active online and using their digital devide capture images or any related
graphical objects. Similarly Murphy and Fonteci(2013) postulated that a court —ready

evidence harvested from social media includes lotitlimited to items such photographs,
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status updates, a person’s location at a certaie, tand direct communications to or from a

suspect’s social media account.

4.4.4 Behavioural Patterns

Figure 4.32 shows thiekespage of actor wilf~. There are 101 things that@frinterests to
this actor. More specifically, examining the exdtewp his facebooHlikes page reveals that
node wilf~ is fascinated with hacking as shown lbynber of items on mentioning hacking
related stuff. Thus, wilf~ is either a white or ¢tahat hacker of some sort. For an
investigator to reveal the insight information paring the behavioural patterns of actor(s)
being probed, several actors related activitieseviervested from the selected social media
platforms. Knowing what an individual likes, whdma/she interacts or frequently associates
with or places one visits at a given time of dayora given day of the week will definitely
help an investigator to unearth more informatiomwbthe behaviour of the actor(s) in
guestion. The findings agrees with Klerks (200} t detectives ought to target actors in the

network with a particular expertise in a givercgtine.
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Figure 4.32: Wilf~ Facebool.ikes
SourcelResearch data (2017)
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A similar Facebook page of respondent velo~ is adegiin Figure 4.33. This seemingly
indicates that this actor is a fashion fanatic. tAk items on this page are linked to vogue
related stuff. Therefore, this actor can easilyfdaend in fashion and design shops sampling
the latest arrivals. The findings closely relae8tadbury (2011) that a sequence of posted
contents, especially images can be analysed tearethe behaviour and activities of

individuals online as well as how they interacthwathers.

LIRSS
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1l Like iy Like

Figure 4.33:velo~ Facebookkes

SourcelResearch data (2017)
Figure 4.34 is a Facebook music page of actorder@n a cursory look of this page, one
would quickly understand that deno~ love hip hog grythm and blues musical genres. This
findings agrees with Zambri (2015) observationg thast online users’ behavioural patterns

can be inferred from what they like as a persoeiy fbreferred music, movies or games.
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Figure 4.34: Deno~ Facebooklusic Page
SourcelResearch data (2017)

In an attempt to demonstrate other side of someractmulti-faceted behavioural
inclinations, the researcher once more harveste® information about actor wilf~. As can
be seen in Figure 4.35, besides being a hacken, &df~ also likes sports, notably athletics.
This implies that perhaps he was once an athletee @s a part-time athlete, or he mingles in
social places with these sports men and women. ddim is also a football fan of Arsenal
team. These results agrees with PewResearch C@@te4) that as people connect, like,
follow, friend, reply, retweet, comment, tag, rateview, edit, update, and text one another
they form collections of connections. These setcohnections develops into network
formations that can be mined, investigated andréselts depicted using various ways and
techniques. The result can give a new understandinigto the structure, size, and key
positions in these networks. Sometimes, individugisre photos or videos which may

identify other hitherto unknown users whenever ttagy(Robbins, 2011).
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Figure 4.35 :wilf~ facebook sports

SourcelResearch data (2017)
4.4.5 Shared and Posted information
Figure 4.36 shows actor velo~ shared page tdrieeds. The page evidently displays brand
of clothes in a particular fashion design shopsTuost attracted a whooping 20,030 likes and
other 743 followers talking about it. Rice and Rarl2016) underscored that sometimes,
unscrupulous social media user can post informaimdime that act as a harbinger of his/her
intention, which if captured on time by investigatothey can intercept and prevent the act
from taking place. As a golden rule, speed is irafxe in gathering evidence immediately
after a crime has been committed to resolving ane&riln a social media platform for

instance, this information may comprise of harvestvhat is posted or shared.

Thus besides knowing the behavioural pattern afdltor, the posted information can enable
the investigator to better know what she does enéind with whom so as to reveal their
conducts on how they interact. The content thaplgeposts on their social media accounts
either inform of text, pictures or similar stufarc assist the investigators to know the actor
guestion better. This way, a detective will be ipogition to know the activities. This agrees
with Wright (2010) who underscored that postedt@red information can be a rich source

for forensics investigations because a simple itiy&son might entail viewing just the
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publicly-available text and images posted on aactspsocial page. The contents posted on
social media bears a seriously legal risk, regasdté¢ whether a poster is a genuine owner of
the account or a pseudo-account. Thus as manyidiudile increases in usage of online social
media, the content posted for the public domailypkavital function in investigations and
lawsuits. For instance, the content posted sugthatographs can be used as evidence in a

court of law.

5 i _ e Like Page

Figure 4.36: Velo~ Facebook shared Page
SourcelResearch data (2017)

Besides being a clothing fashion fanatic, actooveloticeably seems to be a reader of some
genre of particular story books. Such informatibow the actor in question is crucial to an

investigator in having intelligence of what typelitérature this actor reads.
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Figure 4.37:Velo~ Facebook Books Page
SourcelResearch data (2017)

Figure 4.38 shows Nico~ facebook timeline postarhe words accompanied with photos.
The posted message and its associated phatalcates that the kind of relationship
existing between the actor and one of the chaaatethese pictures is probably a romantic
one. Clearly, one individual appears in all ofegd photos. Some uploaded or tagged
photographs associated to a particular node oan lgnts on what that individual loves,
places he has visited, people he has been wittaetndties they did together (Vicen&t al,

2011).

In his insightful advice, Payne a<itéd in Rice & Parkin, 2016 underscored that
investigators ought to move with swiftness in eating information posted by the suspect
preferably earlier than when the crime is commitiEus reflects with Witnov (2011) claim
that most social media users knowingly or unknoWwingshare private content, such as
personal information or photographs, leaving al tfar investigators Social network
platforms is a fertile ground for all sorts ofrarnal acts given that platform is easy to use
and provide anonymity to the criminals. Most sociadia postings have been used in
litigation as a court ready evidence against tspected individuals who posted the contents

(Robbins, 2011)
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Figure 4.38:Nico~ facebook timeline post
SourcelResearch data (2017)

Last but not least, Figure 4.39 displays a seafomveets by actor sams~. The tweets plainly
appears to be inspirational in nature. Accordingjtys actor could be either a motivational
speaker a preacher of some sort and more likelyet@attached to some denominational
movement imbuing doctrines of virtue to its membérkis confirms Vercellone-Smith,

Jablokow and Friedel (2012) observation that masividuals like posting their daily

activities unwittingly which ultimately disclosédir behaviour and movements online. The
content of people's posts such as the text thetewnihat it says or the content of their
photos and videos, and the ratings they assigrbeancrucial lead investigators can find on
social media. Thus the content of the posts alwheye people detail their thoughts, feelings
and ideas reveals what they are doing, what they adaout, who they interact with, and why.
By looking at the content of the posts people as&ing, one can uncover a lot of leading

intelligence information about their actions. kwstance, by harvesting and analysing what
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one is posting, it can help law enforcement toceottrate their investigation on pivotal

nodes with negative influence on the network andlile to envisage their next moves.
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Figure 4.39:sams~ tweets
SourcelResearch data (2017)

In essence therefore, the information harvestedeabemonstrates how helpful information
posted or shared on social media platform can @ énforcement officers to track and
apprehend or disrupt an individual or group of wdiials planning or already executing
heinous acts. Regardless of whether sharing isdbreal or focused, every social media
technology allows for the spontaneous creation slmating of information (Williamson &

Ruming, 2015). In multi-faceted ways, the informatimined and analysed so far concurs
with Blomberg (2012) that by harvesting and gsialg data from social media accounts of
individuals, investigator can detect signs and@ee any atrocious activity that is about to
be committed. A similar scenario was highlightee&ceRand Parkin (2016) in which

detectives utilized the posted information to apprel and charge the individual under

investigation, in USA.
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CHAPTER FIVE

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS.

5.1 Introduction

The study was carried out on respondents of fidecssd universities in Kenya namely
Rongo university, Moi university (annex — schoola#), Kisii university (Eldoret Campus),
University of Eldoret and Kibabii university. Threirpose of this study was concerned with
investigation of selected egocentric usens {0 2.5 degréeon social media platforms using
Social Network Analysis in mining forensic evidenbat can be used by law enforcement

agencies in Kenya.

Chapter one provided the background informatioth&ostudy, an overview of social media
usage issues or factors that have considerablecinmpanvestigating and mining invaluable
forensic evidence that have hitherto not been reBed here in Kenya. The chapter also
expressed the view that the researcher pin-poiatedhe security gap in Kenya's law
enforcement landscape notably on applying Socidlvbikk Analysis techniques and the
appropriate software tools to harvest importanbrmfation pertaining individuals under
investigation . It was on the basis of this backgieb that the statement of the problem was
stated, objectives and significance of the studyjired. Research questions, justification of

the study and the delimitations of the study wése highlighted.

Chapter two highlighted literature reviews from baars who have researched on various
methods of applying Social Network Analysis on abanedia to map and visualize as well
as harvest other important information from theniified actors in a given social media

platform. The chapter singled out a researchaldbenthat has hitherto not been studied in
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Kenya as far as application of Social Network Asayon social media to mine forensic

evidence to aid law enforcement agencies.

Chapter three was concerned with the methodology@red in this study. Social Network
Analysis was used to design how selected onlineswdzga was to be mined and analysed to

derive important information for law enforcement.

In chapter four, online primary data was mined froapondents (including their aliases)
and analysed using NodeXL software version 1.03L.8@cial Network Analysis descriptive
statistics consisting of centrality metrics, viszetions and mapping of influential
nodes/actors and harvesting of demographic irdtion related to one’s online profile, time
and locations data, shared or posted informatwere used in the analysis to report and

present the findings.

5.2 Summary

As stated earlier in this thesis, the main objectdf the study was to demonstrate how
investigation can be carried out to mine forensidence that can aid law enforcement
officers to take appropriate action based on thdirfigs. The study used respondents from
five selected universities in Kenya. In particulttg study sought to attain the specific

objectives as discussed below.

The first specific objective of the study was tearar howto visualize social networks and

clusters to uncover the patterns of the social treteships of people in investigating crimes

committed over selected popular social media ptatfo in Kenyaln quest of answering the
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above objective, data from the respondents wereedniand analysed to generate
visualizations and thereafter examine the graphsddes with conspicuous and high graph

metrics as well as presence or absence of clusténge network.

To begin with, the study began when the *“triggactor sams~ created a pseudo-account in
twitter and Facebook social media platforms andeidiger invited the respondents to join by
either following or friending him. After a montB5 respondents out of 94 had joined the
social media platforms as directed to them by #geearcher. The social media data of the
aforementioned respondents was mined and usechtraje a 1- degree egocentric network
using Harel-Koren Fast Multiscale layout algorithiine seed respondents used in the study
comprised of a section of respondents from theeafentioned universities and the rest of the
respondents joining the network were not be coledby researcher. As mentioned earlier
in this thesis, the research began when the sded @eating a pseudo-account on selected

social media platforms and thereafter invite trspomdents of this study to connect with him.

As time elapsed, subsequent mining of respondeaiis \das done and the visualizations
generated using Fruchterman-Reingold force algoritdepicted interesting findings.
Visualizations empowers Social Network Analysie@plists to discern unseen social
network structures and patterns the nodes (Tagekilasser, 2016). Generally, the network
generated was 1.5 degree egocentric network. Thworle had been fragmented into
subgroups or communities. The detection and \izat@dns of communities helps the
speedy understanding of the functionalities of thetwork as well as illustrate the
connections between the actors (Johnson & Relpdl]). Visualization functionality aid the

law enforcement agencies to unearth hidden igé&ite such as clusters, identify central
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nodes and give better understanding of netwotkcsire by utilizing limited information

from alarge dataset from a complex network (Yabg, & Sageman, 2006).

More specifically, there were three main commaeasitin each community, the visualizations
evidently displayed three main actors as velo~pdgeand wilf~. This implies that the three
above mentioned actors scored the highest cegtradgasures than other actors in the
network. In particular, respondent velo~ noticeabbored the highest in degree and
closeness centrality measures in both the entinel community network. The findings
corresponded with Sharma and Strategy (2008) tmatctoseness centrality score shows
nodes are contiguous to the many other nodes imaheork either using direct or indirect
links, and moreover indicates the node who hassscto classified first-hand information
the network. Thus, the actor (velo~) is evidently most influential and very important node
in this network so far, followed closely by wilf-h@ deno~ respectively in that order. These
three actors are capable to influence the restefittors in the network. This conforms with
Freeman (2004) observation that the patterns ollscennections between actors rooted in a

particular network or community, has significanpmet for those nodes.

In the 1.5 degree egocentric network, there werpanpheral nodes. All of them were linked
to their most central actors in their respectivencwnities. It is also important to mention
that the findings in 1.5 degree egocentric netwadtor sams~ has the highest closeness and
eigenvector centralities because he is connectdatietdhree most influential actors in the
network. He also has high betweenness centralityifiye of connecting other actors to very
important actors. A node with highest betweenneggest not only the crucial position the
actors has in the network but also the great potwat actor has in controlling the

dissemination of information as a bridge to othmnmunities of the network (Berzinji, Kaati
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& Rezine, 2012). This concurred with Rice and kitai(2016) that when investigating
egocentric users on the selected social medicoptasf is pertinent because they comprise of
social components such as individuals or clusterd anderlying social ties such as
friendships, or kinfolks and assist in understagdime structure, nearness and density of
individual to individual or cluster to cluster satispheres. With regards to such findings,
Golbeck (2015) advises that when carrying out arestigation, actors who are in strategic
positions as seen by their highest centrality s;otend to hear more information from
friends of friends and thus act as crucial infontsato the detectives. In a rejoinder, Xu,
Marshall, Kaza and Chen (2004), highlighted thahveuch measures and techniques on is
able to detect and tell the transformations inattebutes of a particular actor in the network,
his/her position and ultimately comprehend the dyisen of structures amongst members of

the network.

Besides visualizing and identifying centrality meas for crucial individuals in the network,
there was need to also depict characteristics efyegroup/community. Visualizations
reveals unobserved structures within social netvaor#f relations as well as patterns that
exist amongst the nodes of that network (Blomb&@l2). As a result, Wakita-Tsurumi
algorithm was employed to depict the density ofhealuster. In total five clusters were
generated. The findings indicated, the cluster d@brawilf~ swelled in its membership
significantly and therefore its density was thehleigt in the entire network. These implies
that the members of this cluster do communicat@&teract more frequently under influence
or leadership of actor wilf~. Moreover, the mensbef this cluster could be knowing one

another or they are talking about a familiar tdpiat excites the entire camaraderie.
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Overall, the least denseness was exhibited by clheter belonging to actor deno~
According to Xu, Marshall, Kaza, and Chen (2004)highly dense group is more
susceptible and exposed to law enforcement offilmeréurther scrutiny and identification of
the main actors who are most likely to be the leadé a particular cohort of felons. They
reckoned that if the density of various groups keemp fluctuating from high to low or vice
versa, then it implies that the groups are compefor leadership positions. Moreover,
identification of gatekeepers connecting to a paldr subgroup (community) is also

important in unearthing specific dubious characters

In endeavouring to clearly visualize more cohesgreups of nodes that are closely
interconnected, the researcher visualizationsustets grouped according their clusters. The
results generated six distinct interconnected efgstEvidently, cluster with highest degree
centrality and density were respondents undeledgership or influence of actor wilf~. The
higher the centrality score of a node, the moraainus that actor is in the network (Ergin &
Usluel , 2016). Ferrara, De Meo, P., Cataneseuingra (2014) succinctly highlighted that
visualizations showing simulated features of a srahnetwork is the use of clustering. In
Himelboim, Smith, Rainie, Shneiderman and Espig17), nodes within a densely
connected clusters are likely to have same atgf concept known as homophily in social

theory. Apparently, the membership of the netwa& how increased more significantly.

Worth mentioning is the fact that few members ofoawilf~ cluster fragmented and formed
a new cluster. In this, we deduce that there cddde been some misunderstanding or
leadership position struggle in the original clustehich made this new cluster to secede and
reorganize their community. One cluster was visithigconnected from the entire network

but was getting information flow using two memberdy. These two members therefore are
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said to be brokers or gatekeepers because theyhigivdbetweenness centrality. If they are
deleted, the network will lose an isolated clustérs agrees with Hansen, Shneiderman and
Smith (2011) observation that in any given netwonembers tend to cultivate multifaceted
connections and therefore such individuals areerg@l members of many other

groups(clusters) in that network.

The findings above synchronizes with Zhu, Watts @meén (2010) sequels thatlustering

network communities is important as it facilitagstectives to know specific persons who
belongs to a particular cluster. Armed with sudloimation, a law enforcement officer can
narrow down the list of suspicious characters umagstigation. Thus clustering networks
into communities enables detectives to identifycemesubgroups and if an individual belong
to a certain subgroup commits a crime or he/slesgspect, it will help the investigators to

limit their probe to that community.

The study recognized a need to depict and presenttationships between actors in order to
show their synergy and distinct properties in thére network. It against this backdrop that
centrality analysis of visualized nodes was employethis study to depict the most central
nodes in the network so as to discover their rankortance or influence they have in the
network. Accordingly, the researcher made an efforvisual the main actor’'s degree
distributions in order to exhibit their possiblela® in the network. Thus, the degree,
betweenness, closeness and eigenvector centrabtyicen were computed. The results
revealed that actor wilf~ was the most significactor in the entire network having evidently
scored highest betweenness centrality. This inglicactor wilf~ was not only the most

influential person in the network, but also he sieghy knew the on-goings in various
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clusters because he is well connected and therafitseas a gatekeeper of his cluster linking

them to the rest of the network.

As pointed by the centrality metric of a networkistéence of a small number of hubs having
many connections portrays a network free of scateshas the power law degree distribution
(Van der Hulst, 2009). NonethelesZhu, Watts and Chen (2010) cautions that degree
centrality might not be an actual pointer to thal mng-leader position of a given actor in a
network and advises that law enforcement officaeed to go a notch higher gather more

intelligence regarding the degree centrality ofdltor under investigation.

Actors that closely followed suit in scoring higlentrality measures pictorially included
actors nico~, velo~, 2279837eb26d4al, denokisallakgptal~ in that order hierarchically.
This implies that these main actors are leadetsubs of their respective subgroups in the
social network. The visualizations also depictedeotimportant actors in the network who
may not score higher in other conspicuous metfcs.instance, actor samso~ clearly has
high betweenness centrality metric since he iseoted to all the influential or important
actors in the network. This implies that actor sams informed of the on-goings in various
clusters of the network he is connected to. Tthese findings suggest that a actor with high
degree centrality signifies leadership role in thetwork whereas an actor with high
betweenness centrality is a connotation of a gafgkg role in one’s cluster linking the rest
of the network. This conforms with Xu, Marshall, 268 and Chen (2004) that actors with
higher betweenness centrality metrics are vatutiblaw enforcement officers because they
provide a smooth and subtle link to the importactos and also in collecting helpful

information from the entire network.
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Besides identifying those who hold the echelonpafer and influence in the network, the
study also sought to find out actors with strumtusimilarity. This was achieved by

determining actors connected to other more infiaéactor(s) in the network. The inference
made from this type of relationship is that if twomore actors have same friends, then it
suggests that all of them are also friends in & world. The results indicated that except
for actor wilf~, the other main actors namely niceelo~, 2279837eb26d4al, deno~ and
kiptal~ depicted similar structure formations ireithrespective clusters. Nodes in a social
network can be classified on the grounds of hagiage position or roles in that cluster or

the entire network (Tayebi, & Glasser, 2016).

However, social network analysis experts advice tlegree centrality may not be a true
indicator of ring-leader role of an actor in aeg network. Identifying a person who has
high degree centrality, hence many connectiongherandividuals in the network is crucial
to law enforcement agencies but detectives nedxb tcautious about this measure. Perhaps
the actor in question has least intelligence in dhister. Thus more intelligence regarding
the nature of degree centrality of a particuldoaander investigation need to be explored to

assist the investigatorglfu, Watts & Chen, 2010).

It was also essential to depict the pattern ofrmiation flow between actors in the network.
By use of a geometrical spiral algorithm, the redlealearly demonstrated the overlapping
relationship of flow of information between two stars at the nucleus of the network. One
of the two central clusters had its members fragateand spreading the outer ring of the
network. The findings also showed one differemugr seemingly isolated from the rest of
the network. This group looked like it was eitlmecipient of the information from other

clusters in the network or perhaps they knew sonfermation only classified to
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themselves. The overall results revealed thag,bdyan green, red and orange- coloured
subgroups were the most dominant communicatiar&civer others in this network. For an
investigator therefore, an investigator can nargewn his/he probe to these prominent
clusters to gather more important intelligence amdeal their activities. Diffusion of
information flow within the network was therefommperative to be depicted to show how
actors communicate as information cascades fromotuster to another. In any network
communiqué and movement of information of a covetwork group, the chain of

command is always confined the clusters (Hopk04).

As a furtherance of depicting network informatiolowf in a concentric manner, the
researcher endeavoured to portray luminous visatadizs of communication channels
existing between different clusters/subgroups & tietwork. The visualizations findings
showed significant channels of communications betwevarious clusters, in which
influential actors with high centrality measuresispicuously becoming important “bridges”
between the subgroups. Several clusters’ chanfiesnomunication denoted that there were
various “leaders” or ‘hubs” in their respective gutups. The findings concurred with
Granovetter (1973) that specific actors are crusiaén analysing organized clusters or sub
groups of a network in order to detect trust besween pairs of nodes and also detect the

strong relations linked to the influential actanghat network.

Interestingly, the research outcome showed a cersdite number of “isolate” actors in
various clusters of the network. The communicatbannels depicts interaction patterns and
how the information flows amongst the actors & tietwork, and it also shows the nodes
dominating the communication in the entire netwdike complexity of the network became

evidence with time as membership increased expmaligntesulting in 2.5 or more degree
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network. Valuable information are usually inferfedm the visualizations whenever there is
a clear depiction of information flow and the redas between network actors (Berziniji,

Kaati & Rezine, 2012).

However, at cluster level relationship, the netwindgmented into elite networks or clique of
actors. The 2.5 degree egocentric network that geeerated was employed to establish
whether the prominence of the main actors idetifig the results still remains static or have
changed. The findings showed that roles of somarsattave changed as new actors emerge
with time. This research outcome was similar withattof Gunnell, Hillier and Blakeborough
(2016) who conducted study by utilizing the &ale police intelligence to unravel what
Social Network Analysis can reveal about crimsnadnd establish how useful the social
network analysis outputs were to the police. Theeaech findings revealed an overall
network of 137 individuals were identified, frometlstarting point of five (5) individuals
identified as having gang links. This informatioasvsought by the research to demonstrate
its importance to an investigator as it can be usedetermine if there is still a healthy
communication amongst the network members or lshgeroles have been changed and

rebel groups evolving. The results reported a wit&2 cliques in number.

In order to evade the problem that comes withrggeveral cliques in the network, Mainas
(2012) advices that there is need to completelydéatification of the linked cliques in the
network. The implication here is that in each whgof the network, there must be some
classified information that is only privy to eaclember of these exclusive subgroups. Such
vital intelligence is important for an investigatavhile carrying out a covert analysis to
unearth vital criminal —information for the actgr(ender investigation. A similar tone was

highlighted by Xuet al (2004) that a criminal network is always dynammzl aontinually
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undergoes metamorphosis as time elapses whosa effe this the nodes turnover in the
network, where other new nodes join while otheeslaaving the network; whereas other

clusters could fragment further, others also anmafga resulting into a complex network.

Moreover, it is important for an investigator to mitor and profile the changes of actor(s) in
guestion by analysing the personal attributesraataork roles they have, and in doing so, a
detective can comprehend the fluid patterns ofraato clusters under investigation. This
way, such information can assist an investigatortdth if there is still a healthy

communication or leadership roles have been chaagédplinter groups emerged.

Borrowing from Granovetter (1973) principle of we#ks, the study concludes that the
crucial channels of communication to be closely itovaed are the ones that are rarely
utilized and usually located at the network’s pleefry and also comprise of quite dense
cliques. Krebs (2002) resonates that there is angtrelationship in weak connections as
demonstrated in a secret social network membershipze there is little activation rate

amongst them.

In a nutshell, the findings of network visualizatsoshowing the dynamics, patterns and other
attributes of the individual actors as well as tiverall network, underscores how valuable
Social Network Analysis is to law enforcers in@stigating, mining and visualizing leading
information that which could otherwise have beéffialilt or impossible to interpret using

conventional methods of investigations in Kenya.

The second specific objective of the study wasompute centrality metrics, PageRank and

clustering coefficients in quest of identifying tim@st important actors using the selected
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network user's data in KenyaAccordingly, the researcher endeavoured to comgeggee
centrality measures of all actors in the networldébermine the actors connected to many
friends. The more the connections an actor haeehitffher the degree centrality score metric
that actor has over others in the network. Betwessicentrality was computed to ascertain
the actors that act as bridge connecting one clusteanother in the network whereas
closeness centrality was used to show actors aeplentre or nucleoids of the network.
Eigenvector centrality, just like PageRank, wagwise computed to establish the highly
influential actors in the network. Moreover, clugstg coefficient metric score was also
generated to determine how closely related eactr’'actonnected to others were in the

network.

At the primary stage of this study, the researdoenputed the initial centrality metric scores
of the seed respondents corresponding to 1-degreetric network visualizations findings.
Thus, the preliminary results of the seed netwatkra consisting of 55 vertices registered
a graph density of 0.023 implying existence of dyadnnection between the seed actors to
the main actor. It is important to note that nekvdensity scores range between 0 to 1.
Himelboimet al (2017) observed that the higher the interconnedtietween the actors , the
higher density of the network and vice versa. Nekwaensity reflects the overall ties in a
network by associating the current number of cotioes against the theoretical probable
figure of connections between the overall membdrghe network (Wolfer, Faber &

Hewstone, 2015)

As a way of detecting patterns of change in botbraand the entire network, the researcher
allowed a considerable amount of time before mimiata from the actors. After two months,

data harvested from the network actors reportedvé88ces up from the initial seed actors of
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55 vertices. The graph was directed since datahaasested from twitter accounts of actors
under study. The ultimate complex network structuveained is closely related to the study
undertaken by Gunnell, Hillier and Blakeboroughl@Pwhere they used five nodes chosen

as focus group and ended up with an overall netwbd37 nodes.

The metric reciprocated edge ratio of approxima®y hinted the presence of important
network structural properties considering the dogcrderactions between actors are
asymmetrical and not essentially reciprocal. Thacgprocated edge score above suggests the
degree of importance of various nodes in this ngtvbecause they are possibly connected to
influential persons in the network. Similarly, thesults also indicated that all actors were
inherently connected as indicated by a single xedeore of zero (0) of connected

components.

The existence of clusters as reported by visuadiza results was supported by the average
geodesic distance metric score of 3.2. The impboadf this score is that, the entire network
was not fragmented and also the nodes in this mktaiol not know one another directly.
They only did so through an average of three (@nhffs as the shortest path between actors in
the network. General linkage amongst the node$eénentire network indicated a slightly
loose interaction between all actors of the netvawlkndicated by the density score of 0.003.
This score implied that the information in the smtinetwork was not effectively
disseminated. Hopkins (2010) reinforces theseirigglas he affirmed that regarding the
communication and flow of information in clandestinetwork, the chain of command is
always knitted to their clusters which are exhibitey an average geodesic length and a
highest clustering coefficient. Hence, the nodeso vdepended on other nodes to get

information may not have been connected well. iD{#016) states that the network density
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score paints a picture on rate at which informai®mrirculated between the nodes of the
network. However, Demiroz and Kapucu (2012) obsérthat a quite low density score

characterises the main attribute of a secretorkt

Suspicious characters do link with any member étavork but only through proxies making
the network to be sparsely connected with low easity hence mitigating risk of being
detected and at the same time enhance improved goroation in the network. Therefore,
the higher the clustering coefficient the highee tbhcal communication efficiency is in a

given cluster and the entire network in general.

However, in measuring the strength partition anaslstness of the network, the modularity
score of 0.5. The score closely relates to Newarath Givran (2004) that the modularity
score of a network indicates the qualities of dtsin that network. This indicated that the
connection between nodes in clusters (modulegh®fentire network was slightly high,

despite the low the overall density score. Drawingm the above modularity score
therefore, the study concludes that the dynamiab siructures that existed in different
clusters of the network allowed a fair rate of eggling information amongst the loosely
connected members of the entire network. Himelbeitral (2017) highlighted that networks

exhibiting low modularity scores but have higdensities signifies a cohesive cluster.

In order demonstrate the actor with more netwonkneations than others, degree centrality
was computed by the researcher. Top on the populareasure was actor wilf~ with a
degree centrality score of 196 links, far muchaahef the second and third most popular
actors nico~ and velo~ with 93 and 82 connectimspectively. Evidently, the results

indicate that actor wilf~ was the most popular agtoentire network and draws a lot of
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attention as far as communication is concerned.s TWilf~’'s focal point in the network
communication is attributed to the many numberied tndicate his degree centrality score.
Hence, actor wilf~ served as a hub in the netwoik $0 the most influential node. Ferrata

al (2014) pinpointed that an actor with the highesgrée centrality score in a suspicious
network usually takes the pivotal position of leatdp, giving commands, rules or
essentially ensuring that the information flowseefively well in that dubious covert
network. In a similar tone, Van der Hulst (2009)darscored that the higher the degree
centrality score of a node is, the more significdnat node is to the entire social network
since he/she likely to be signifying a focal fafarmation and resource flow inside that

network.

Betweenness centrality metric measure was emplbyetthe researcher in order determine
the node who acted as the most direct path or &rdgween different clusters of the entire
network. Analogous results to degree centrality gerserated whereby actor wilf~ scored the
highest betweenness centrality score of 69302.flldwed by actor nico~ and velo~ with
37752.733 and 31198.671 respectively. Nodes schigigest betweenness centrality values
are powerful in the network (Berzinji, Kaati & Ree, 2012). Judging from these results
therefore, actor wilf~ is the most important nadehis network as far information flow is
concerned. Hence actor wilf~ is a crucial bridgeezching other actors he is connected to.
This implies that if actor wilf~ is cut from thisetwork, a lot of disruptions is bound to
happen in the entire network. This findings agregh Krebs (2002) that a node with high
betweenness centrality will markedly have a loindfuence over other nodes regardless of

whether it is centrally or peripherally positionedhe network.
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The researcher sought to establish the actor(s)wéne more nearer to all other actors in the
network. Interestingly, several of the top actarsred a similar closeness centrality score of
0.001 implying that the members of the network wahlmost directly connected to one
another. The results also suggested that majofityetwork actors, notably the actors with
various high centrality metrics were able to reanbther fast across the network. An actor
with the highest closeness centrality score isegfiaitiliar and aware of events or happenings
within his/her network (Hoppe & Reinelt, 2010). & rejoinder, Ferrarat al (2014)
contextualize closeness centrality in a covert supicious network that this score exposes
nodes that are closer to many other actors in ¢éfwark and can quickly pass information to

anyone in that network.

In order to ascertain the most influential actortie network, eigenvector centrality was
computed and once again, actor wilf~ scored hightis an eigenvector value of 0.057. Two
actors deno~ and velo~ tied at second position aitheigenvector score of 0.013. Thus
despite registering diminutive score in degree reditit, deno~ proved to be an influential
actor in the network nonetheless. Hansen, Shneateand Smith (2011) advises that nodes
that have a small number of connections can stifesa high eigenvector centrality score if
they are connected to other well connected or enflial persons in the network. In this
regard therefore, deno~ must be connected to miliepeople in this network, hence the
highest eigenvector score. Other actors such as-nicho featured prominently in other
centrality scores scored very low eigenvector edityr values indicating he was not
connected to other influential nodes in the netwdtiese findings resonated with Nouh and
Nurse (2015) supposition that a node with higheeigctor centrality metric is one that is

adjacent to other nodes having high eigenveciores in that network. Eigenvector score of
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an actor indicates the significant roles and stafusis/her network neighbours (Arnaboldi,

Conti, Passarella & Pezzoni, 2013).

Nevertheless, PageRank quality metric measure wasputed by the researcher as a
summative measure of evaluating and comparing sakigenvector for different actors.
Intuitively, PageRank is employed to measure thde(&) connectivity in the weighted
clusters of the network. Actor wilf~ still retaindds top position with a PageRank score of
81.686 and followed by actors nico~ and velo-hwi0.995 and 33.346 in that order. These
results are indicative measure of the large numbkrin-coming connections that

aforementioned actors cultivated in the network.

As a way of determining actors whose friends ansgsiidy friends of friends knew each
other, a clustering coefficient was computed. Thalysis results showed that unlike the
previous scores of centrality metrics, the highadgstering coefficient values of 1.00 were
scored by new actors namelgtorsbrian_ba , itsdavid~ and other four actors. Thiplies
that these first six actors scoring high clusterogfficient values were acquainted to each

other almost at personal level as in real world.

Moreover, there friends also knew one another ®iwangely, the hitherto top ranking actors,
such as actors wilf~, velo~ and deno~ scored distatering coefficient values implying
these actors were most likely not acquainted td edber and so was their friends to one
another. Waskiewicz (2012) opined that despitefdloe that a particular has no direct link
him/her and the friends of his/her friends, nonkett® there exist some crucial connections
whereby a ripple effect of influence can be feltitas disseminated across the network. In

Ferraraet al (2014) higher clustering coefficient scores implithat there is a nodes
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interaction between and their neighbours is higired a significant volume of information

are exchanged.

Last but not least, the researcher once again gtukthe graph statistics of the network after
significant length of time yet again. By this tim#ye network complexity had grown
tremendously from 483 to 29,2985 vertices. Thealigad 2.5 - degree egocentric network
generated in the previous chapter conformed witiplyrstatistics. More specifically, the
single vertex connected components of 15 concuwitd the many cliques and isolates
depicted by Figure 4.2(h). Himelboirat al (2017) defined isolates as nodes without
connections to other ties in the network and comsetly impacting the network density
score. The results was also supported by the bgeagph low density score which suggested
network fragmentations. However, there was no 8wt increase in the average geodesic
distance. The number of messages tweeted was ia reic82,817, having 31,406 replies and

14,593follows. The number of mentions was a whooping 90,361.

Corresponding to the overall graph metrics, theaVeentrality measures metrics once more
were computed and generated for 2.5 degree egaxemtwork. The findings reported a

maximum in-degree score of 1828 recorded agairiatisaneaning that the actor attracted
(received) a lot of attention from other nodes hie hetwork. In a similar way, the study
findings also reported a maximum out-degree vabmresl by koinang~ implying that this

actor was the most active node to send out margstgp information to other actors in the
network. Interestingly, the average in and out degscores were similar values of 1.825.
Wu, Carleton and Davies (2014), higher in and agrde centrality scores implies that the
nodes are not only prestigious and influentialia hetwork but also they are likely to be

coordinators or overt machinists in the network.
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Nevertheless, the maximum betweenness centraligeswas a whopping 148,196,529.709
recorded against sams~ in the network. The firglcanfirm the visualizations results which
depicted this actor to have higher in betweennesdrality score. In other words, actor
sams~ is acting as bridge or gatekeeper betweemotles of the network and to some extent
manages the information flow in the network. Iwerth mentioning that betweenness is a
measure of how important the node is to the flownédrmation through a network. In an
investigation, a node with high betweenness isljike be aware of what is going on in
multiple social circles. A node with high betweers has great influence over what flows

and does not in the network. Thus it describes lgewpo connect social circuits.

In order to demonstrate the global distance betwsmies of a network, the maximum,
minimum and average closeness centrality scores s@npute. An overall score of 0.00 for
the maximum and other closeness scores were pegenerated. This score implies that in
the last 2.5 degree egocentric network, many nodese isolated into cliques and
consequently the actors were not close to one anattihe overall network. This results may
not actually imply that there is 0.00 distance lsstw nodes, instead it suggest that actors
were immensely separated in their respective dlsisbeit merely an average geodesic
distance. On the contrary, the 0.00 closeness engtore hinted the presence of numerous
nodes whose information were able to quickly reatter nodes in the network (Kaye,
Khatami, Metz & Proulx, 2014). Johnson and Reit¢&)11) recommended thatctors
scoring higher closeness centrality metrics arelgoopropaganda, de-campaigning or act as
a means of accessing a clandestine network. Inoamder, Hanneman and Riddle (2005)
assented that such nodes scoring high closenesslitgrmetrics are capable of reaching

other nodes at shorter path-lengths or can easihgéiched by other nodes in the network.
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A probably new entrant and influential actor in thetwork were shown to be actor mugoki~
with a maximum eigenvector value of 0.03, implyitigat actor wilf~ was replaced
ultimately. This indicates at “global” network, agpposed to clusters, actor mugoki~
surreptitiously has the overall influence in théwak. In other words, actor mugoki~ has an
average power radius of 0.03 between him and a@ttters in the entire network. To sum it
up, ego-neighbourhood tie-strength of actors westerchined using clustering coefficient.
The findings reported a maximum and minimum clustercoefficient of 1.00 and 0.00
respectively. This meant that whereas other otperfectly knew other despite the increase
in complexity of the network, other actors did koow one another to the end since the

actors( respondents) came from different geographegions.

The third and final objective also soughtdemonstrate how demographic/background and
related information of social media users can helpracking and zeroing to specific online
lawbreakers in KenyaNeedless to reiterate that this research objesti@e carried out in
order to demonstrate how social media user’'s backgt information can be invaluable
standpoint for law enforcement agencies. It is &bsoote that in this section, the researcher
utilized the advice of Vercellone-Smith, JablokomdaFriedel (2012) that in case a node
under investigation cannot be easily known becéatehe used pseudonyms or aliases, the
sytlometric techniques was employed to identify #uthor based on the characteristics of

the textual content.

A thorough probe was carried out to painstakinglraet demographic or background

information of the selected actors who toped inoter centrality metrics scores. First, the

Facebook profile picture of actor nico~ revealedic@l information about him. The
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information deduced from the picture implied tha &actor has is a Roman catholic church
believer and he is affiliated to unnamed institatad higher learning here in Kenya. Despite

his twitter profile picture not disclosing any craicinformation about this actor, his tweets

nevertheless gave an insight of what the actosldiscussing with others. Seemingly, the
actor is more of a follower than a tweeter and theans he is less of leader in this network.
An overview profile information of nico~ divulgedare demographic data about him. The
crucial information to be extracted comprised & ¢¢nder, phone number, date of birth and
the current city that the actor lives in. Rice &atkin (2016) advices detectives undertaking
investigations on social media platforms to utiltneir own accounts and be cautious of

wrongly identifying the targeted node(s) being mab

To cement and reaffirm the importance of gatherd®gnographic information that can
immensely help investigation in getting evidencetted characters in question, the second
actor’s wilf~ demographic information, was haregsby the researcher. The profile picture
of this actor was very rich that it can easily higlp investigators to know his real image. His
overview profile disclosed the name of the uniugrsinat the actor attended, the
undergraduate degree course he pursued, datdhofthe current city he lives in and two sets
of mobile phone numbers. Moreover, the Facebookimaed to display the number of his
family members. Similarly, the twitter profile ohis actor still unearthed crucial lead
information for investigators such as his actuattyre consistent with the one in his
Facebook account and his profession as well asndrey number ofollowers he has. The
results concurred with Golbeck (2015) researchiriigsl that social connections of any actor
one’s account eventually becomes detectable wheh@l@vers, friends, likes, comments or

poke information are harvested and analysed fordla¢ionships trends and patterns.
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To synopsize on how to extract actor's demographiormation that can aid law
enforcement officers, the researcher summarizedith the third actor, velo~. A quick
analysis of the profile picture of this actor inatied that it(she) is likely to be a female node,
drawing from the feminine display of fashion tremgli stuff, shoes and other related
paraphernalia. Her Facebook account continuedgosexmore background information such
as date of birth, the current city (town) she liues as well as the name of the university she
attended. Her twitter account revealed wealthynédrimation about this actor. The profile
picture could reveal her real identity, posted gkide her name. The findings above
demonstrate how numerous details pertaining torticpkar node under investigation can be
harvested to a point of revealing their true idgntiThis corroborates with Flynn ( 2002) that
actors in a network can easily be identified bg w$ bounty demographic information
consisting of names, dates of birth, phone numbetationships status, level of education

and other crucial information even if they useyskeyms or aliases

The second approach employed by the researcheertmmktrate how to harvest crucial
information that can aid law enforcement officargenerate forensic evidence against social
media criminals was achieved by the use of socedliianconnections and related friends.
Once again, this was accomplished by criticallylgag and extracting such information

from actors who scored highly in both visualizai@nd centrality metrics.

An analytical look of nico~ twitter account revedlthat this actor has followers that are
football fanatics indicating that he is likely #¢ofootball fan too. One of his great follower
appears to be a reggae music fan. Actor nico~¢tlb@ok profile noticeably shows the he
has 69 friends. Digging deeper into a section es¢hfriends suggest that they are influential

people, going by the number friends of these frgerkebr instance, two of his friends have
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302 and 1,276 friends respectively. These resld&etly relates to Waskiewicz (2012) that in
the ego-centric friend of a friend dichotomous atieins and influence can be felt up to 3
degrees. As an investigator, such actor can bmelkeo be either in possession of crucial

information or he simply likes associating withefality figures in the society.

The social connections of actor wilf~ yielded ubtful lead information that can that can
used by investigators to discern the charactéistod this actor. First, the actor boasts of
1449 Facebook friends some of them seemingly aldirfypranking positions in various
institutions. Actor wilf~ has so far uploaded #atoof 55 photos in his Facebook account,
some of which were uploaded using the mobile phokehorough analysis of such photos
can reveal the calibre of persons this actor reladgespecially those that appear many times
in these photos. In emphasising the concept of Iptihg Himelboim et al (2017)
paraphrased that nodes with the same interestbackfround information tends to form
network connections. Moreover, another way detestcan get to know the loyal friends of
a particular is to check those whked or commentedhe posted photos and frequency they

did.

The third perspective of investigating online ®etfs) and gathering forensic evidence from
them was demonstrated by use various techniquésots for mapping and revealing time
stamps and location data of users under probe. rd3earcher demonstrated this concept by
harvesting and analysing the actor’'s online posts wsing specific software to obtain
embedded information that are automatically fixeldemever photos are captured using a

particular device.
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More often, users are prompted to supply locatidormation when creating their online
social media accounts. However, this is an optioaglirement and may not be demanded by
all social media platforms. In view of that, wheota velo~ twitter profile page was
scrutinized, it revealed her location informatiohigh was harvested showing the town/city
she hailed from in Kenya. These revealing outcomesches Buccafurri, Fotia and Lax
(2013) that if a suspected person claims to haes e some place when a particular took
place, the investigators can harvest informati@mfihis social media accounts and analyse
the location of the device at the time of the iectdto be used as an alibi. Apart from
extracting location information of the actor, ifak it exists, the researcher demonstrated how
time stamp of information posted online can be usegket the exact time it was posted. On a
twitter account of any actor, one can poumri{ig a pointing input devig®@ver the date of the
message was tweeted or retweeted and it will pegxiact time the message was posted. It is
important to note that any content posted a sougdia user contains time-stamps and this
information can be used to reconstruct the time lof such posts to show itinerary of a
person under investigation against his/her alibud'to an investigator, such information can

reliably act as forensic evidence against a pdaraffender in a court of law.

In circumstances where an investigator cannot pltaation or time stamp information,
he/she can try other avenues of obtaining simype tof information. To demonstrate this
concept, the researcher downloaded a photo pogtad hctor and then went ahead to obtain
Exchangeable Image File Format (EXIF) metadatehat photo. The metadata information
of the photo includes GPS coordinates which can tie used to know the exact location
where the photo was taken as well as the deviceé teseapture that picture. The ensuing
process entailed the use of a free online Exif elety the researcher to extract the photo

metadata. A wealth of intrinsic and interestingoimation was generated. The results
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comprised of auto-encoded GPS location of whergittere was captured, the date and time
when it was also taken. The device used was anflpad Apple Company. The same Exif

viewer software generated the location map of thegowhere the picture was captured.

Some Photos in posted in one’s social media accmanikely to reveal location information
of where such photos were captured if at all thetghwere captured using smart phones or
digital device like cameras or ipad. A similar stwdas carried out by Vicente, Freni, Bettini
and Jensen (2011) who advised that geotaggedmafan can be used to verify and fix a
suspect in arresting or arraigning him/her in tafrlaw. In a rejoinder, Fusco (2011)
concurs that digital cameras or smartphones aranentg investigative forensic evidence
because they automatically geotag and embed matafatocation where photos were
captured and date as well as time it was taken.niyréad and continually changing ways to
share information via social media has resulted whigital goldmine of potential evidence,
such as profiles, lists of friends, group membgshmessages, chat logs, tweets, photos,

videos, tags, GPS locations, likes, check-ins,lagih timetables.

Sometimes, other social media users update theieregbouts either knowingly or
unknowingly. For instance, if a node keeps on updathe check-insection in his/her
Facebook, detectives will easily use this persdimisrary to tell exact location this node was
in while posting a particular message or otherfstaf Harmony, Murphy and Fontecilla
(2013) assented that investigators can use so@édlanplatforms as an investigative tool by
creating undercover pseudo accounts in order totaus®rvest intelligence on crimes and
suspects or get the identity and movements of stspén addition, the investigators can get
to know where a specific actor loves visiting mpsithd when. Utilizing this intelligence, the

researcher established that actor velo~ had viditedcity of Mombasa sometimes in
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November, 2016. Some uploaded or tagged photograggociated to a particular node can
give hints on what that individual loves, placeshas visited, people he has been with and
activities they did together (Viceneat al, 2011). Moreover, the secoestieck-ininformation
helped the researcher to know which institutiors thctor is affiliated with. In some social
media platforms, the whereabouts of a particulatencan be harvested from posts made in

one’s account as provided by temporal and geogratdta (Rice & Parkin, 2016).

A fourth way in which an investigator can profileetattributes of a particular online user
under probe entails harvesting his/her online bielaal activities or patterns. This can be
achieved by analysing whom the node interacts mibist, places he/she visits at what time of

the day or which day of the week among other ctuefarmation.

In mining the activities of actor wilf~, the reseler discovered that this actor is attracted to
hacking has evidenced by his Facebamntionsandlikes Therefore, the study concluded
that actor wilf~ is either a white or black hat kacin one way or another. Moreover, the
researcher also discovered that besides hackingy, ailf~ also fancies athletic sports as
well Arsenal football team fan. In a similar wayt@ velo~ Facebook page also revealed
that she is a fashion trendy person as exhibitetheynumerous fashion page links she has
liked. On actor deno~’'s Facebook music page, the rdsgradiscovered that this node love
rhythm and blues as well as hip hop music. Findeyges with Zambri (2015) observations
that most online users’ behavioural patterns candi@vn from what theylike as an

individual, their preferred music, movies or garagsong other stuff.

Last but not least, the researcher finally demaiesti how detectives can extract the contents

posted or shared by the online user(s) under pawsioeuse it to gain more insight about
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him/her. For instance, a content shared by actm~ve/asliked by over twenty thousand
individuals and other almost eight hundridiowers discussing the shared the content.
Furthermore, actor velo~ shared the title of sotoeydooks on her Facebook account. Once
such information are obtained, they can be utilitedconfirm the exact location of the
defendant or plaintiff or even help to establisiheo hitherto unknown accomplices. Again, a

detective can tell the mindset of such a persoadas the literature books she reads.

In Thompson (2011) information can be harvestethftibe suspect’s social media account in
order to predict what that node is contemplatingndending to do. An investigator can

therefore take such data as lead information terdehe the activities of this person and get
to know the kind of people one interacts with. Fmtance, in his Facebook timeline, actor
nico~ posted photos accompanied by some romakgcatiessages. Similarly, a few extracts
of tweets from actor sams~ suggested that he li®red motivational speaker with some
religious attachment. This confirms Vercellone-3mitJablokow and Friedel (2012)

observation that most individuals like posting theiaily activities unwittingly which

ultimately disclose their behaviour and movememntge.

The content of people's posts such as the textwiniggy, what it says or the content of their
photos and videos, and the ratings they assigrbeancrucial lead investigators can find on
social media. Thus the content of the posts alwhere people detail their thoughts, feelings
and ideas reveals what they are doing, what they alaout, who they interact with, and why.
Social media is a source of intelligence that twees dapacity to provide law enforcement
officers with access to large volumes of matermisted by all manner of people, and
divulging astonishingly candid information to a pakaudience (Fatih & Bekir, 2015). In a

press release from national police service, thpec®r general warned the public about a
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particular post circulating on various social meplatforms whose content was to the effect
of a plot to rig elections. The circular howeveesied not have tangible evidence against the

suspect (Internet Freedom, 2017).

By looking at the content of the posts people aaking, one can uncover a lot of leading
intelligence information about their actions. Tagrees with De Choudhury, Gamon, Counts
and Horvitz (2013) that if there is need to assmeesatal status of a particular suspect, it is
wise to utilize his/her online posted informati@nestablish the mental soundness. Nouh and
Nurse (2015) nevertheless gave a caveat to inadstgythat active actors that post the most
items on online social media platform may not beessarily the most influential in the
network. The contents shared or posted on socélia user accounts can be used by
investigator to detect crime-related behaviowlphin singling out the eye-witnesses,
confirming alibi, presenting evidential proof in &vestigation and can be utilized during
court proceeding to confirm or disapprove witnfRke & Parkin, 2016). Matees@i al
(2015) synopsized the above ways of harvestingalrtarensic information that as we keep
on sharing or exchanging information via socialdraeplatforms, we continue creating a
digital goldmine of potential evidence, such asfifgs, lists of friends, group memberships,
messages, chat logs, tweets, photos, videos, &S, locations, likes, check-ins, and login

timetables.

In situation where a suspected individual is ugmsgudo-names for his/her account, the
investigators should strive to gather more evideimcelefence of their claim and alibi.
Individuals are deemed to be linked or related anebook if any of them post, tag or
mention the other individual in one’s wall statyslate (Blomberg, 2012). However, in many
countries including Kenya, the legality of usindgoimation collected from online social

media platforms including blogs are deemed as allegccording to KTN Prime News
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(2017) in Kenya, a court ruling oﬁhﬂiebruary, 2017 declared that there will be no gésr

for online posted offensive messages as the jugtgeed it unconstitutional the section of the
penal code that created criminal defamation. Imcheion Dinerman (2011) law

enforcement agencies should know that as long wérneee using online social media and
increasingly get entrenched into the daily livesuskrs, private data will be prone to
exposure and abuse. Social media platforms pravadenly a new unexploited fountain of
mining intelligence for law enforcement communibyt it also provides an insight of
comprehending behavioural patterns of clandestui® groups of a given social network

(Nouh & Nurse, 2015).

5.3 Conclusions

Based on the findings and discussions, it is ptessibdraw the following conclusions.

The study sought to answer and demonstrate how ala@ned from individuals from

specific social media can visualized or graph m&tcomputed as well as harvesting their
demographic and related information can aid lawoe@ment agencies in mining forensic
evidence that ultimately lead to arrest of the satpor arraigning them before a court of
law. Through analysis, study noted that there exmsimerous ways and measures of
determining people that have particular online gramce or influence. Visualizations and

graph metric scores supplement one another inttigly §ndings.

The visualizations were used to show fluid relatidretween nodes in the network and
establish the structures of social network conpestithat exist instead of depending on
theoretic or numeric values only. The use visuapldiys also aided in knowing that a
community or network breaks into subgroups basetheir interests and other information

that captivates specific cohort(s).Thus, SociamMidek Analysis helps not only to investigate
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the suspicious characters, but also assist torimether dubious nodes that not under

probe.

The findings of the study have indicated that tisualizations employed by social network
analysis alongside its appropriate software camctl@geresting information about the social
media users interaction. It is believed that wagd means in which patterns of particular
nodes were discovered using visualization will #id law enforcement officers with ways

and techniques of investigating and possibly apardimg online criminal.

Thus, when law enforcement officers employ Societvbrk Analysis automated tools or
techniques to visualize and expose the nature tefaotions or structures of suspected
criminals using reliable online information, thegncremarkably help to stop them from
unleashing their heinous acts to the unsuspectopylpce. Thus, graph properties of the
visualizations employed in this study helped theeagcher to know not only the most central
nodes in the network but also nodes that were mélaential, popular and those who acted

as bridges between subgroups of a network.

With regards to information flow, the study foundeak that there exist a network that has
few nodes drawing attention to a considerable nundfeconnections and these nodes
depended on the main actors for information diseatiin. The density scores help to

establish the frequency of information flow in awerk.

This study established that analysis of a netwaikgs Social Network Analysis, aids in

mapping interactions between nodes and identifyctiral levels that exist between them.

Law enforcement agencies or detectives can usetstal attributes of suspects to know their
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roles, their subgroups and the overall network foogetting identification of peripheral
network members. Hence, mining and analysing socealia platforms of suspects can help

in gaining more insight into such intrinsic propestof the actors in question.

Drawing from the initial 55 seed nodes and endiridp \29,295 nodes, the study concluded
that interactions and connections between spegibaps of persons in a social network is
not static. Instead, it always dynamic as it keepghanging with time. Individuals may join
while others leave the network. The roles of specibdes can be altered where others are
displaced from the top chain of command as otheldes emerge. As relationship keep on
changing, some clusters having some interests emetgle other subgroups fragment
themselves from the larger network. When detectiaes armed with such insight of
knowledge, they can use it to investigate dynanspecific to a given network membership
and comprehend their attributes and roles in thawork. Nevertheless, investigations in real
world can supplement their forensic evidence byspially exploring connections between

suspected criminals and establish routes thatraotat for creating leads and to detectives.

A node that scores highly in a particular centyafiteasure is most likely to score highly
other related centrality metrics. It was establiskigat degree centrality scores is good for
identifying popular nodes that have many connestiath other nodes. The most popular
individuals in the network draws a lot of attentianth regards to communication and
therefore serve a network hub. Particularly, usen® scored highly in in-degree metrics
indicated that received or attracted a lot of aibenfrom other users whereas individuals
who scored highly in out-degree centrality was ldsthed to be the most active nodes who

keep on sending many types of information to othierghe network. The study also
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established that individuals who had direct patlacied as a bridge between subgroups of a

network scored highly in betweenness centralityricet

In general, the study established that in mostasdns and research, the degree and
betweenness centrality scores are used determenkedlders of a particular covert network
group. The study established that the power ofcéor & not his/her trait but come as a result
of establishing relationships with other powerfobdes in the network. The study established
that with Social network analysis, an investigatannot only identify sub groups within a

network but also can gauge the strength of tiesdxt nodes in that network.

The actor with the highest degree centrality isstdered to be the most strongly (or most
frequently) connected node in the network. Sucloderholds an advantaged position in the
network in terms of connectivity with other nodekieh gives it a key role to propagate
information. In other words, degree centrality of @o node is a measure of immediate
influence, that is, what proportion of the nodeshi& network are influenced by the ego if the
latter influences its neighbours with a piece dbimation and none of the influenced nodes
is allowed to further spread the information. Thghler the proportion of nodes influenced,

higher will be the degree centrality of the egoeod

If investigators wants to know the person who ustey familiar with the almost all the
happenings in a particular, the study recommenalstiiey look for nodes scoring the highest
closeness centrality values because they are detentedclose or more nearer to many other
nodes. However, if the detectives are interestddhtav who the most influential individual
in the network is, then a node scoring high eigetoremetric values is their answer. In fact,

the study found out that top eigenvector scorerstralways be connected to other influential
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persons. As a confirmatory measure on eigenvectoes, PageRank can be employed to the
check for the quality and weighted links betweedividuals. In case detectives wants to
establish if individuals in a suspicious networlows another, then the clustering coefficient
scores will effectively direct them to theggo-neighbourhood tie-strength and determine if

friends of friends of friends are acquainted wisttle other.

It is also important to note that actors that sdagh centrality metrics are not necessarily
ring leaders of some felons. Thus if Kenya’'s lamfoecement community embrace and
effectively utilize Social Network Analysis praat to extract data from suspected criminal

network, it can create big impact as far investige of criminals is concerned.

People leave traces on social media that can bd bgeinvestigators to know their
personalities, friends, activities they like, patte of behaviour and actions. The study also
found out that the profiles of social media usas Wwealthy of information for investigators.
These information can be gained from one’s demdugcapr profile information, social
connections and relations, using posted or shaoedeots to map locations one visits
frequently and establishing the behavioural pastdvased what they post, like, follow or
mention among other means. Once the detectives dstablished a particular suspect, they
can initiate ego-network investigation from numeygocial media platforms affiliated to him

or her.

The study established that most online social made&s like posting their daily activities
unwittingly which ultimately disclose their behauroand movements online. The content of
people's posts such as the text they write, whaays or the content of their photos and

videos, and the ratings they assign can be a ¢rlead investigators can find on social
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media. Thus the content of the posts alone, wheoplp detail their thoughts, feelings and
ideas reveals what they are doing, what they choaitawho they interact with, and why.

Hence, investigators can harvest and analyse thiemoof the posts people are making to
unearth lead intelligence information about theitiams. The findings underscored the
importance getting justified and accurate evidanate verdict of a court proceeding based

on the contents that people post wittingly or utingy.

The harvested information such as photos and Gi#é8nation can be circulated and used by
the law enforcement officers to trace, investigatd apprehend suspects. Besides harvesting
metadata from pictures uploaded by the personsrumdestigation, the detectives use
location and time data of that node as providedti®y GPS coordinates which will be
ultimately used as evidence or alibi in a courlaat against the suspect. It was found out
that, in a criminal network, the suspicious chaegto not establish a direct link with their

subjects. Instead, they get connected using friehddriend network chain.

In situation where a suspected individual is usosgudo-names for his/her account, the
investigators should strive to gather more evideincdefence of their claim and alibi. In
Kenya however, there is no clear framework thategithe law enforcement officers an

authority to access one’s social media account.

When armed with this information, the law enforcemefficers can appropriate techniques
and tools to trace the suspect’s social media g@bir footprints and ultimately provide
sound forensic evidence against him/her. Invesirgaican create covert social media
accounts to help them mine intelligence informatpartaining the suspects on the list. In

order to effectively employ Social Network Analysechniques in their investigation, law
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enforcement agencies ought to keep on monitorimgakonedia activities so as to isolate

nodes with criminal mindsets.

It is more evident that social network analysisiteques provides valuable tools that can be
used to mine, study and comprehend the functioeslibf complex social network
structures, the source and power distribution. $hely therefore concludes that Social
Network Analysis together with social media plathsr plays a crucial role as unexploited
tool for law enforcement agencies to employ itnaestigating all sorts of crimes notably in
matters identifying key suspects, their locationd &ime as compared to when a particular
event happened hence verification of alibi and igted) likely future acts that the suspect
may be contemplating to commit. From the findingsis apparently evident that social
network analysis can be employed to understand imses become influential in a social
network, how the actors establish relations witleotnodes and these relationships advances

and grow with time.

A cursory look on court cases done in Kenya basedocensic evidence painted a bad
picture. Evidence mined and taken to court of laas wnejected by the sitting judge terming it
unconstitutional. It established also that soméfgias cannot allow mining of data from

user’'s accounts. For instance, as from Decembds,2(Hacebook API that blocks mining of
data from accounts its accounts was introducedgiwisi a great setback for Social Network
Analysis. End to end encrypted messages such ass¥fiparunning in other platforms are
also difficult to mine. Nevertheless, it is hopgedt skills and knowledge obtained from this
study could help Kenya’'s law enforcement officéos identify and mine crucial lead

information from the suspected criminals and ultiehaaid in arresting them as well as

presenting forensic evidence in a court of law.

172



Kenya’s security and law enforcement agencies shknbw how to use social media to

improve security locally, nationally and globally & cost-effective manner. Social media
data can be analysed to map the social networkaradus types of offenders. Social media,
social networks and Social Network Analysis techems are just as accessible to criminals

and criminal organizations as they are to police.

Recommendations made in the study are hoped o geeat help to the law enforcement
agencies in understanding how to can mine, anadygk unearth concealed network
elements and patterns between individuals in questifrhe study has broadened the
knowledge on how to apply some Social Network Asiglyechniques that is hoped to be of
great help to the law enforcement agencies. Kerga/enforcement community ought to be
challenged to keep abreast both procedurally agdllie by the findings of this study.

Advanced degree of mining or harvesting data isiBg@nt with regards to the forensics

evidence from social media users

In Kenya, the majority of members of law enforcemseems to unfamiliar with Social

Network Analysis techniques and its associatedstdol investigating online suspects.
Kenya's law enforcement agencies should embraceusiee of social media and social
networking in various ways or applications, inchglirecovering evidence, locating and
apprehending suspects, conducting intelligenceecttins using social networking to

conduct crime analysis and intelligence trend aislyHence, an enabling technology and
trained law enforcement officers will help mitigatethwart crimes about to be committed in
real world. The outcomes of this thesis could luefice law enforcement community by

providing them with a new insight of investigatiand analysing crimes from a large dataset.
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The study also established the limitations of Soeework Analysis which comprised of

incomplete datasets, not knowing in advance whonmdtude or exclude and the fact that

social network is dynamic and transcends geographmundaries.

5.4 Recommendations

Having looked at the findings of how social netlwanalysis can be used to mine, analyse

and present forensic evidence for law enforcemgeneies in Kenya, the study gave its

recommendations.

5.4.1 Policy Recommendations

(i)

(ii)

(iii)

(iv)

(v)

Social Network Analysis is an effective tool in nmg, analysing and investigating
criminal activities committed on various social neeglatforms. Social Network
Analysis views criminal networks as social struef) emphasizing relationships
between nodes.

Kenya’s law enforcement agencies ought to embram@aSNetwork Analysis and
social media as an investigative tool and crimdyais

Intelligence obtained from the centrality metriegl avisualizations of the nodes under
probe should be used in conjunction with real wamtdlligence.

The Social Network Analysis design approach of ingnand analysing data
exchanged between social media platforms is hopedptovide the Kenya’'s law
enforcement community with knowledge, novelty amsight on ways and means
of carrying investigation on suspected criminals.

Kenyan government to impart or facilitate her lavloecement officers with technical
skills of graph theory and its associated arithmégéichniques as well as Social

Network Analysis knowledge.
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(vi)

(vii)

(viii)

(ix)

(x)

To avoid limitations of getting large and crystedear visualizations, it is
recommended that one should use a computer systitnpreferably 16GB RAM or
Or one might hire laaS Amazon’s cloud (AWS EC2 \Vigh) 16 GB System is Kshs
3.60 per hour (or $0.36/hour).

Some NodeXL visualization features are lost whendhe graph is exported to
another platform. Is such a situation, this stuetyommends the use of R language to
do visualizations.

For better visualizations and if adopted, law ecdonent community should consider
using other commercial Social Network Analysis wafte such as Sentinel visualizer
or Pajek.

In situation where suspect information is scantywestigators can utilize search
engines to build their profiles.

Subpoena or court orders may be required to asoess blocked or private accounts.

5.4.2 Recommendations for Further Research

This study dwelt on demonstrating how Social Netwénalysis can be used to mine,

analyse and harvest forensic evidence from seleégstethl media users. However, there are

other numerous areas of research (almost infiniga)d investigation that needs to explored.

Hence, the following areas require further research

1.

2.

Link analysis using K-means clustering on varioosa media

Application of cluster analysis in detecting sudagys within the network

Real time Sentiment analysis for various social imethtforms

Mining and Visualizing large dataset from suspeatsounts using Fisheye and
Fractal views — Kenya'’s perspective

Mapping criminals using graph theory and scientoimébols
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APPENDICES

Appendix I: Interview Schedule for Focus Groups

1. Kindly mention the social media site that you regiyl use

2. Describe the first time you log in above mentiosedial media site

i) Who introduced this site to you

i) Why do you think person introduced you to this site

iii) How did he/she convince you to try this site

iv) What role they play in making you join this site

3. What activities did you perform during your firstéraction with the site?

i)
i)

Did you reveal real identity while writing your gile?

Did you indicate other biographical information Buas relationship
status, date of birth, phone number, email or othecial
information

Upload photos?

Find friends?

Send messages to friends?

4. Have you shared life events that you attend witlr yoends

5. Do you maintain or have a list of friends or fellers linked to your profile

6. Do you performikesor comment®n various social media

7. Do you maintain other group pages such as onlingrgg favourite movies

8. Do you frequently update locations you visit antbagd pictures
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Appendix IV: 2.5 Degree Ego-Centric Excerpts Twitter Graphridst
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Appendix VI: Respondents Group Facebook Account
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Appendix VII: Kabarak University Research Consent

‘AR

INSTITUTE OF POSTGRADUATE STUDIES & RESEARCH

Private Bag-20157 Tel: 0773265999
Kabarak, Kenya

Email:directorpostgraduate/@kabarak.ac.ke www.kabarak.ac.ke
14" December 2016

Ministry of Education, Science and Technology

National Commission for Science, Technology and Innovation.
9™ Floor. Utalii House.

P.0O Box 30623-00100.

NAIROBI

Dear Sir/Madam

SUBJECT: RESEARCH BY GD1/M/1198/09/15- RONOH KIPRUTTO LAMEK

The above named is a Doctoral student at Kabarak University in the School of Computer Science
and Bioinformatics. He is carrying out a research entitled “Investigating Selected Egocentric
Users on Social Media Platforms using Social Network Analysis in Mining Digital Forensic
Evidence for Law Enforcement in Kenya™

The information obtained in the course of this research will be used for academic purposes only
and will be treated with utmost confidentiality.

Please provide the necessary assistance.

Thank vou.

Yours Faithfully,

ol
DR’ BETTY TIKOKO

DIRECTOR POSTGRADUATE STUDIES & RESEARCH

Kabarak University Moral Code
As members of Kabarak University family, we purpose at all times and in all places, to set apart
in one’s heart, Jesus as Lord. (1Peter 3:15)
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Appendix VIII:  NACOSTI — Consent Letter

“your application for authority to carry oul rese al
selected egocentric users on social media platforms
rk analysis in mining digital forensic evidence for :
t in Kenya,” 1 am pleased to inform you that you have been
rized to undertake research in selected Counties for the period ending
' January, 2018,

orce

".
are advised to report the Vice Chancellors, selected Universities, the ,

- County Commissioners and the County Directors of Education, selected
~ Counties before embarking on the research project.

ompletion
L

of the research, you are expected to submit two hard copies
Apft copy g pdf of the research report/thesis to our office.
% ] ‘..,. 4 - ] i
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Appendix IX: Research Permit

THIS IS'TO CERTIFY THAT:

MR. LAMEK KIPRUTTO RONOH

of KABARAK UNIVERSITY, 0-30100
Eldoret,h_qs been permitted to conduct
research in Kakamega , Kericho
Migori , Uasin-Gishu - Counties

on the topic: INVESTIGATING SELECT, ED
EGOCENTRIC USERS ON SOCIAL MEDIA

PLATFORMS USING SOCIAL NETWORK

ANALYSIS IN MINING DIGITAL FORENSIC
EVIDENCE FOR LAW ENFORCEMENT IN

KENYA

for the period ending:
18th January,2018

Applicant's
Signature

CONDITIONS

1. You must report to the County Commissioner and
the County Education Officer of the area before
embarking on your research. Failure to do that
may lead to the cancellation of your permit.

2. Government Officer will not be interviewed
without prior appeintment.

3. Nu questionnaire will be used unless it has been
approved.

4. Excavation, filming and collection of biologieal
specimens are subject to further permission from
the relevant Government Ministries.

5. You are required to submit at least two(2) hard
copies and one (1) soft copy of your final report.

6. The Government of Kenya reseryes the right to
modify the conditions of this permit including

its cancellation without nofice

Permit'No :' NACOSTI/P/17/67212/15197

Date Of Issue ;: 18th January,2017
Fee Recieved :Ksh 2000

efsan i g gt Sl T EE T Y T P pahe
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Director Generai
tional Commission for Science,
Technology & Innovation

-

National Commission for Science,
‘Technology and Innovation

RESEACH CLEARANCE
PERMIT

Serial No.AL 25393
CONDITIONS: see back page



