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Abstract 

Cloud storage is becoming a fast emerging resource used for storage of information by corporates and organizations 

as a substitute to get data available anywhere and anytime. Cloud entities such as cloud service providers, users and 

business associates share the offered resources at diverse levels of technological operations. The cloud computing 

model is considered to be a very capable and able internet-based computing platform, which offers numerous benefits 

like mobility, flexibility, reliability and cost-effectiveness. However, like any other technology, cloud computing is 

not without a challenge or as problem free as it may seem. This paper intended to investigate the security challenges 

in private SaaS clouds and this was done with the aid of OwnCloud, which is an open-source cloud storage platform. 

Users were given access to the experimental cloud to collect details on the threats and vulnerabilities associated with 

the cloud. The challenges identified were specific to small businesses and SMEs. The research yielded numerous 

challenges including insider threats, improper data deletion, bandwidth issues, hacking, repudiation issues and 

government laws. Further to this, strategies and countermeasures to mitigate these challenges were suggested so that 

small organizations can understand their cloud security better as well as implement security in an effective manner. 
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1. INTRODUCTION 

Cloud storage is a means of data storage whereby the data is stored and accessed over the network, mostly 

through the internet. The data is stored on multiple servers (and often locations), and the environment is 

controlled and managed by a hosting company called cloud storage providers. It is a kind of outsourcing of 

computer programs, where users are able to access software and applications from wherever they are. The 

providers always keep the data available and accessible wherever and whenever the owner or users require 

access to it [1]. Put differently, cloud computing is the provisioning of IT resources including hardware, 

software, or services from third parties over a network, usually the internet.  It is the delivery of scalable of 

IT resources over the Internet, as opposed to hosting and operating those resources locally on the LAN or 

private network [2]. Researches [3] assert that cloud computing is a web-service that comprises provision 

of storage capacity and virtualized computing resources. The virtual computing resource (email, software, 

data storage) are managed through remote servers by cloud providers. The cloud provides manage the 

cloud platform to offer Software as a service (Saas), Infrastructure as a Service (IaaS) or Platform as a 

Service (PaaS) and the end users, access these services through normal browsers on computing devices 

such as; PC, iPad and smart phones, among others. Therefore, end users do not have to manage or scale the 

IT infrastructure resources and instead focus on their core businesses. This leads to reduced running/capital 

costs, increased productivity, mobility, collaboration and profitability of businesses [4, 5]. It is a model that 

enables on-demand access to shared configurable computing resources, which can then be configured for 
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usage by an organization.  These resources include applications and services, or the infrastructure on which 

the services operate. By deploying IT infrastructure through the cloud, an organization can purchase 

additional resources on an as-required basis and avoid the initial costs of software and hardware (e.g., 

networks, servers, storage, application software) [6]. 

 

A research study called Cloud in Africa: Reality Check 2013 conducted in Kenya indicated that as of 2013, 

25% of the organizations opting for cloud are using private cloud compared to 13% opting for hybrid cloud 

and only 7% of companies opting for the public cloud. The most popular category for cloud use was 

storage at 28% of companies, followed by SaaS at 10% of companies [7]. 

 

By effectively implementing cloud services, numerous opportunities are available to SMEs that allow them 

to increase their competitive edge in business [9]. SMEs can offer their clients a number of services 

including business services, application software services, infrastructure services, and integration and 

development services [8]. 

 

1.1 Problem Statement 

Despite the benefits of cloud computing being well known to SMEs in Kenya, a majority are not fully 

aware of the key IT related risks and the mitigation strategies. For example, a breach in the security of any 

component in the cloud can be a disaster for any organization (the customer); data can be compromised 

leading to heavy losses or loss of confidential information, and of course not to mention, reputation.  

 

In a cloud computing infrastructure, the resources and/or the client data is usually stored at a different 

premise that the customer is unaware of. The customer accesses the resources and data remotely through 

the internet. Therefore, it is of utmost important for SMEs to understand the risks they are likely to face 

once they step into the world of SaaS cloud computing. Other concerns that may be of important value 

include; what happens to the data and its copies once the cloud service is discontinued and what happens in 

case you want to transfer data from one cloud platform to another. These areas of cloud computing are 

prone to security breaches, and hence, this makes the research of cloud computing security an important 

and current subject.  

 

Corporate companies and governmental organizations usually have the power and money to afford to hire 

trained security consultants; however unlike them, SMEs lack the necessary resources and expertise to be 

able to scrutinize the working environment of cloud computing.  

 

There are six crucial areas in the cloud that require protection to be able to suffice against the threats [10]. 

These six areas are as follows: 

1. Security of data at rest – This ensures that data should be secure when it is stored in the cloud 

server(s). This is usually achieved by providing encryption for all data stored. 

2. Security of data in transit – Means that data should be secure when being transferred from the 

cloud to the user computers and vice versa. This can be achieved by providing TLS/SSL security. 

3. Authentication of users – Users who have access to data should pass some sort of access control to 

be able to keep off unwanted users. These include strong passwords and biometrics among others, 

that is, one factor to three actor authentication depending on the mission critical of the data. 

4. Robust isolation between data belonging to different customers – Although not applicable to 

private clouds, however, for public clouds each customers data is isolated using different VMs. 
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5. Cloud legal/regulatory issues – All customers should usually have their legal and regulatory 

experts inspect cloud provider policies and practices, especially for things like data retention, 

deletion, corruption, and security. 

6. Incident response – Customers should understand how incidents and disasters will affect their data 

and should, therefore, implement relevant recovery and business continuity procedures for the 

same.  

 

2. LITERATURE REVIEW 

Cloud computing is believed to have been introduced as early as 1969 by J.C.R. Licklider, who was in 

charge of the development of Advanced Research Projects Agency Network (ARPANET). His vision was 

to create a platform for accessing data and programs from anywhere and at any site.  This vision is quite 

similar to the modern cloud computing. Since those days, cloud computing and storage has evolved a long 

way [6]. However, since in the early years the internet was not able to offer bandwidth capacities like 

today, cloud computing for the masses has been adopted and widely used much later. [11] 

 

For a paradigm to be classified as a cloud computing, it usually possesses the following characteristics as 

indicated by [12]: 

• Elasticity: Cloud users can at their convenience downsize/upsize computing resources, as and when 

need arises, without human interaction. This means that to add or reduce resources on the cloud, 

one will not need to buy additional hardware, users can do this by the use of controlled software. 

• Access on multiple devices: Users of the cloud are not limited to the number or type of devices they 

use. Mostly, if devices can access internet and have the relevant cloud applications, a user can 

connect to the cloud from any device. 

• Accessible anywhere: Cloud customers may be able to access their data and service irrespective of 

the geographical location. Therefore, the cloud user has no control or whereabouts of the location 

of the assets. Similarly, the cloud vendor does not have restrictions over the location of its users 

[13]. 

• Reliability: Clouds data are usually backed up on multiple redundant sites sometimes even 

offshore, therefore, all data saved on the cloud has disaster recovery catered for. 

• Economies of scale and cost effectiveness. Cloud implementations, regardless of the deployment 

model, tend to be, as large as possible, in order to take advantage of economies of scale. Therefore, 

cloud vendors can be located in areas where electricity and real estate prices are lower eventually 

lowering their start-up and running costs. 

 

2.1 Benefits of Cloud Computing 

The shift from grid computing to cloud computing is getting more evident by the day. Cloud computing 

offers numerous benefits, which could not be attained in the native computing infrastructure [14]. The 

advantages of cloud computing paradigm include the following: 

1. Mobility: The primary benefit of cloud computing by far would be the ability to access data from 

anywhere at any time. Once cloud users have registered themselves to a cloud vendor, all that is 

needed is an internet connection to be able to access their information and services. This feature 

lets users move beyond time zone and geographical boundary issues. 

2. Flexibility: Users only have to pay for services and capacity which they are really using. So if they 

need less they pay less and if they need more, they can simply acquire additional storage and 

services, which of course leads to higher costs, but it is still much more flexible than adding 
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another server to the company internal IT resources. The addition or removal of processing units or 

storage space does only take seconds to minutes and not days like it would in a company internal 

data center using physical servers. 

3. Reliability: Cloud computing also adds to reliability of data in case the user loses their device. If a 

laptop or mobile phone is stolen, the user’s data cannot be lost since it is stored in the cloud; the 

user can simply buy another device and connect it to the internet to access their data. 

4. Reduction of cost: Many cloud services are provided for free and offer enough functionality for 

most of the users. Therefore, users can save much money by using cloud services. 

5. Cost-effective: Allow IT people to concentrate on other areas by taking the load of data storage, 

application control and update from off their work. 

 

2.2 Challenges in the Cloud  

Cloud computing is not a standalone computing platform, it instead combines several technologies 

including networks, operating systems (OS), databases, virtual servers and components, resource 

scheduling, transaction processing, concurrency control techniques, load balancing, memory management 

and numerous others for its functionality and operation [15]. Therefore a threat in any one of the 

technologies becomes a threat for the entire cloud platform.  Most security problems stem from loss of 

control, lack of trust or multi-tenancy. These problems are described below in more detail: 

 

2.2.1 Loss of control 

Since most cloud platforms are hosted off-site, an organization cannot have full control over the hardware, 

technology and backend details of the cloud platform. Moreover, when an organization outsources their 

data and services to a cloud vendor, they are not aware and have no control over the location of their data. 

This possesses serious concerns from a user perspective; organizations lose control over their vital data and 

are not aware of any security mechanisms put in place by the provider (Behl, 2011).  According to Tech 

Target, having data in an unknown place and with no control over it, is one of the leading concerns to 

organizations, when switching to cloud computing. 

 

According to Pearson & Benameur (2010, November), user-centric control does not seem like a possibility 

with the cloud: as soon as a SaaS cloud infrastructure is used, the cloud vendor becomes responsible for 

storage of data, whiles the users’ looses visibility and control over it.  In the cloud paradigm, users’ data is 

processed in ‘the cloud’ on hardware, software and platform they do not own or control, and therefore, 

becomes a threat in terms of theft, misuse (especially for different purposes from those originally notified 

to and agreed with the consumer) or unauthorized resale. Additionally, it is not clear that it will be possible 

for a cloud provider to ensure that a data owner can get access to all their data including metadata and 

system related files. It can also be difficult to get data back from the cloud, and avoid vendor lock-in. 

Furthermore, there is no sure way of telling that documents or personal data on the cloud has been 

successfully deleted if the user wants to. Some vendors may also deliberately tie down a customer to 

proprietary software or hardware so that it becomes difficult to switch providers. 

 

As an example, consider a company X in Nairobi that is using a cloud provider Y who stores their data in 

India and Australia. X’s data is stored on Y’s cloud, and therefore, is transmitted between various hardware 

and software devices located in the three locations. These additional links, require X to entrust its data to 

different systems and platforms located in different locations, managed by unknown users, and regulated by 

the laws of other countries (India and Australia). In such a scenario, X does not know whether the security 

profiles of the remote locations are the same as what they have in-house or whether the regulatory 

compliances like HIPAA hold in all the locations. X will realize that as soon as the data leaves their 
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perimeter in Nairobi, it does not have much control over it or what processes it goes through. X does not 

know who can access its data that is now stored on various disks in multiple locations (India and Australia). 

This lack of control over the data and processes by X triggers the risk of losing data confidentiality, 

integrity, and availability [16].  

 

Cloud computing essentially requires a customer to hand over any control of running their applications and 

storing their data to their providers. They retain only partial control of their data, which is a cause of 

concern for them.  

 

2.2.2 Lack of Trust 

Trust can be defined as an act of faith; confidence and reliance in something that one expects to behave as 

stated. It is a confidence in the ability and expertise of others, such that one feels they can rely on an entity 

to care for your valuable assets. Trust in a system is reduced when we have little or insufficient information 

about its expertise [16].  

 

Trust also has a variation depending on the data ownership. For example, if a company store and execute 

their data on the cloud, it creates two folds of a trust relationship [17]. Primarily, the company must trust 

their cloud provider and secondly, the company must make sure that its clients also trust the same provider. 

A provider and customer often enter into a contractual relationship to establish trust. Typically, a company 

may be compensated in an event that the service is not delivered as expected and in the case of cloud 

providers service-level agreements (SLAs) can be used to boost trust. However, in the modern computing 

world, establishing trust in cloud computing is related to preventing a trust violation rather than to 

compensate a violation in case it occurs. For any modern organization, a security breach irreparable and 

money or compensation cannot bring back lost data or the organization’s reputation. Therefore, cloud 

computing trust model should focus more on preventing security breaches as opposed to post-failure 

compensation [18]. Another vital constituent of cloud trust is reputation, which is arguably a provider’s 

most valuable quality. 

 

A consumer’s insight mostly is that cloud computing is not as secure as internal paradigms; however, 

improved transparency can counter this. Data stored in cloud devices is stored and processed across the 

entire virtual layer. Two issues arise from this in relation to trust: firstly the physical storage and processing 

sites are unknown to the data owner, and secondly the security implementations in these sites. A company 

should know where its data is processed and stored, because laws in different countries may not be 

favorable to the company in case of breaches. A company also needs to know how its data is protected 

while being moved within the system or across multiple sites owned by the cloud providers [17]. If there is 

no transparency between the provider and the customer, a company will not know if their security 

requirements are in line with the cloud provider’s security assurances.  

 

Ultimately, usage of the cloud is a question of trade-offs between security, privacy, compliance, costs and 

benefits [19]. Trust is a vital component to the adoption of cloud computing and therefore trust needs to be 

included right along the chain of service provision. 

 

2.2.3 Multi-tenancy issues 

Multi-tenancy refers to the cloud characteristic of resource sharing. Several resources are shared including 

memory, programs, networks and data. Cloud computing heavily relies on an operational model where 

resources are shared. This means that more than one user to use the same resource at different levels 

including the network, host and application. Although users are isolated at a virtual level, hardware is not 

separated, thus an attacker can legitimately be in the same physical machine as the target. With a 
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multitenant architecture, a software application is designed to virtually partition its data and configuration 

so that each client organization works with a customized virtual application instance. Multi-tenancy, is 

relative to multitasking in operating systems.  

 

Multi-tenancy in cloud computing is unique such that both the attacker and the victim are sharing the same 

physical hardware like servers. A setup like this cannot be countered by native security measures and 

controls. This is because they are not designed to secure inside the servers and they are limited just to the 

network layer [19].  

 

According to [20] by spending a little money to buy cloud space, an attacker has a 40% chance to allocate 

his VM next to the victim’s VM. After such a multi-tenancy has been achieved, any attack takes advantage 

of the system characteristics can be launched to hack breach the victim’s data. The risk from for such an 

attack (like side channel attacks) is high because they cannot be detected by the hypervisor or the operating 

system. 

 

2.2.4 Downtime 

This is a major disadvantage of cloud computing especially in evolving countries. Many parts of Kenya 

still face challenges with stable and affordable internet connections. Because all the data, resources and 

applications are only accessible through the internet, an internet outage means users have no access to 

them. Downtime may be reduced by having multiple ISP connections in an organization; however that also 

means an increase in cost. 

 

2.2.5 Privacy Challenge 

Privacy risks always exist on data and information stored online. Like all data stored online, data on the 

cloud is prone to accidental leakage or compromise. 

 

2.2.6 Other Security Challenges 

Since cloud is a collection of different technologies and fields, security issues for each of these 

technologies becomes a threat to the cloud too. For example, networks and databases have their security 

threats like man in the middle attack or SQL injection attacks, which become threats to data in the cloud 

too. Threats and flaws in other technologies like operating systems, virtual platforms, transaction 

processing systems, concurrency control procedures and the likes also form part of the cloud security 

issues.   It is therefore also of utmost importance that each of these cloud technologies be secure enough to 

provide for overall security of the system. For example, the network between the end users and the cloud 

infrastructure needs to be secure. Data at rest also needs to be secure by encrypting the data and enforcing 

relevant policies for data sharing. Additionally, resource distribution and memory management systems 

need to be secured. Lastly, techniques for malware detection also need to be implemented in the clouds – 

an approach which is usually adopted in intrusion detection systems (IDSs) [21]. 

 

3. FINDINGS AND RESULTS 

This paper sought to investigate how data stored on the cloud reacts during different file operations as well 

as determine the threats posed in cloud from the provider’s end.  This was experimented by use of 

OwnCloud version 10.0.4 

 



The 

Mara Res. J. Comput. Sci. Inf. S

OwnCloud was installed on a domain that the researcher registered and hosted online. Accounts were then 

created on the software that were given to different users to save their dummy data in usi

OwnCloud client software version 2.4.0 as well as the web browser.
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Because of their business role in th

sensitive data. Depending on the insider’s motives, the result of such an attack in a cloud infrastructure will 

vary from data leakage to severe corruption of the affected systems a

that as much as the administrator does not have access to user passwords, they have the ability to change 

the password for any user at any given time. 
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the desktop utility moments later. They certainly cease to exist on the local computer after deletion.
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is changed, the insider can easily log in to the account of the user and therefore gain access to their data and 

causing confidentiality, integrity and avai
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Uploading data on the cloud requires a stable type of internet connection. One GB of data is uploaded 

through the client utility took approximately 7 hours with a 2Mbps shared Safaricom connection. Other

normal operations were also taking place using the same internet. This may not be a problem for uploading 

a few files, however

reliable and stable internet connect

 

A 10mbps speed would be optimum as well as a failover link in case the primary one is down. Otherwise 

an SLA agreement of a 99.5% or above by the ISP is required

of down

experiment, there was no downtime noted over a period of three months showing stability on the cloud 

provider’s side.

jeopardize the availability or degrade the performance of the service. 
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Fig. 2: Deleted Documents in the Cloud 
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duped into disclosing a password to a malicious user, he or she may still be held liable for a crime and 

prosecuted. Therefore, it is of utmost important to understand the cyber laws carefully and SMEs should 

understand which foreign jurisdictions may play a role for data stored in different countries and if there are 

incompatibilities with Kenyan laws. 

 

4. CONCLUSION 

On fundamental challenges, the findings established that cloud computing face substantial challenges in the 

implementation of SaaS delivery model. Some of the challenges found include: Data/information stored on 

the cloud issues on downtime in the internet; cloud administrators are exposed to high risk, if they turn 

rouge and try to access data stored on clouds; lack of certainty in trailing actions of the users, there is no 

definite way of telling that the data has been deleted to its entirety;  there is no control over the hardware, 

technology and backed up details of the cloud platform; multi-tenancy issues- there is risk that hackers can 

manipulate weakness in data security model to get an illegitimate access to data or application; and lack of 

liability in case of security incidences as a result of cloud computing and subsequent misuse of privileges to 

gain access or support third parties in accessing data/information they are not meant to access, which 

further interferes with confidentiality and integrity of information within the cloud service.  

 

The researcher recommends the following for the SMEs: 

• The SME in its entirety needs to recognize and understand the value of the cloud-based technology 

and data. There must be constant vigilance and continuous monitoring of risk to these information 

assets, including ensuring compliance with appropriate laws, regulations, policies and frameworks. 

• All users of the cloud should have knowledge of cloud computing and its risks, understand their 

responsibilities and be accountable for their use of the cloud. From the study findings, the 

following recommendations were made; 

• Both local and national governments should step up in their bid to provide reliable electricity 

supply to reduce issues of downtime occasioned with power shortage.  

• The managers of SMEs should employ qualified IT staff with high integrity to reduce chance of 

internal and external hacking.  

• SMEs should understand and adopt the governmental and legislative rules and acts pertaining to 

cybersecurity. 
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